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Abstract Many papers have been published on analysis and prediction of software faults and/or
failures, but few established the links from software faults (i.e., the root causes) to (potential or
observed) failures and addressed multiple attributes. This paper aims at filling this gap by studying
types of faults that caused software failures, activities taking place when faults were detected
or failures were reported, and the severity of failures. Furthermore, it explores the associations
among these attributes and the trends within releases (i.e., pre-release and post-release) and across
releases. The results are based on the data extracted from a safety-critical NASA mission which
follows an evolutionary development process. In particular, we analyzed 21 large-scale software
components, which together constitute over 8,000 files and millions of lines of code. The main
insights include: (1) Only a few fault types were responsible for the majority of failures pre-
release and post-release, and across releases. Analysis and testing activities detected the majority
of failures caused by each fault type. (2) The distributions of fault types differed for pre-release
and post-release failures. (3) The percentage of safety-critical failures was small overall and their
relative contribution increased on-orbit. (4) Both post-release failures and safety-critical failures
were more heavily associated with coding faults than with any other type of faults. (5) Components
that experienced high number of failures in one release were not necessarily among high failure
components in the subsequent release. (6) Components that experienced more failures pre-release
were more likely to fail post-release, overall and for each release.

Keywords Software quality assurance - Fault type - Detection activity - Failure severity
Evolutionary development.

1 Introduction
The size, complexity and capability of software systems have grown tremendously over the years.

As software usage expands in many areas, and modern society relies more and more on proper
functioning of software systems, quality assurance becomes an even greater concern. Deficiencies
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in software quality often result in costly emergency fixes, damage to brand’s reputation, and some-
times in loss of human life. Based on the estimates made by the National Institute of Standards
and Technology (NIST), the US economy loses $60 billion annually in costs associated with devel-
oping and distributing patches that fix software faults, as well as cost from lost productivity due
to computer malware and other problems caused by software faults (Zhivich and Cunningham,
2009). Tt is estimated that users incur about 64% and developers 36% of the total cost. This
paper focuses on characterizing software faults and failures, so that quality assurance efforts can
be tailored to improve efficiency of detecting faults and preventing failures and thus lead to more
reliable and less costly systems.

Terms related to software quality assurance are often used inconsistently. Therefore, we start
with the definitions of a fault and failure, which are adapted from ISO/TEC/IEEE 24765 (2010). A
failure is the inability of a system or component to perform its required functions within specified
requirements. On the other hand, a fault is an accidental condition or event, which if encountered,
may cause the system or system component to fail to perform as required. Faults can be introduced
at any phase of the software life cycle and can be tied to any software artifact (e.g., requirements,
design, source code). It should be noted that every fault does not correspond to a failure since
the conditions under which the fault(s) would result in a failure may never be met. Much of the
related work uses the term defect (e.g., (Biyani and Santhanam, 1998; Chillarege et al., 1992;
Leszak et al., 2002; Shihab et al., 2010; Zimmermann et al., 2007)), which sometimes refers to
faults or to pre-release faults only, and other times is used to refer collectively to faults, failures,
and anomalies. The term bug is typically used to refer to faults in the source code. Throughout
this paper, for clarity, we strictly use the terms fault and failure.

The benefits of analyzing software faults and failures are quite obvious. Unlike other engineering
areas that have a long tradition of learning from past failures, most software industries do not
pay enough attention to understand the typical faults that exist in their software (Eldh et al.,
2007). One of the obvious reasons is that fault and failure data are rarely readily available or in
a form that allows straightforward data extraction and analysis. Furthermore, while significant
amount of empirical studies have been focused on studying software faults and/or failures very
few works have tied the faults to the failures that they caused and studied the associations among
faults, failures, and other relevant attributes. This is mainly due to the fact that the traceability
to the root causes of reported failures is typically missing. Extracting information from version
control system can be helpful, but is far from trivial because often no identification is given in the
source code change logs whether a change was made because of fixing fault(s), enhancement(s),
or implementation of new feature(s) (Ostrand and Weyuker, 2002; Goseva-Popstojanova et al.,
2005). In addition, studies were often focused only on faults in the source code due to the fact
that keeping track of faults in other software artifacts (e.g., requirements, design documents) does
not seem to be a common practice, especially among open source projects, which are frequently
used as case studies in the software quality assurance research.

The paper presents a case study based on the flight software of a large, safety-critical NASA
mission. The analyzed data collectively spans almost ten years of development and operation for 21
Computer Software Configurations Items, which represent large-scale software components. These
components were built following an evolutionary (i.e., iterative) development process through
multiple releases, by teams at several locations. The mission is still active and requires sustained
engineering.

As is the case with most change tracking systems, the change tracking system for the NASA
mission was not designed with fault and failure analysis in mind and the data was not readily avail-
able. However, with support from the project’s independent verification and validation personnel
we were able to extract the relevant data. Furthermore, the processes and procedures followed
by the NASA mission with respect to tracking changes provide assurance of the data validity
and accuracy. Since we were interested in the characterization of faults and failures, our analy-
sis was focused on the Software Change Requests (SCRs) that were made because the software
failed to conform to some requirement(s) (i.e., non-conformance SCRs). These SCRs represent
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either potential or observed failures reported throughout the life of each component. In other
words, while some of the failures were reported and addressed during development and testing,
others occurred on-orbit (i.e., post-release). Our analysis is focused on types of software faults
(e.g., requirements faults, design faults, coding faults, integration & interface faults), detection
activities (e.g., inspections, analysis, testing, on-orbit), and failure severity (i.e., safety-critical
and non-critical failures).

The objective of our work is to contribute towards better understanding of fault types, de-
tection activities and severity of software failures, including their associations and trends within
and across releases, and furthermore, based on empirical evidence, to assist the developers and
verification and validation personnel in improving the product quality in a cost-efficient way. Fo-
cusing on high-priority failures (i.e., post-release, safety-critical and those associated with the
dominating fault types) and their association with detection activities provides insights that can
be used by practitioners to guide the allocation of verification and validation techniques aimed
at avoiding such failures and their consequences. Furthermore, studying software failure trends
across releases and within each release (i.e., pre-release and post-release) can help practitioners to
identify software components that require more verification and validation and may need fault-
tolerance mechanisms. Preventing and tolerating high-priority failures is of utmost importance for
any software system, and especially for safety-critical systems that operate with high degree of
autonomy.

Specifically, in this paper we address the following research questions:

RQ1: Are certain activities more likely to detect certain fault types? Which types of faults lead
to post-release failures?

RQ2: Which activities are more likely to reveal safety-critical failures?

RQ3: Are certain fault types more likely to cause safety-critical failures?

RQ4: Does the contribution of dominating fault types change as the software matures across
releases?

RQ5: Is there an association between the number of failures reported in release n and release n+1
(i.e., across releases)?

RQG6: Is there an association between the number of failures reported pre-release and post-release
(i.e., within individual release)?

It appears that the research questions RQ1 - RQ4 have not been previously explored in the
literature. RQ5 and RQ6 have been explored in the past and therefore this part of our work can
be considered as an independent replication (Shull et al., 2008; Kitchenham, 2008) whose goal is
to explore these phenomena in a different context. This type of replication, which sometimes is
called conceptual (Shull et al., 2008), is important because it allows the same phenomena to be
studied under different conditions and thus explores the generalization of the results (Shull et al.,
2008; Kitchenham, 2008; Grbac et al., 2013; Yin, 2014). When the context or environmental
factors of the replication are different from those of the original study, then the replication can
contribute some confidence, to both researchers and practitioners, that the effect is not limited to
one particular setting (Shull et al., 2008; Kitchenham, 2008).

The main contributions of this paper are as follows:

— We analyzed a large sample of over 2,500 software change requests (SCRs) entered for the
purpose of fixing faults throughout the life of 21 components from flight software of a large,
complex, safety-critical NASA mission containing millions of lines of code in over 8,000 files.
In particular, we analyzed the associations among types of faults that caused failures, the
detection activities taking place when the faults were detected and/or failures were reported,
and the severity of failures. Related works treated only particular attributes and/or limited
the analysis to only some of the values an attribute can take. For example, Christmansson
and Chillarege (1996); Duraes and Madeira (2006); Eldh et al. (2007) considered only coding
faults; Lutz and Mikulski (2004) studied only safety-critical post-launch anomalies; Leszak
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et al. (2002) limited the analysis only to post-release change requests; Zheng et al. (2006) con-
sidered only ODC fault types and did not consider severity. Furthermore, severity of software
failures has rarely been considered in published literature due to the lack of good quality data.
Finally, although some of the related works analyzed combinations of attributes, the associ-
ations between these attributes were not quantified (Yu, 1998; Leszak et al., 2002; Lutz and
Mikulski, 2004).

We explored trends in number of failures within individual releases (i.e., pre-release to post-
release) and across multiple releases (i.e., release n to n+ 1) for a subset of eleven components,
which had a sufficient number of non-conformance SCRs and at least two releases. This part
of our work can be considered as a conceptual replication carried out on a different type of
system, within a different development context (i.e., mission critical software), which has been
argued to increase the external validity (Andersson and Runeson, 2007; Kitchenham, 2008;
Yin, 2014). Related work in this area (Biyani and Santhanam, 1998; Fenton and Ohlsson,
2000; Ostrand and Weyuker, 2002; Pighin and Marzona, 2003; Ostrand et al., 2005a,b; Bell
et al., 2006; Andersson and Runeson, 2007; Grbac et al., 2013) looked at the relationships
between the number of faults or fault density within individual releases (i.e., pre-release vs.
post-release) and /or across multiple releases (typically from one release to the next). However,
the results were not consistent, which necessitates further exploration.

This paper proceeds by presenting the definitions of the terms in section 2 and discussing the

related work in section 3. Then, in section 4 we describe the details of the NASA mission case
study. Section 5 addresses research questions RQ1 through RQ3 based on the cumulative data for
all releases and for all 21 components, while section 6 is focused on questions RQ4 through RQ6
pertaining to analysis within individual releases and across multiple releases for a subset of eleven
components for which there was sufficient data. Finally, we discuss the threats to validity of the
study in section 7 and present the concluding remarks in section 8.

2 Definitions of the terms used in this paper

The analysis presented in this paper is focused on types of software faults, detection activities, and
failure severity, which are attributes extracted from data fields in the non-conformance SCRs.
The definitions of these attributes and their corresponding values are as follows.

— Type of faults refer to the root causes of software failures. For each non-conformance SCR,

project analysts select the fault type value from a pre-defined list. With the help of the project
personnel and based on standard definitions from ISO/IEC/IEEE 24765 (2010), we grouped
these values into the following major fault types:

— Requirements faults include incorrect requirements, modified requirements, and missing
requirements.

— Design faults result from human errors during the design of the system (e.g., omission of
necessary component interaction).

— Coding faults include mistakes in the source code, such as typos, logical errors, incorrect
algorithms, missing code, etc.

— Data problems result in a failure in response to some particular pattern of data. In this
mission, data problems arise due to shared data and/or interfaces among components (or
in some cases subcomponents).

— Integration faults include faults associated with the integration of subcomponents, compo-
nents and/or subsystems. (Hardware related integration faults were not included since the
analysis in this paper is focused on software faults only.)

— Other faults include types of faults that did not fit in any of the above categories. Examples
include process or procedural issues, simulation errors, testing issues (e.g., incorrect test
configuration), and other problems that were not directly related to the software artifacts
being developed.
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— Activity that was taking place when the fault was detected or the failure was exposed, for each
non-conformance SCR, was entered as a textual description by the project analysts. With
the help of the project personnel and based on definitions from the NASA Software Safety
Guidebook (NASA-GB-8719.13, 2004) and ISO/IEC/IEEE 24765 (2010) we grouped these
values into the following major detection activities:

— Inspections / audits refer to formal planned visual inspections that follow specified steps
and assign specific roles to individual reviewers by a team specifically trained in inspection
techniques.

— Analysis refers to activities throughout the life cycle, most of which were conducted man-
ually. Some examples include informal reviews, desk checks, code walkthroughs, and static
code analysis.

— Testing includes various types of testing (e.g., dry run testing, integration testing, stage
testing, acceptance testing, regressing testing).

— On-orbit activity encounters the cases when failures occurred post-release while the software
was on-orbit.

— Other category includes all other pre-release detection activities not mentioned above.

— Severity is defined as the potential or actual impact of the failure on the system. In this paper
we consider safety-critical and non-critical failures. Safety-critical failures represent failures
which would result in loss of a safety-critical function or loss of a critical mission support
capability (NASA-GB-8719.13, 2004).

Similarly as in case of the Orthogonal Defect Classification (ODC) (Chillarege et al., 1992),
the values of each attribute are mutually exclusive. For example, a fault can be detected (or
failure exposed) due to only one type of activity. More importantly, there is only one root cause
of a failure, although it may have multiple manifestations. For example, if a failure occurred
during integration testing and it was caused by a coding error, which in turn was due to missing
requirement, the fault type would be classified as a requirements fault.

3 Related Work

The first group of papers related to our work were focused on characterizing some aspects of
software faults and in some cases other software artifacts (Christmansson and Chillarege, 1996;
Duraes and Madeira, 2006; Eldh et al., 2007; Leszak et al., 2002; Lutz and Mikulski, 2004; Yu,
1998; Zheng et al., 2006). These studies differ in terms of their main goals, systems studied, and
attributes explored. None of them considered the evolution of software across multiple releases.

Some of the studies had a goal to discover representative fault types to be used for fault
injection at the source code level (Christmansson and Chillarege, 1996; Duraes and Madeira, 2006).
To do so, these studies used the Orthogonal Defect Classification (ODC) to classify the fault types;
Christmansson and Chillarege (1996) used 408 defect reports from an IBM operating system and
Duraes and Madeira (2006) used 668 faults from twelve open source projects. Despite the vast
differences between the case studies, the distribution of the fault types was very similar. Eldh et al.
(2007) also conducted a study of software faults aimed at exploring candidates for fault injection. It
was based on 362 failures reported during testing and, similarly as (Christmansson and Chillarege,
1996; Duraes and Madeira, 2006), it was focused on coding faults. The results showed that the
majority of software faults manifested themselves for the first time at the integration/system level.
Other type of software faults (e.g., requirements faults, design faults, integration faults), detection
activities, and failure severity were not explored in these works (Christmansson and Chillarege,
1996; Duraes and Madeira, 2006; Eldh et al., 2007).

Leszak et al. (2002) conducted a study of defect (i.e., fault and failure) modification requests
(MRs) from a network element of an optical transmission network, which considered the fault
types, fault locations, root causes, triggers, the phase of the life cycle in which the fault was
introduced, and the phase in which the fault was detected. The study showed that implementation
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faults (which likely included coding faults and integration faults) consumed 75% of the total effort.
Yu (1998) analyzed the phase when faults were introduced into a switching telecommunication
software and reported that nearly half of the faults were related to coding faults and the majority
of them could have been prevented.

Lutz and Mikulski (2004) studied safety-critical (i.e. high severity) post-launch anomalies® of
seven unmanned NASA spacecrafts. An ODC based technique was used to classify 199 safety-
critical anomalies and the following attributes were considered: defect (i.e., fault) type, activity
that was taking place when the anomaly was observed, trigger (i.e., the condition(s) that had to
exist for the anomaly to surface), and target (i.e., the entity that was fixed). Their explored the
association between defect (i.e., fault) type and trigger, and also between target and trigger and
although correlation between some attributes was suggested, it was not quantified.

The work by Zheng et al. (2006) was aimed at exploring the value of static code analysis as a
fault detection technique. Their work used data extracted from three large-scale industrial software
systems developed at Nortel Networks and found that automatic static code analysis had similar
fault removal yield as manual inspections, while the fault removal yield of execution-based testing
was two to three times higher than that of static code analysis. In addition, the authors mapped
the faults identified by the static code analysis and inspections to the ODC fault types (i.e.,
assignment, checking, function, algorithm, interface, build/package/merge, timing/serialization,
and documentation). Other fault types and severity of software failures were not considered (Zheng
et al., 2006).

Another group of papers related to our study, although with different goals, explored fault
and/or failure characteristics across at least two releases (Biyani and Santhanam, 1998; Fenton and
Ohlsson, 2000; Ostrand and Weyuker, 2002; Pighin and Marzona, 2003; Ostrand et al., 2005a,b;
Bell et al., 2006; Andersson and Runeson, 2007; Grbac et al., 2013). It should be noted that none
of these works considered the types of faults and the activities taking place when the failures were
revealed on a finer granularity than pre-release and post-release. Severity, to a limited extent, was
considered only in (Ostrand and Weyuker, 2002).

Biyani and Santhanam (1998) explored the relationship between the number of faults in con-
secutive releases, as well as the relationship between pre-release and post-release fault proneness
for four releases of a commercial application. The results showed that to predict the number of
faults in the current release it was sufficient to consider only the immediately previous release.
With respect to the relationship between pre- and post-release faults the authors concluded that
modules found to be faulty in development were likely to have a high number of faults remaining
in the field.

The first systematically reported study of software faults and failures which empirically in-
vestigated several common software engineering beliefs was conducted by Fenton and Ohlsson
(2000). The work was based on two releases of an Ericsson telecommunications application and
the fact that most fault prone modules pre-release were among the least fault prone post-release
was the most surprising result. Recognizing the importance of replicated studies Andersson and
Runeson (2007) and Grbac et al. (2013) conducted two conceptual replications of the study by
Fenton and Ohlsson (2000). While the majority of the results in the replicated studies were fairly
consistent, the results related to the relationship between pre-release and post-release faults were
not. That is, Andersson and Runeson (2007) and Grbac et al. (2013)? found that a high incidence
of pre-release faults implied a high incidence of post-release faults.

Ostrand and Weyuker (2002) explored ways to identify fault prone files by studying the dis-
tribution of faults, the relation between size metrics and fault density, and the persistence of
faults both pre-release to post-release and from one release to the next for twelve releases of an

1 Anomaly is defined as anything observed in the documentation or operation of software that deviates from
expectations based on previously verified software products or reference documents (ISO/IEC/IEEE 24765, 2010).

2 The hypothesis in the case of the second replication study (Grbac et al., 2013) was tested conditionally using
only faults detected during site testing (i.e., information on faults detected during product operation was not
available).
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inventory control system. Consistent with the findings by Fenton and Ohlsson (2000), the results
suggested that the files that contained the most pre-release faults were not the most likely place
to find post-release faults. Severity was considered in (Ostrand and Weyuker, 2002), but only to a
limited extent, that is, evidence of the Pareto principle was found when analyzing the system by
release and severity. The follow up work by Ostrand et al. (2005a) considered several additional
releases of the same system (Ostrand and Weyuker, 2002) and used a negative binomial regression
model to predict which files are likely to contain most faults in the next release. Later works by
the members of the same research group tested the accuracy and applicability of the model by
applying it to more releases of the original case study and two new systems (Ostrand et al., 2005b;
Bell et al., 2006).

Another work focused on software evolution through releases, conducted by Pighin and Mar-
zona (2003), used the average fault density at each release to track the fault proneness across 23
releases of a management application and 15 releases of a medical application. The results showed
that files with above average fault density in the first release tend to have higher than average
fault densities in later releases as well.

In our previous work (Hamill and Goseva-Popstojanova, 2009) we used the same NASA mission
used in this paper and the GNU C-compiler GCC to explore the fault localization and major fault
types in large scale software applications. The results showed that a large portion of failures
required making fixes across multiple files. Additionally, it was identified that requirement faults,
coding faults, and data problems were the dominating fault types in the NASA mission. The
only attribute considered in our earlier work (Hamill and Goseva-Popstojanova, 2009) was the
fault type. However, we did not consider the trends of fault types within individual releases
(i.e., pre- and post-release) and across multiple releases. Our follow up work (Hamill and Goseva-
Popstojanova, 2013) was focused on empirical characterization of software fixes. (A fix refers to all
changes made to correct the fault(s) that caused an individual failure.) In that work the fixes which
permanently addressed the root cause(s) of the failure were distinguished from workarounds, which
were implemented to circumvent the problem without actually correcting the faults. Our results
showed that significant number of software failures required fixes in multiple software components
and/or multiple software artifacts (i.e., 15% and 26%, respectively). The results also showed that
the patterns of software components that were often fixed together were significantly affected by
the software architecture. Furthermore, the types of fixed software artifacts were highly correlated
with fault type and they had different distributions for pre-release and post-release failures. Neither
(Hamill and Goseva-Popstojanova, 2009) nor (Hamill and Goseva-Popstojanova, 2013) considered
the detection activities and failure severity, and their association with fault types.

It is obvious from the related work that additional detailed empirical studies are needed to
reveal and quantify the associations among faults, failures and other relevant attributes, as well
as to identify the characteristics invariant across multiple projects. The work presented in this
paper is a step towards that goal.

4 Case study description

In this section we describe the case study, including its plan and the context. It should be noted
that certain details are omitted to protect proprietary information.

We start with the plan of the case study, which includes identification of the case (i.e, what
is studied), the case study design, the objective, research questions, methods for data collection,
and selection strategy (Robson, 2002; Runeson and Host, 2009).

The case in this study is the flight software of a large NASA mission. The design can be
classified as a single-case holistic design because we treat the mission software as a single-unit
of analysis (Yin, 2014). The single-case study is an appropriate design as it fits three single-case
rationales discussed by Yin (2014), that is, our case is common for mission critical systems, revela-
tory, and longitudinal. First, typical for NASA missions this is a long-lived critical software system
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which undergoes evolutionary development and requires sustained engineering, and therefore can
benefit from thorough empirical analysis. Second, our research team had access to the change and
corrective action tracking database which contains information on software fault and failure at-
tributes that was either non-existing or inaccessible to previous empirical studies. In that aspect,
the case study is worth conducting because the descriptive information can be revelatory (Yin,
2014). Third, since part of our work is focused on studying the mission software across multiple
releases this is a longitudinal case.

The objectives of our study are (1) to contribute towards better understanding of fault types,
detection activities and severity of software failures, including their associations and trends within
and across releases, and (2) based on empirical evidence, to assist the developers and verification
and validation personnel in improving the product quality in a cost-efficient way. These objectives
can be classified as exploratory (i.e., seeking new insights and generating ideas for new research),
descriptive (i.e., portraying the current status of studied phenomena) and improving (i.e., aiming
to improve certain aspects of the studied phenomena) (Runeson et al., 2012).

The exploratory and descriptive aspects of our research are broken down in the following
research questions:

RQ1: Are certain activities more likely to detect certain fault types? Which types of faults lead
to post-release failures?

RQ2: Which activities are more likely to reveal safety-critical failures?

RQ3: Are certain fault types more likely to cause safety-critical failures?

RQ4: Does the contribution of dominating fault types change as the software matures across
releases?

RQ5: Is there an association between the number of failures reported in release n and release n+1
(i.e., across releases)?

RQG6: Is there an association between the number of failures reported pre-release and post-release
(i.e., within individual release)?

Based on the empirical findings we complied detailed lessons learned which were regularly com-
municated to the mission’s independent verification and validation team, and we identified several
directions for cost effective improvement of the software quality.

The data collection procedures are a crucial part of any protocol for conducting case studies
(Yin, 2014) because they affect the data quality and thus the outcomes of the case study research.
Therefore, we provide details of the process followed by the NASA mission for creating and
addressing software change requests. The change tracking system of the NASA mission stores
Software Change Requests (SCRs) entered by analysts. SCRs are filed at the component level,
per component release. Since we were interested in exploring and characterizing the associations
between faults and failures we focused on SCRs entered when non-conformance to a requirement
was observed. By definition non-conformance SCRs represent failures. It should be noted that
some failures have been observed (for example during testing or operation), while others were
only potential failures that have been prevented from happening by detecting faults through
verification activities (e.g., analysis, inspection) and then fixing them pre-release. Upon creation
of a non-conformance SCR the originator records the component and release number for which the
non-conformance was observed. Additionally, the originator records how the need for the change
was discovered (e.g., inspection, analysis, regression testing, integration testing, on-orbit, etc.), a
textual description of the non-conformance observed, and some other mostly clerical information.
Each non-conformance SCR is reviewed by a board to determine whether or not the observed
non-conformance needs to be addressed. If it is determined that the problem needs to be fixed,
the SCR is assigned to an analyst who records data, including the type of fault that caused the
failure (selected from a pre-defined list), and the severity of the failure. A review board verifies
the data recorded in SCRs in terms of consistency and correctness. Additionally, the board must
approve any solution before it can be implemented, which helps ensure that the changes made to
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software artifacts fix the appropriate faults. Obviously, the procedures and processes followed by
NASA provide assurance of the data validity and accuracy.

The selection process addressed the selection of components and the selection of non-conformance
SCRs for these components. Based on whether data was available for all consecutive releases, we
selected 21 components for the analysis, referred to as components 1 through 21. When it comes
to the selection of specific SCRs attributed to these 21 components, to ensure the data quality
we removed the SCRs that were missing multiple mandatory fields, SCRs that were withdrawn,
SCRs tagged as duplicates, and SCRs tagged as operator errors. This process resulted in a sample
of just over 2,500 SCRs which were entered throughout the life cycle (e.g., development, testing,
and operation) of the 21 components over a period of almost 10 years.

Next, we focus on the context of our case study (Kitchenham et al., 2002; Petersen and
Wohlin, 2009), describing the product, development process and organizations, and the practices
and techniques.

The product used as a case in this study is an embedded software system, more specifically a
flight software of an active NASA mission. Based on the selection criteria described above, our
case consists of 21 components, that together contained millions of lines of code in over 8,000
files. Details for each component, including the number of releases, lines of source code (LOC),
the number of files, the cumulative number of non-conformance SCRs over all releases, and the
number of non-conformance SCRs per file are given in Table 1.

Table 1 Details of the 21 components, which are grouped by the number of releases each has undergone

# of # of non

# of # of non-conf | conf SCRs
Component | releases LOC files SCRs per file
1 1 48,910 207 350 1.69
2 2 60,386 200 22 0.11
3 2 78,854 287 8 0.03
4 2 46,657 228 15 0.07
5 2 71,953 269 13 0.05
6 2 92,978 321 21 0.07
7 2 34,938 289 73 0.25
8 2 43,012 270 103 0.38
9 2 21,266 125 19 0.15
10 3 83,134 356 27 0.08
11 3 103,145 444 40 0.09
12 3 55,475 277 12 0.04
13 3 57,800 599 104 0.17
14 3 27,940 280 75 0.27
15 3 38,882 81 84 1.04
16 3 47,541 169 129 0.76
17 4 147,520 587 202 0.34
18 5 174,614 552 239 0.43
19 7 164,419 747 183 0.24
20 7 737,504 1368 735 0.54
21 7 74,618 415 104 0.25
Total - 2,211,546 8,071 2,558 0.32

Some details of the development process and organizations are as follows. This mission is devel-
oped following an evolutionary (i.e., iterative) development process by teams at several locations.
The number of locations varied from two to four throughout the project lifetime. It should be
noted that each component is on its own release schedule. Therefore, the number of releases dif-
fered per component, ranging from one release to seven releases. (The components in Table 1 are
grouped by the number of releases each has undergone.) Within each release, due to the mis-
sion critical nature of the software, the development organizations followed fairly traditional life
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cycle phases. The fault detection process spanned throughout the life cycle, that is, pre-release
(i.e., development and verification & validation, including independent verification & validation)
and post-release (i.e., on-orbit). It included different software artifacts (e.g., requirements, design,
code, procedural issues).

With respect to practices and techniques we briefly summarize those relevant to the data
quality. This NASA mission has a software review board which is responsible for determining
which SCRs need to be addressed (e.g., there may not be any changes required for duplicate SCRs
or SCRs due to operator error), for appointing an analyst(s) to individual SCRs, for ensuring that
the proposed solution is appropriate and that changes indeed address the problem reported. The
review board follows a well defined process and procedures with respect to tracking SCRs and
updates the attribute values as deemed appropriate, which supports the consistency and quality
of the data.

Several characteristics of our case study, such as triangulation, analysis techniques, and iterative
research and reporting process, are also worth emphasizing.

We followed the principle of data (source) triangulation, that is, the data were collected from
different sources, which included Software Change Requests (SCR), as well as corrective actions
notifications. Whenever possible we used different data sources to confirm the data consistency and
accuracy. For example, we extracted the values of the severity attribute from the non-conformance
SCR documents in the change tracking system. In addition, we also explored the severity levels
assigned to changes made to address each SCR in the corrective action notification documents.
The consistency and the quality of the data were confirmed by the fact that there were very
few differences between severity levels originally associated with the SCR and those associated
with corrective actions. In a few cases when they differed, we used the values associated with the
corrective action, which based on the recommendation by the project analysts are considered to
be more accurate.

In addition, we combined different types of data collection methods, which is known as method-
ological triangulation. Thus, even though this is an observational study, the work reported in this
paper was done in close collaboration with NASA personnel. This allowed us, in addition to ex-
tracting data from multiple archival documents described above, to use interviews (both informal,
open ended and focused) as data collection method. The domain expertise provided by the project
personnel helped us to understand the software in the context of the larger system, and clarify
the meaning, usage, and relationships of data fields and values.

In this paper we use several data analysis methods. For the association between pairs of different
attributes (i.e., fault types, detection activities, and severity) we used methods appropriate for
cases when at least one of the variables has categorical values (i.e., is given at a nominal scale).
Thus, for RQ1 - RQ3 we used contingency tables (also presented as two dimensional bar graphs),
x? test for contingency tables, and contingency coefficient to measure the associations (Seigel
and N. J. Castellan, 1988). These analysis methods, to the best of our knowledge, have not
been previously used in software engineering research. For the analysis of dominant fault types
across releases, the association between the number of failures in subsequent releases, and the
association between pre-release and post-release failures we used box plots (RQ4), and scatter
plots and descriptive statistics techniques (RQ5 - RQ6). Because the number of components was
small, which leads to low statistical power, we did not quantify the associations by using Pearson
or Spearman correlation coefficients.

Last but not least, the case study research and reports to the sponsoring agency and those
published in the research literature (including this paper) were completed through an iterative
process. Thus during the course of our work, in collaboration with NASA personnel, we went
through multiple cycles of analyzing, presenting, reviewing, and re-analyzing. The provided in-
put and regular feedback contributed to the quality of the collected data and ensured accurate
interpretation of the results.
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5 Analysis of fault types, detection activities, and failure severity and their
associations

It is fairly common in the related work to group the data for files, components, or even missions
cumulatively for the purpose of conducting fault and /or failure analysis (Fenton and Ohlsson, 2000;
Ostrand and Weyuker, 2002; Lutz and Mikulski, 2004; Andersson and Runeson, 2007). Similarly,
the analysis presented in this section is based on the SCRs for all components, cumulatively for all
releases. Thus, the results presented in this section are based on 2,558 SCRs which were entered
throughout the life cycle (e.g., development, testing, and operation) of the 21 components, over a
period of almost 10 years.

In our previous work (Hamill and Goseva-Popstojanova, 2009)% we explored if certain fault
types are more common causes of failures than other fault types. The results presented in Figure
1 showed that coding faults, requirements faults, and data problems are the three most common
faults types. Specifically, coding faults and requirements faults were responsible for 36% and 35%
of the total number of failures, followed by data problems*, which were the source of approximately
15% of the total failures. Design faults accounted only for 6% of the total number of failures, which
may in part be due to the fact that for this NASA mission the design documents typically did not
capture detailed design.

compiler/linker/sf /o problems, procedural
w dev or test tool 0.63% _noncompliance,
error, 0.55% 1.02%

fabrication/manuf
acturing faults,
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not given, 1.06%
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integration faults,
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36.00%

(read/write/value),
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requirements
faults, 34.71%

Fig. 1 Distribution of SCRs across different fault types

In this paper we explore the associations among fault type, detection activity, and severity. In
particular, in this section we investigate the first three research questions:

RQ1: Are certain activities more likely to detect certain fault types? Which types of faults lead
to post-release failures?

RQ2: Which detection activities are more likely to reveal safety-critical failures?

RQ3: Are certain fault types more likely to cause safety-critical failures?

To formalize the observed results, we used statistical tests including testing the statistical
significance of the observed phenomena. For this purpose, each attribute (i.e., fault type, detection

3 Tt should be noted that the dataset considered in our previous study (Hamill and Goseva-Popstojanova, 2009)
was slightly larger than the one in this paper (i.e., 2,858 rather than 2,558 non-conformance SCRs) since further
analysis of additional fields (i.e., detection activity and severity) led us to exclude some SCRs from the analysis.
Nevertheless, the results and observed trends remain the same, with only insignificant changes in some values. For
consistency, all results given in this paper are based on the new sample of 2,558 non-conformance SCRs.

4 In most of this paper integration faults and data problems are grouped together in integration € interface
faults.



12 Maggie Hamill, Katerina Goseva-Popstojanova

activity, and severity) was considered to be a random variable X. Note that the fault type and
activity attributes are based on a nominal scale (i.e., have categorical values), while the severity
attribute is based on ordinal scale. To test if the results are statistically significant, for each pair
of attributes X and Y (e.g., detection activity and fault type, detection activity and severity, and
fault type and severity) with n and m categories respectively, we built an m x n contingency table
using the observed frequencies for each pair of categories, and then calculated the standard x?
statistic which can be approximated with a chi-square distribution with (m — 1)(n — 1) degrees
of freedom. When used for contingency comparisons, x? test is a non-parametric test, since it
compares entire distributions rather than parameters of distributions. Note that the power of the
x? test used for contingency tables depends not only on the total number of instances, but also
on the frequencies in each category. Therefore, the power of the test may be different for different
pair of attributes, depending on how rare are the considered categories. In all cases we achieved
statistical power in the 70% - 90% range.

We use the contingency coefficient C' as a measure of correlation, since it is uniquely useful
in cases when the information about at least one of the attributes is categorical (i.e., given on a
nominal scale). (The more widely used Pearson and Spearman correlation coefficient cannot be
used when the attribute values are on nominal scale.) Unlike the other measures of correlation,
the maximum value C,,4, of C depends on the size of the contingency table. By normalizing
C with the corresponding C,,4, we ensure that the range will be between 0 and 1, and hence,
C* = C/Cpqq values for different size tables can be compared (Blaikie, 2003). (Further details on
the x? test for contingency comparison and contingency coefficient C' are given in Appendix A.)

The statistical tests in this section were based on a stratified random sample to ensure that the
relative contribution of each component to the overall sample of failures was preserved. (Because
some components had much less non-conformance SCRs than others, if the sampling was not
stratified the chance to select SCRs from these components would have been small.) In particular,
we randomly selected three quarters of the failures from each component, which led to a random
sample of N = 1,918 failures. This random sample is large enough to allow for statistical power of
70% or higher. For each attribute considered in this paper, we checked to ensure that the trends
seen in the random sample accurately represent those seen in the population. It should be noted
that the tables and figures presented throughout this section represent the entire sample of 2,558
failures, while the random sample was used for statistical tests.

5.1 RQ1: Are certain activities more likely to detect certain fault types? Which types of faults
lead to post-release failures?

First, we study the distribution of failures across different detection activities. As shown in Fig-
ure 2, 49% of failures were discovered during analysis, 38% were discovered during various types
of testing, 7% were discovered during inspections or audits, and only 3% were discovered on-orbit.
The fact that only 3% of failures occurred post launch on-orbit shows that the verification and
validation (V&V) procedures and processes in place were very effective at discovering and fix-
ing faults during development and testing (i.e., pre-release). We also note that the percentage of
non-conformance SCRs entered post-release is comparable or even smaller than in other studies
based on industrial software applications (Fenton and Ohlsson, 2000; Ostrand and Weyuker, 2002;
Andersson and Runeson, 2007).

Similarly to other works in this area (Fenton and Ohlsson, 2000; Leszak et al., 2002; Lutz
and Mikulski, 2004; Zheng et al., 2006; Andersson and Runeson, 2007; Grbac et al., 2013), the
number of SCRs reported per detection activity can be determined from the available data, but
the amount of effort spent conducting each activity was not available. Based on the input from
the project personnel, it appears that analysis and testing were the most common verification
activities performed on the mission. However, without quantitative values for the amount of effort
spent on each activity, claims that one activity does better with respect to observed (potential
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Fig. 2 Percentage of SCRs detected by different activities

Table 2 Frequency counts across detection activities and fault types

Inspections  Analysis  Testing Other  On-orbit
Audits

Requirement Faults 79 519 267 11 12
Design Faults 15 59 64 8 11
Coding Faults 27 355 462 32 45
Integration & Interface Faults 34 262 126 6 14
Other 14 70 57 6 3
Total 169 1265 976 63 85

or actual) failures than other activity cannot be made. Nevertheless, we can still explore how
effective different activities were in detecting different types of faults.

For the purpose of this analysis we used the following categories for activities: inspection/audit,
analysis, testing (which includes all types of testing activities), on-orbit and other (which includes
‘n/a’, and the original ‘other’ category from Figure 2). With respect to fault type, we use the
following categories: requirements faults, design faults, coding faults, integration & interface faults
(which includes ‘integration faults’ and ‘data problems’ from Figure 1), and other (which includes
the remaining categories in Figure 1).

A three dimensional plot of the frequency counts for the resulting 5 x 5 contingency table for
activities and fault types is shown in Table 2 and Figure 3. Based on the contingency table, we
made the following observations with respect to different activities:

— As expected analysis and testing activities revealed the majority of faults for each fault type.
In general, a smaller percentage of total failures was detected by testing than by analysis
(i.e., 38% of failures were detected by testing compared to 49% detected by analysis). Testing
activities were more effective than analysis in revealing coding faults (i.e., 50% of coding faults
were detected during testing while 39% were detected through analysis). On the other hand,
analysis revealed more requirements faults than testing (i.e., 58% of requirement faults were
detected through analysis while only 30% where detected during testing).

— Inspection/Audit activities revealed close to 7% of the total number of failures. 47% of these
failures were caused by requirement faults.

— The majority of on-orbit failures (i.e., close to 53%) were caused by coding faults.

As it can be seen from Figure 3, the number of on-orbit failures is very small (i.e., 3% of
the total number of failures), which when distributed across different fault types leads to small
frequencies for all faults types except coding faults. Therefore, we further grouped the detection
activities, using the following categories analysis, testing, and other (which includes inspection,
on-orbit, and other categories from Figure 3). This way we can use the x? test to compare the
distribution of fault types across the two dominant detection activities — analysis and testing —
and achieve statistical power of over 70%. Based on the 3 x 5 contingency table we calculated
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Fig. 3 Frequency counts across detection activities and fault types

x? = 91.78, which has a probability of less than 0.001 under the null hypothesis. This results
confirms with statistical significance of a = 0.05 that fault types have different distributions
for analysis and testing activities.

We then calculated the contingency correlation coefficient C' = 0.21, Ci,q, = 0.85, and C* =
0.25, which can be considered as a medium degree of correlation (Seigel and N. J. Castellan, 1988).
Based on the fact that the probability of obtaining x? = 91.78 is less than «, it follows that the
correlation between the activity and fault type attributes is statistically significant. This result, in
other words, suggests that certain activities are more likely to detect failures caused by
certain type of faults, that is, each of the detection activities is necessary as it is responsible
for revealing some of the failures caused by each fault type.

Since on-orbit failures are of the highest priority we explored the characteristics of on-orbit
failures compared to all other failures by focusing on another meaningful grouping of detection
activity categories, that is, one which differentiates only between failures reported on-orbit (i.e.,
post-release) and failures reported during any development and testing activities (i.e., pre-release).
This allows us to explore a different question: “Which types of faults were most common causes of
post-release failures?” In other words, we were interested to discover which fault types are most
likely to escape the pre-release detection, which obviously has a practical value.

Table 3 Distribution of major fault types for pre-release and post-release SCRs

Fault Type % of Development % of On-
& Testing SCRs | orbit SCRs
Requirements faults 35.42 14.12
Design faults 5.90 12.94
Coding faults 35.42 52.94
Integration & interface faults
Data problems 15.20 5.88
Integration faults 2.10 10.59
Other 5.94 3.53

Table 3 presents the distribution of fault types for failures reported during development and
testing and the distribution of fault types for failures reported on-orbit. (Note that the Integration
& interface type of faults consists of integration faults and data problems, whose values are given in
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Table 3 in order to distinguish their contributions.) Based on these results we made the following
main observations:

— Coding faults and requirement faults are major causes of failures observed during
development and testing, as well as on-orbit. However, the relative contribution of
the coding faults to the total number of failures increased from approximately 35% during
development and testing to almost 53% on-orbit. On the other hand, the contributions of the
requirements faults and data problems to the total number of failures decreased from 35% and
15% to approximately 14% and 6%, respectively. Coding faults, requirements faults, and data
problems (the three most common fault types overall) together are ’sources’ for around 86%
of the total number of failures during development and testing, and about 73% of on-orbit
failures.

— The relative contributions of failures due to design faults and integration faults are
larger on-orbit than during the development and testing. In particular, the relative
percentage of failures caused by design faults increased from around 6% of failures reported
during development and testing to around 13% for on-orbit failures, while the relative percent-
age of failures caused by integration faults increased from around 2% of failures reported during
development and testing to 11% for on-orbit failures. The fact that the relative contribution
of failures caused by integration faults increased om-orbit suggests that components may be
interacting in unexpected ways and that analysis of component interactions and conducting
more integration testing before components are released to fly on on-orbit may be beneficial.

Due to the fact that post-release failures were rare, especially when distributed across five
fault type categories, we grouped the fault types into three categories: requirements and design,
coding and integration & interface, and other, which allowed us to test the hypothesis related to the
distribution of fault types for pre-release and post-release (i.e., on-orbit) failures (see the discussion
provided in Appendix A). We calculated x? = 6.79, and since the probability of obtaining x? =
6.79 is less than a = 0.05, it follows that the fault types are not distributed the same
way across failures reported pre-release and post-release, and the results are statistically
significant.

5.2 RQ2: Which detection activities are likely to reveal safety-critical failures?

For the purpose of our analysis, we grouped the severity levels used by the mission into three
categories: safety-critical, non-critical, and unclassified. Safety-critical failures represent failures
which would result in loss of a safety-critical function or loss of a critical mission support capability.

We found that overall, across all 2,558 failures, less than 9% were classified as safety-critical,
64% of the total number of failures were classified as non-critical, and about 27% of the total
number of failures were unclassified (i.e., no severity was assigned). Although safety-critical failures
were less than 9% of the total number of failures, fixing them has a high priority as they can lead
to unacceptable consequences. Thus, characterizing such failures is important.

By considering the detection activity and severity level for each SCR we explored if certain
activities were more likely to detect safety-critical failures to help answer research question RQ2.
From Figure 4 it is clear that analysis detected more non-critical and unclassified failures (i.e.,
51% of each class) than any other activity. Further, it can be seen that slightly more safety-critical
failures were discovered by testing than by analysis. Specifically, 40% of the total number of safety-
critical failures were discovered through some testing activity, while 35% were discovered during
analysis. Inspection/Audit activities revealed approximately 7% of failures in each severity class.
Another interesting observation is that a fairly significant portion (i.e., 13%) of the total number
of safety-critical failures occurred on-orbit.

The frequencies of safety-critical failures for all cells of the contingency table were sufficient
to allow for power of over 90% for the x? test, which does not require further groupings of the
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Fig. 4 Frequency counts across detection activities and severity levels

detection activities and severity levels. Since the probability of obtaining the value 2 = 81.72
is less than o = 0.05, we concluded (with statistical significance of 0.05) that safety-critical
failures were more likely to be revealed by certain activities. The values of the contingency
coefficient is C' = 0.20 and C),,4, = 0.85, which leads to C* = 0.24.

Of course, safety-critical on-orbit failures are the most critical class of failures. Hence, we
also explored the distribution of severity levels (i.e., safety-critical, non-critical and unclassified)
for failures reported during pre-release (i.e., development and testing) and post-release (i.e., on-
orbit). The results are shown in Table 4. The value x? = 61.29 allowed us to conclude that the
distribution of the severity levels of pre-release failures differed from the distribution
of the severity levels of post-release failures. Further, C = 0.18, C,4, = 0.76, and C* =
0.23, which means that the correlation is moderate and statistically significant.

Table 4 Severity levels of pre-release and post-release failures

Severity % of Development % of On-

& Testing SCRs | orbit SCRs
Safety-critical 7.93 34.12
Non-critical 64.50 52.94
Unclassified 27.58 12.94

Based on Table 4 and the statistical results we made the following observations:

— The percentage of safety-critical failures increased on-orbit. Specifically, 34% of the
total number of on-orbit failures were safety-critical, while less than 8% of the total number
of failures reported during development and testing were safety-critical.

— Greater emphasis was placed on fixing and documenting on-orbit failures, which
is obvious by the fact that only 13% of on-orbit failures were unclassified compared to 28%
unclassified failures during development and testing.

These are not surprising results because on-orbit failures typically have more significant impact
on the mission operation. In addition, it is less likely that the severity of on-orbit failures will
remain unclassified, which may also have contributed to the increased percentage of on-orbit
safety-critical failures.
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5.3 RQ3: Are certain fault types more likely to cause safety-critical failures?

The next logical question is whether some fault types are more likely than others to lead to failures
that have a critical impact on the system. The frequency counts of the main fault types in each
severity level are shown in Figure 5. It can be seen that for each fault type (excluding other)
the most common severity class is non-critical, followed by unclassified and then safety-critical.
However, when focusing on safety-critical failures only, it can be seen that 45% of the total
number of safety-critical failures were caused by coding faults, followed by 24% caused
by requirement faults, 15% by integration € interface faults, and 12% by design faults.
The distribution of fault types for safety-critical failures is also shown in Figure 6. It appears that
for safety-critical failures the contributions of the coding faults and design faults were larger,
while the contribution of the requirements faults was smaller compared to the distribution of fault
types across all severity levels shown in Figure 1. Note that integration & interface faults in Figure
5 include data problems and integration faults. Even though the total percentage of integration
& interface faults did not differ significantly for safety-critical and all failures (i.e., 14.67% vs.
17.27%) the contribution of data problems was smaller while the contribution of integration faults
was larger for safety-critical failures than for all failures.
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Fig. 5 Frequency counts across fault types and severity levels

As in the previous case, the frequencies of each cell in the contingency table were high enough
to ensure more than 90% power of the x? test without need of additional groupings. In this case,
x? = 88.07, C = 0.21, Cpraz = 0.85 and C* = 0.25. It follows that safety-critical failures
were related more often with some fault types than with others, with 0.05 statistical
significance.

When integrating these results with earlier results, it appears that coding faults were not
only responsible for a significant percentage of the total number of failures (i.e., 36%,
see Figure 1) and more than 50% of the total number of on-orbit failures (see Table
3), they were responsible for over 45% of the total safety-critical failures (see Figure
5 and Figure 6) and 52% of the safety-critical on-orbit failures.

Although it is commonly believed that the most beneficial way to improve software quality is
to focus on so called early-life cycle faults (i.e., faults introduced during requirement and design
phases), our results suggest that it is also very important to focus on preventing the introduction
and improving the detection and removal of coding faults as they are heavily associated with high
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priority failures (i.e., safety-critical failures and on-orbit failures). For example, compiling a list
of common coding faults for inclusion in inspections, reviews, and test cases is of practical value
for future releases of a given system or subsequent, similar systems.

6 Analysis of trends across and within releases

Since the NASA mission follows an evolutionary development process with functionality being
added between releases, we analyzed fault and failure attributes across releases (i.e., from one
release to the next), as well as within individual releases (i.e., from pre-release to post-release).
Our goal was to explore the existence of trends that could be useful in planning and managing
quality assurance efforts throughout ongoing development and sustained engineering.

For the analysis presented in this section we selected a subset of components, each with two or
more releases and at least 70 non-conformance SCRs filed against it. We believe that less failures,
when broken down per release, may not show realistic trends, or at least the results will be very
sensitive to small variations. Thus, the analysis presented in this section is based on the data from
the following eleven components: 7, 8, 13, 14, 15, 16, 17, 18, 19, 20, and 21. This subset actually
contains almost 70% of the total non-conformance SCRs (i.e., 2,029 SCRs were reported against
the selected eleven components) and as expected it showed strong support for the observations
made thus far. Specifically, in this section we explore the following research questions:

RQ4: Does the contribution of dominating fault types change as the software matures across
releases?

RQ5: Is there an association between the number of failures reported across releases (i.e., between
release n and release n + 1)?

RQG6: Is there an association between the number of failures reported pre-release and post-release
(i.e., within release)?

The part of our study related to research questions RQ5 and RQ6 can be considered as con-
ceptual replication, which therefore provides new evidence for previously explored phenomena and
contributes towards identification of invariant characteristics across multiple projects.
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6.1 RQ4: Does the contribution of dominating fault types change as the software matures across
releases?

For the analysis in this section we study the failures due to the three major fault types: require-
ments faults, coding faults, and integration €& interface faults, which consist of integration faults
and data problems. This part extends the analysis presented in our previous work (Hamill and
Goseva-Popstojanova, 2009) by considering how the contribution of the three dominating fault
types changes as the software matures across releases.

Cumulatively for all components, requirements faults, coding faults, and inte-
gration & interface faults contributed from 82% to 87% of failures across different
releases, which leads to the observation that the three major fault types persist across
releases.

Considering each component individually we found that the vast majority of releases of each
component have at least 75% of their total failures linked to requirements faults, coding faults, and
integration & interface faults. We further explored the trends of the three major fault types across
releases using the box plots shown in Figures 7 through 9. We use box plots because they show
both the central tendency and dispersion of random variables (in our case the number of failures
due to specific fault type for components at a given release). In each graph, for each release, the
box contains the 25! to 75! percentile, and the horizontal line within the box represents the
median. The whiskers (i.e., the vertical lines that reach outside the box) represent the range. In
the majority of cases in Figures 7 - 9, the maximum value shown by the whiskers belonged to
component 20, which is not surprising having in mind that component 20 is the largest and among
the oldest components in our sample.

The distribution of requirements faults across releases at the component level showed the
largest variation (see Figure 7), which means that this type of fault varies more than coding faults
and interface & integration faults for different components. On the other side, the distribution of
coding faults was the most stable, and even though some components experienced higher number
of coding faults, there was a clear central tendency with a median from 9.5 to 16 failures per
component due to coding faults (excluding R7 which had median equal to 0). The number of
components per each release was small (i.e., eleven components for R1 and R2, nine components
for R3, five components for R4, and four components for R5) to allow for reasonable power® of
the statistical test for central tendency, which therefore is not reported here.
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5 The power of a statistical test is defined as the probability to reject the null hypothesis assuming it is false,
that is, the probability to be able to identify a pattern in the data, assuming it exists.
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6.2 RQ5: Ts there an association between the number of failures reported across releases (i.e.,
between release n and release n + 1)?

Next we explore if, at component level, the number of failures in release n provides any indication
of the number of failures that occurred in the next release n+ 1, as such information could be used
to focus resources on certain components in upcoming releases. Since later releases were based on
fewer components and had significantly less failures reported, we explored RQ4 for releases R1
and R2, and then for R2 and R3.

Figure 10 shows a scatter plot representing the association between the number of failures
in release R1 and number of failures in release R2 for all eleven components, with each dot
representing a component. Figure 11 shows the scatter plot between the number of failures reported
in release R2 and the number of failures reported in release R3 for the nine components that had
at least three releases.
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Fig. 10 Scatter plot showing association be-
tween the number of SCRs in R1 and R2, for
the eleven components which had at least two
releases
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Fig. 11 Scatter plot showing association be-
tween the number of SCRs in R2 and R3, for
the nine components which had at least three
releases

Although the quantification of the correlation and the test of the statistical significance are
important aspects of quantitative analysis, due to the small numbers of components (i.e., eleven
or nine components) the power of the statistical tests would be very low®. Therefore, we do
not present the results of the inferential statistics. Rather, based on the scatter plots shown
in Figures 10 and 11 we conclude that at component level it is unlikely that there is
either positive or negative linear correlation between the number of failures in two
subsequent releases, that is, it appears that the number of failures in release n and the number
of failures in release n + 1 are unrelated.

Several related papers which studied fault persistence across software releases (Biyani and
Santhanam, 1998; Ostrand and Weyuker, 2002; Pighin and Marzona, 2003) reported that software
units” with high number of faults in release n were among the software units with high number
of faults in release n + 1. These results are not consistent with our observation, which most likely
is due to the fact that these projects followed different evolutionary development practices. We
believe that in our case study the lack of correlation between the number of failures identified in
subsequent releases at the component level is due to the evolutionary development process which
led to including new functionality between releases. Even more, components in this case study

6 If a large effect size (i.e., correlation coefficient |p| = 0.5 (Cohen, 1988)) is assumed the two-sided test of statis-
tical significance of the Spearman correlation coefficient with statistical power 80% would require 32 components,
which is larger than our sample sizes.

7 Software unit is at different level of granularity — file (Ostrand and Weyuker, 2002; Pighin and Marzona, 2003)
or modules (Biyani and Santhanam, 1998).
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had unique schedules with respect to the added functionality across releases. Thus, a plausible
scenario which may explain the lack of correlation would assume that components with more added
functionality would tend to experience more failures in the subsequent release, while components
with less or no added functionality may experience less failures due to the fact that some latent
failures have been fixed and few changes were introduced. Further exploration in this direction
was not possible due to a lack of detailed data about how and when functionality was added or
removed in each release. In that aspect, our study is not unique. The studies in the related work
(Biyani and Santhanam, 1998; Fenton and Ohlsson, 2000; Ostrand and Weyuker, 2002; Pighin and
Marzona, 2003) which explored the relationship between faults (or fault densities) in consecutive
releases also did not consider the addition and/or removal of functionality since such data were
not available.

We note that the results of different studies should be compared with caution because related
papers (Biyani and Santhanam, 1998; Ostrand and Weyuker, 2002; Pighin and Marzona, 2003)
considered fault-proneness, while we are studying failure-proneness. (A rigorous analysis should
not equate faults and failures because it has been shown that there is no simple one-to-one rela-
tionship between faults and failures (Eldh et al., 2007; Hamill and Goseva-Popstojanova, 2009).)
Another reason for careful comparison is the different levels of software units’ granularity (i.e.,
component or module versus file level) and the sizes of the corresponding units. For our study
the data were not available at file level for the whole mission. The analysis based on the subset
for which data were available at the file level (i.e., 404 files) suggested that the observation that
failures in subsequent releases are not linearly correlated would likely hold at the file level as well.

6.3 RQG6: Is there an association between the number of failures reported pre-release and
post-release (i.e., within individual release)?

In this section we explore the potential association between the number of failures reported pre-
release and post-release (i.e., within releases), first cumulatively for all releases and then within
individual releases. Two intuitive, but opposite arguments can be provided for the association
between pre-release and post-release failures (Fenton and Ohlsson, 2000). Thus, it could be argued
that components that exhibit more failures during development and testing (i.e., pre-release) are
well-tested and therefore unlikely to fail in the field (i.e., post-release). On the other hand, it
could also be argued that some components may be failure prone due to fundamental reasons and
therefore will continue to fail post-release.

The scatter plot of the pre-release failures versus post-release failures, cumulatively over all
releases for the eleven components considered in this section is shown in Figure 12. The associa-
tion between pre-release and post-release failures could be quantified using the Pearson correlation
coefficient or its non-parametric counterpart the Spearman correlation coefficient. However, as dis-
cussed in section 6.2 the small number of components per release, which leads to small power of the
test, prevented us from quantifying the association. The scatter plot shown in Figure 12 suggests
that at component level, cumulatively over all releases, the number of post-release
failures tend to be positively correlated with the number of pre-release failures. From
a software engineering perspective this means that cumulatively over all releases, components
which have more non-conformance SCRs during development and testing also tend to have more
on-orbit failures.®

Next, we explored the relationship between pre-release and post-release failures within indi-
vidual releases. The analysis was restricted to releases one to four (R1-R4), since no on-orbit

8 Tt should be noted that although component 20, which is the largest in size, has the highest number of both
pre-release and post-release faults, in general component size in LOC did not appear to be linearly correlated
neither with pre-release nor post-release faults, that is, in some cases smaller components had more pre-release
failures and/or more post-release failures than larger components. In other words, component size is not the reason
behind positive correlation of pre-release failures and post-release failures.
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Fig. 12 Scatter plot showing association between pre-release and post-release failures, cumulatively over all re-
leases, for the subset of eleven components

failures were reported in our data set for releases five through seven (R5-R7). The corresponding
scatter plots are shown in Figures 13 — 16, where each dot represents a component?. These scat-
ter plots also indicate moderate to strong positive correlation, which means that at component
level within individual releases, a high incidence of pre-release failures implied a high incidence
of post-release failures for most components. In other words, for releases one through four, the
components that had a high number of non-conformance SCRs during development and testing
tended to experience more on-orbit failures. Due to the low power we do not report the results of
the inferential statistical tests here. Instead, we conducted similar descriptive statistical analysis
about the persistence of failure proneness as Fenton and Ohlsson (2000); Ostrand and Weyuker
(2002); Andersson and Runeson (2007); Grbac et al. (2013). The results are compared in Table 5.

Table 5 Pre-release / post-release persistence of faults incidence (for (Fenton and Ohlsson, 2000; Ostrand and
Weyuker, 2002; Andersson and Runeson, 2007; Grbac et al., 2013)), that is, of failure incidence (for this study)

Release or % of pre-release faults (failures)

Study Project in modules with no post-release
faults (failures)

(Fenton and Ohlsson, 2000) Release n 93%
Release n + 1 7%

(Ostrand and Weyuker, 2002) Releases 1-13 72% - 94%
(Andersson and Runeson, 2007) | Project 1 36%
Project 2 29%

Project 3 13%

Release n 26%

Release n + 1 10%

(Grbac et al., 2013) Release n + 2 3%
Release n + 3 25%

Release n + 4 2%

This study Release 1 32%
Release 2 8%

Release 3 23%

Release 4 2%

Thus, Fenton and Ohlsson (2000) reported that almost all of the faults detected in pre-release
testing appeared in components that subsequently had no post-release faults. In particular, they
observed that 93 percent and 77 percent of the faults in pre-release testing occurred in components
that had no post-release faults for the two releases, respectively. (That is, 100% of the post-release

9 1t should be noted that there is no missing data in Figures 13 — 16. Rather, some components have gone through
less releases than others. For example, component 8 had only two releases, while component 20 had seven releases.
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Fig. 13 Scatter plot showing association be-
tween the number of SCRs entered during de-
velopment & testing and the number of SCRs
entered on-orbit for release R1, nine compo-
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Fig. 15 Scatter plot showing association be-
tween the number of SCRs entered during de-
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Fig. 14 Scatter plot showing association be-
tween the number of SCRs entered during de-
velopment & testing and the number of SCRs
entered on-orbit for release R2, eleven compo-
nents.
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Fig. 16 Scatter plot showing association be-
tween the number of SCRs entered during de-
velopment & testing and the number of SCRs
entered on-orbit for release R4, five compo-
nents.

faults occurred in components that had either 7% in one release or 23% in the other release of the
pre-release faults.) These results were inconsistent with the common belief about the persistence
of faultiness in components. Ostrand and Weyuker (2002) did similar evaluation of the late-pre-
release and post-release faults for a software system with 13 releases and similarly as Fenton and
Ohlsson (2000) found that from 72% to 94% of pre-release faults were detected in files with no
post-release faults. Basically, the results of these two studies suggested that components (or files
in (Ostrand and Weyuker, 2002)) that contained pre-release faults were not the most-likely place
where post-release faults were detected.

On a contrary note, Andersson and Runeson (2007) in a replication study of (Fenton and
Ohlsson, 2000) reported that only 36 percent, 29 percent, and 13 percent of the faults in pre-
release testing occurred in modules that have no subsequent post-release faults for the three
projects, respectively. The percentages of faults detected in pre-release testing that occurred in
modules with no post-release faults were even lower in the five releases considered in the second
replicated study (Grbac et al., 2013). These finding were also supported by two studies based
on the open source application Eclipse. Thus, Zimmermann et al. (2007) obtained significant and
high correlation coefficients (0.907 for files and 0.921 for packages) meaning that the files/packages
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that had high number of pre-release faults also had high number of post-release faults. Similar
results were obtained in a study performed by Shihab et al. (2010).

Having in mind the fact that the related work (Fenton and Ohlsson, 2000; Ostrand and
Weyuker, 2002; Andersson and Runeson, 2007; Grbac et al., 2013) analyzed pre-release and post-
release faults, while we analyzed pre-release and post-release failures, we are again cautious to
make straightforward comparison, but it appears that our results are consistent with the obser-
vations made by Andersson and Runeson (2007); Grbac et al. (2013); Zimmermann et al. (2007);
Shihab et al. (2010). Thus, our results showed that for releases R1 through R4 components that
did not have any post-release failures were not among most failure prone components pre-release,
that is, were associated with only 32%, 8%, 23%, and 2% of the pre-release failures, respectively.
With respect to the results presented in Table 5 we point out the following:

— The persistency of fault proneness (or failure proneness in our study) from pre-
release to post-release seems to be project specific. Thus, for some projects components
with high incidence of faults (or failures) pre-release continue to experience high incidence of
faults (or failures) post-release (Andersson and Runeson, 2007; Grbac et al., 2013; Zimmermann
et al., 2007; Shihab et al., 2010) and this paper. For other projects (Fenton and Ohlsson, 2000;
Ostrand and Weyuker, 2002) the opposite was true.

— With respect to RQ6 these works can be considered as conceptual replication.
Several works considered different products from the telecommunication domain (i.e., switching
system (Fenton and Ohlsson, 2000), inventory tracking system (Ostrand and Weyuker, 2002),
two consumer products and one internal platform (Andersson and Runeson, 2007), and software
system for telecommunication applications (Grbac et al., 2013)); two papers considered the
open source product Eclipse (Zimmermann et al., 2007; Shihab et al., 2010); and our study
is based on a mission safety-critical system. Interestingly, software units with high incidence
of pre-release faults (or failures) are among more fault (or failure) prone post-release (that
is, there is a persistence of fault (or failure) proneness) in products from different domains
(i-e., telecommunication, open source and safety-critical space software). This fact appears to
indicate that the domain is not the major factor behind this phenomenon.

— Some factors that may influence the persistence of fault (or failure) incidence from
pre-release to post-release were not measured in any of these case studies (Biyani
and Santhanam, 1998; Fenton and Ohlsson, 2000; Ostrand and Weyuker, 2002; Andersson and
Runeson, 2007; Grbac et al., 2013). For example, pre-release testing efforts or the intensity
of field usage, if measured, may help explaining some of the reasons behind the contradictory
results.

7 Threats to validity

We discuss the threats to validity grouped in four categories: construct validity, internal validity,
conclusion validity, and external validity.

Construct validity is concerned with whether we are testing what we intended to test. One
obvious threat to construct validity is related to not having sufficiently defined constructs before
they are translated to metrics. The use of inconsistent and/or not sufficiently precise terminology
in the area of software quality assurance is a serious threat to validity and often makes meaningful
comparisons of results difficult. Therefore, we provided the definitions of the terms, such as faults
and failures, which were adapted from ISO/IEC/IEEE 24765 (2010). We avoided terms, such as
defects, that lack rigorous definitions and were used inconsistently to refer to different terms.

The data values in each field and the interpretation of each attribute value can certainly
influence the results. For the NASA mission, possibly because the change tracking system was not
designed with such detailed analysis in mind, some formal definitions of field values were missing.
Therefore, we took the time to ensure that we thoroughly understood the data and we were not
misinterpreting any values.
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While the categories of the fault types (i.e., ‘source’ field) were selected from a predefined list,
the categories of detection activity (i.e., ‘discovered by’ field) were based on a free text field. The
categories used for detection activity in this paper (see Figure 2) were developed with help from the
project team members. The ‘analysis’ category of the activity attribute included only those SCRs
that were specifically tagged ‘analysis’ in the ‘discovered by’ field. We manually explored multiple
SCRs that were discovered by analysis and discussed the perceived meaning with multiple software
engineers to ensure that we were not misclassifying this type of activity. The other categories for
the activity attribute were either self explanatory or easily explained and grouped into categories
as suggested by the project personnel.

So called mono-operation bias to construct validity is related to under-representation of the
cause-construct. Many empirical studies experience lack of some types of data that, if available,
may improve the interpretation of the results or help explaining the cause-effect relationships.
This is especially true for case studies, which are observational by nature. In our case study, as in
the related work, the data related to the effort spent on each detection activity and data related
to the details of the added functionality were missing. In these cases we made clear statements
of the limitations due to lack of specific data, which should allow future studies to gain access or
collect data that would allow exploring some of the interpretations made in this paper and thus
further advance the area.

Internal validity threats are concerned with influences that can affect the independent vari-
ables and measurements without researchers’ knowledge. Data quality is one of the biggest threats
to internal validity. In case of the NASA mission, the software review board is responsible for de-
termining which SCRs need to be addressed, for appointing an analyst(s) to individual SCRs, for
ensuring that the proposed solution is appropriate and that changes indeed address the problem
reported. The review board follows a well defined process and procedures with respect to tracking
SCRs and updates the attribute values as deemed appropriate. Clearly, the fact that the data
used in this paper were reviewed by members of the review board supports data validity.

Validity of severity data is often questionable based on the subjectivity of the persons assigning
the severity level and their interest in the problem being addresses, as it is common practice for
development organizations to prioritize fixing faults based on the severity. Therefore, we handled
the severity attribute with special care. In addition to the values of the severity attribute in the
non-conformance SCR document, which were reviewed by the software review board, we also
explored the severity levels assigned to changes made to address each SCR. That way we were
able to verify the previously classified severity levels. It should be noted that we observed very few
differences between severity levels originally associated with the SCR and those associated with
changes. In cases when they differed, based on the recommendation made by the project analysts,
we used the values associated with the change, which are considered to be more accurate. In
addition, looking at severity levels associated with changes made to address each SCR, we were
able to classify the severity levels of 78 previously unclassified SCRs.

To ensure the quality of the other data fields, based on an initial review of the available data
in the SCRs, we removed the SCRs which were missing multiple mandatory fields, SCRs which
were withdrawn, SCRs tagged as duplicates, and SCRs tagged as operator errors.

Conclusion validity is concerned with the ability to draw correct conclusions. The most
obvious threat to conclusion validity is using statistical tests in cases when their underlaying as-
sumptions are violated. We took specific care to ensure that the appropriate statistical techniques
were selected to test the hypotheses. Thus, we chose the statistical tests based on the measurement
scales of the attributes and the validity of the underling assumptions of the tests.

Additionally, in this paper all formal statistical tests are based on random samples. As noted
earlier, we checked that trends observed in the entire population hold true for the selected random
subsets which we used for conducting statistical tests.

Typical for high-quality operational software, the sample of post-release SCRs was small, in
spite the fact that our dataset spans over ten years period. Specifically, only 3% of the non-
conformance SCRs were reported on-orbit. Therefore, comparisons of pre-release and post-release
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non-conformance SCRs were made on vastly different sized samples. This is a threat to validity
to almost all studies that focus on analysis of post-release failures. For clarity, throughout the
paper the percentages within each class, as well as within the entire sample are noted to avoid
misrepresenting the data.

When it comes to the analysis across multiple releases (i.e., section 6) the number of com-
ponents was small (i.e., at most eleven components), which inevitably leads to low power of the
statistical tests. Therefore, we did not quantify the association (using either Pearson or Spearman
correlation coefficient) nor carried out a formal hypothesis testing of the null hypotheses that the
correlation between failures in subsequent releases, as well as the correlation between pre-release
and post-release failures are zero. We made observations based on descriptive statistics and scatter
plots, and compared our results to the related work.

Last but not least, the work reported in this paper was done in close collaboration with
NASA personnel. In many instances, multiple cycles of analyzing, presenting, reviewing, and re-
analyzing occurred. The provided input and regular feedback contributed to the quality of the
research results and ensured accurate interpretation of the results.

External validity is related to the ability to generalize the results. This study is based on
data collected by a large NASA mission (over two millions of lines of code in over 8,000 files),
developed at several locations, by different teams, with almost ten years of development and
operation. Although these facts allow for some degree of external validation, we cannot claim that
the results would be valid across all software products, from different domains.

It is widely accepted that generalizations are usually based on multiple empirical studies that
have replicated the same phenomenon under different conditions (Andersson and Runeson, 2007;
Kitchenham, 2008; Yin, 2014). The external validity of our study is, to some extent, supported
by the fact that whenever possible we compared our results with the related work seeking to
identify phenomena that are invariant across multiple domains. In that process, we were very
careful to ensure that we do not compare ‘apples to oranges’ (e.g., faults to failures), which is
a challenging task having in mind the inconsistent terminology used in this research area. In
addition to providing definitions of the used terminology, we chose carefully the groupings of
attribute values (e.g., fault types and activities) used in the statistical tests, not only to support
the internal validity and the construct validity, but also to allow future related studies to compare
their findings to our results in a meaningful and practically useful way.

8 Conclusions

In this paper we presented a case study based on a large NASA mission, specifically focusing on
the characteristics of ‘high priority’ failure classes such as failures caused by dominating fault
types, on-orbit failures, and safety-critical failures. For this purpose we analyzed three attributes
— fault type, detection activity, and severity — and the extent of their associations. Furthermore,
we studied the trends of fault and failure behavior within individual releases (i.e., pre-release and
post-release) and as the software evolved across multiple releases.

Our work shows that in spite of the fact that change tracking systems were not developed for
the purpose of analyzing and quantifying fault and failure attributes, they are a valuable source of
such information. What distinguishes our study from most of the related work are the facts that
we were able to tie the faults to the failures that they caused and to identify the detection activity
that took place when faults were detected or failures surfaced. Therefore, we were able to study the
associations among fault types, detection activities, and failure severity. Given the extensiveness
and quality of the collected data, we believe that lessons learned in this case study are of value to
a wider software engineering community because performing and publishing empirical studies and
subsequently replicating them provides insights that have practical value and contributes towards
identifying trends that are invariant across multiple projects and products.
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Table 6 Summary of the main results

Findings

Related studies

Section

RQ1

The distributions of fault types that caused failures were dif-
ferent across different detection activities. Analysis and test-
ing revealed the majority of faults for each fault type. Testing
was more effective in revealing coding faults, while analysis
was more effective in revealing requirements faults.

Explored for other detection
activities and fault types
(Zheng et al., 2006). Compari-
son is not possible.

5.1

The distribution of fault types differed for failures reported
pre-release and failures reported post-release. While pre-
release the percentages of SCRs due to requirements faults
and coding faults were similar (i.e., around 35%), coding
faults were a dominating root cause for post-release failures
(close to 53%).

Not explored.

5.1

RQ2

The distribution of safety-critical and non-critical failures dif-
fered across activities. Slightly more safety critical failures
were discovered by testing than by analysis (i.e., 40% vs.

35%).

Not explored

5.2

The distribution of safety-critical failures differed pre-release
and post-release. As expected, there were significantly more
safety critical failures post-release than pre-release (i.e., 34%
vs. 8%).

Not explored

5.2

RQ3

The distribution of severity of failures differed with fault type.
Cumulatively for all releases 45% of the safety-critical failures
were caused by coding faults, followed by 24% caused by re-
quirement faults, 15% by interface & integration faults, and
12% by design faults.

Not explored

5.3

RQ4

The median number of failures caused by coding faults was
stable across releases. Cumulatively for all components, re-
quirements faults, coding faults, and integration & interface
faults contributed from 82% to 87% of failures across different
releases.

Not explored

6.1

RQ5

At component level, there is no correlation between the num-
ber of failures in subsequent releases. This is likely due to
added functionality.

Results are not consistent
(Biyani and Santhanam, 1998;
Ostrand and Weyuker, 2002;
Pighin and Marzona, 2003).

6.2

RQ6

At component level, cumulatively over all releases and for
individual releases R1 - R4, the number of post-release fail-
ures is positively correlated with the number of pre-release
failures.

Results are consistent with
some works (Biyani and San-
thanam, 1998; Andersson and
Runeson, 2007; Grbac et al.,
2013; Zimmermann et al.,
2007; Shihab et al., 2010),
but not consistent with oth-
ers (Fenton and Ohlsson, 2000;
Ostrand and Weyuker, 2002).

6.3

Table 6 summarizes the results for all research questions explored in this paper. Findings
related to RQ1 - RQ3 were tested using x? test and were statistically significant at 0.05 significance
level. Findings related to RQ4 - RQ6 were based on descriptive statistics.

In summary, integrating the results from multiple research questions we make the following
observations:

1. Only a few fault types were responsible for the majority of failures pre-release and post-release,
and across releases. Analysis and testing activities detected the majority of failures caused by
each fault type, with analysis detecting slightly more faults for all fault types except coding
faults.

2. The relative contribution of each fault type differed for pre-release and post-release failures.
Post-release (i.e., on-orbit) failures were most heavily associated with coding faults.

3. The percentage of safety-critical failures was small overall and their relative contribution in-
creased on-orbit. Similarly to on-orbit failures, safety-critical failures were most commonly
caused by coding faults.
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4. Components that experienced high number of failures in one release were not necessarily among
high failure components in the subsequent release.

5. Components that experienced more failures pre-release were more likely to fail post-release,
overall and for each release.

The benefits from the findings presented in this paper to the software development and quality
assurance of the NASA mission and (potentially) other long lived, critical systems are as follows.
First, detailed results of our analysis, including lessons learned, were regularly communicated
to the independent verification and validation team. While some results confirmed the anecdotal
knowledge of the team members or provided additional insights based on quantification of observed
phenomena, other results of our analysis revealed unknown patterns and unusual dependencies in
the data that added value for sustained engineering of the mission.

Second, the software used in NASA missions shares features with many other high integrity
domains, such as only partially understood operational environments, timing constraints for cor-
rect operations, and a high degree of autonomy. This leads us to believe that mining bug and
change tracking systems is helpful for building knowledge base that can be reused on other, simi-
lar systems.

Third, the results presented in this paper indicate that, for long lived, critical systems, analysis
of software faults and failures provides useful information for maintaining the deployed systems, as
well as for improving the efficiency of detecting faults and revealing failures during the incremental
development and evolution of the software system across multiple releases.

This study identified the following directions for cost effective improvement of software quality:

— Compile and regularly update a list of common coding faults. Significant percentage
of the total number of failures (i.e., 36%) and more that 50% of the post-release failures in
our case study were due to coding faults. Even more, coding faults were responsible for close
to half of the total number of safety critical failures and more than a half of the safety critical
post-release failures. Compiling a list of common coding faults for inclusion in inspections,
reviews, and test cases is of practical value for future releases of a given system or subsequent
similar systems and have potential to significantly improve system’s quality in a cost effective
way.

— Integrate requirements engineering throughout the life cycle, including post-release.
Requirements faults were the second most significant overall root cause of software failures in
our case study. They were the root cause for around 35% of the pre-release faults (same per-
centage as coding faults), and were a reason for around 14% of post-release failures, which
indicates that the process of requirements discovery, specification, analysis, and verification
continues post-release.

— Carry on interface analysis and integration testing. Component analysis and unit test-
ing are not enough. More interface analysis and integration testing will help avoiding and
detecting data problems (the third most significant root cause overall and for pre-release fail-
ures) and integration faults (which caused more than 10% of post-release failures). The fact
that the relative contribution of failures caused by integration faults increased on-orbit sug-
gested that components may be interacting in unexpected ways and that conducting more
integration testing may be beneficial.

— Allocate more verification and validation resources and embed fault-tolerant mech-
anisms in components that experience high number of pre-release failures. In our
case study the failure prone components pre-release remained among most failure prone com-
ponents post-release. Due to the mission critical nature of the software and the facts that it
operates with a high degree of autonomy in only partially understood environment, preventing
and tolerating post-release failures is of crucial importance.

Our last set of conclusions is related to future work. It is evident that current change tracking
systems lack data and additional information that may contribute towards better understanding of
the observed phenomena and establishing cause-effect relationships. Software engineering research
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and practice communities should aim to improve the quality and quantity of collected empirical
data, in tune with development and verification and validation approaches. Further research may
shed additional light to currently conflicting findings and help us distinguish phenomena that are
project specific from those that tend to be valid across multiple projects.

Appendix A: Background on x? test for contingency tables

For any two attributes (i.e., random variables X and Y with n and m categories, respectively) we
use the x? test to explore if the distributions of failures across the m categories of Y is the same
for each of the n samples (i.e., categories) in X. That is, we test the null hypothesis which specifies
no association between the two bases of classification. We build an m x n contingency table using
the observed frequencies for each pair of categories X; and Y}, and then calculate the standard
x? statistic which can be approximated by a chi-square distribution with (m — 1)(n — 1) degrees
of freedom. When used for contingency comparisons, the chi-square test is a non-parametric test,
since it compares entire distributions rather than parameters of distributions.

Note that the x2 test is applicable to data in a contingency table only if the expected frequencies
are sufficiently large. Specifically, for contingency tables with degrees of freedom greater than one
the x? statistics may be used if no cell has an expected frequency less than 1 and fewer than 20%
of the cells have an expected frequency less than 5 (Cochran, 1954). For rare categories that are
not of interest, categories can be combined in order to increase the expected frequencies in various
cells. However, rare categories that are considered important will necessitate larger sample size,
both to be able to run the x? test and to achieve adequate power (Kraemer and Thiemann, 1987).

The power of a statistical test is the probability that the false null hypothesis will be rejected,
that is, that the test will recognize an existing pattern in the data. Although an intuitive response
may be to choose a power value around 99% to be almost certain of demonstrating significance
if the alternative hypothesis is true, that is usually impossible because the number of instances
required per category is going to be prohibitive. Generally, statistical power in the 70% - 90%
range is considered acceptable (Kraemer and Thiemann, 1987).

Once the 2 statistic has been calculated, we determine the probability under the null hypoth-
esis of obtaining a value as large as the calculated x? value. If the probability is equal to or less
than the significance level « (in our case a = 0.05), the null hypothesis is rejected. Since, the null
hypothesis states that there is no relation between the two variables (i.e., any correlation observed
in the sample is due to chance) rejecting the null hypothesis implies that the distribution of fail-
ures across the m categories differs significantly for the n samples, and suggests that there is some
correlation between the two variables. Therefore, we also measure the extent of the correlation
between the two variables. We use the contingency coefficient C' as a measure of correlation, since
it is uniquely useful in cases when the information about at least one of the attributes is cate-
gorical (i.e., given on a nominal scale). The contingency coefficient C' does not require underlying
continuity for the various categories used to measure either one or both attributes. Even more, it
has the same value regardless of how the categories are arranged in the rows and columns. The
contingency coeflicient C' is calculated as:

C:\/foz M

where N is the total number of observations and the value of x? statistics is computed based
on the contingency table (Seigel and N. J. Castellan, 1988). Since the test of significance for the
contingency coefficient C' is based solely on the x? statistics, it follows that if the null hypothesis
that the n samples come from the same distribution is rejected, than the calculated C value will
be significant.
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It is important to note that, unlike the other measures of correlation, the maximum value of
C is not equal to 1; it rather depends on the size of the table. Specifically, the maximum value of
the contingency coefficient C,,,4,. is given by:

m—1 n—-1
Cmaw:4T' n

(2)

where m is the number of rows and n is the number of columns in the contingency table. Hence,
even small values of C' often may be evidence of statistically significant correlation between vari-
ables. Further, C' values for contingency tables with different sizes are not directly comparable.
However, by normalizing C with the corresponding C,,. as in equation (3), we ensure that the
range will be between 0 and 1, and hence, C* values for different sized tables can be compared
(Blaikie, 2003).

Cc* = C/Cmaw~ (3)
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