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Recent Trends That it g
Motivate Academic Research
AN )

Video surveillance
Cameras everywhere
 New modalities
Gait, vein, ear, ECG
Molecular: Rapid DNA, hand bacteria
e Cross modality
Matching one modality against another
e Mobile/cloud biometrics
Sensors on mobile devices (“BYOD”)
Processing in the cloud
e Massive Systems (e.g., UIDAI)

Privacy concerns and public acceptance
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Biometric Template
Protection

e Goals:
Non-invertibility
Revocability
Nonlinkability
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e Challenges:
Scalability
Key management infrastructure
Metrics for quantifying privacy
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Presentation Attacks

e Biometrics susceptible to
presentation attacks:
Spoofing
Replay attack

Altered biometrics

e (Countermeasures:
Automatic liveness detection
Interactive capture protocol

Multifactor; Multi-modal biometrics
e Having common evaluation
methodologies 1s important. )

Benchmarking competitions are y CITeR
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From Benchtop to Booking =

e Primarily for booking stations (buccal swabs as input).
e Low SNR of degraded samples limits forensic use of rapid DNA.
e Small amounts of DNA can be fused with fingerprints.

e Other molecular modalities are possible, including hand bacteria.

NetBio

| Rapid DNA Analysis Solutions

45min - 1hr
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Face Recognition

* Matching thermal probe image against a visible image gallery.
e A training set available of valid thermal-visible pairs.
e (Goal is to learn a common latent feature subspace.

e Solution uses Coupled Dictionary Learning and Coupled Deep Neural Networks.

Visual Image Gallery

Probe Image

Match to Gallery

Learn
Modalities

ing Data
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e Multi-university research collaborative
Sites: WV U, Clarkson, Arizona, and Buffalo.

Other Research Partners: Michigan State and Idiap (Switzerland)
e Operates as an NSF Industry/University Research Center

Industry and government partners join on a membership basis.
Research projects selected by members at semi-annual meetings.

NSF covers administrative costs, so no overhead for members.

d RESEARCH AND EDUCATIONAL FOCUS A
The importance of individual identity in a networked global society
SCOPE

\_ Physiological, Behavioral, and Molecular Biometrics

CITeR

CENTER FOR

A National Science Foundation IDENTIFICATION

PV Industry/University Cooperative Research Center TECHNOLOGY
R g X
Ga RESEARCH



Clarkson
WestVirginiaUniversity,

. 5 THE UNIVERSITY University at Buffalo
( : | I e R Affl I l a teS . OF ARIZONA. The State University of New York

e Laurea Institute

e Aware e Morphotrak

e Borders e National Security Agency)

e DoD—Defense Forensics and Biometrics e NexID Biometrics, LL.C
Agency

e Northrop Grumman

e DoD—Defense Intelligence Agency e Qualcomm

e DoD—Research & Engineering Enterprise

 Raytheon BBN Technologies
e DHS—Office of Biometric Identity e SRC.Inc
Management (OBIM) ’

* DHS—Science & Technology ~ * USArmy ARDEC Raytheon

&ﬁ MorphoTrak

e Federal Bureau of Investigation
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Research Datasets N
Q-FIRE 2

Waiting in line (multiple subjects) & Passmg items
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Fingerprint
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*Tattoo, body markings
*Soft biometrics

*Unconstrained

*3D Face
*Face in a crowd ITeR

*Age progression «Tinted glass
' *Cardiorespiratory -Cosmegtlics TER FOR
A National Science F. . PENTIFICATION

Industry/University Cooperative Research Center TECHNOLOGY

RESEARCH



