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Foreword by S. Somasegar

In using our own technologies to build Microsoft products, and working with cus-
tomers and partners every day, we have developed practical guidance on applying
best practices for application architecture and design patterns and principles
using our technologies. This guidance is valuable to both the developer and to
the solution architect. We have built the Microsoft Application Architecture Guide to
consolidate guidance that we have gathered from our internal practices, external
experts, customers, and others in the community in order to share it with you.

The purpose of the guide is to help solution architects and developers to design and
build applications on the Microsoft platform that are more effective, to support key
decision making at the early stages of a new project, as well as providing topic-specific
content to help architects and developers improve their existing solutions. This guidance
incorporates the contributions and reviews from more than 25 external experts and
customers.

By thinking about solutions in terms of architectural patterns and principles, quality
attributes, and crosscutting concerns, you can very quickly determine a baseline appli-
cation architecture and the relevant technologies, patterns, and guidance assets that
will help you build your solution. You can then use the guide to identify key areas of
your application architecture so you can refine them for your scenario.

The guide includes reference application architectures for common application types,
such as Web, rich client, RIA, mobile, and services applications; guidelines for quality
attributes and crosscutting concerns; and guidelines on design approaches that can
help you to design and refine your solution architecture.

We are confident that the Microsoft Application Architecture Guide 2nd Edition will help
you choose the right architecture, the right technologies, and the relevant patterns
that will help you make more effective design decisions.

Sincerely,

S. Somasegar

Senior Vice President of Developer Division
Microsoft



Foreword by Scott Guthrie

Application architecture is a challenging topic, as evidenced by the wide variety of
books, articles, and white papers on the subject. It is still too hard for developers and
architects to understand architecture and best practice design for the Microsoft plat-
form. The original Application Architecture for NET: Designing Applications and Services
guide did a great job of covering this topic, but it was written in 2002.

To deal with the many technology additions since then, J. D. Meier, David Hill,
and their team from Microsoft patterns & practices have created a new application
architecture guide to provide insightful guidance for designing applications and
services that run on the Microsoft platform based on the latest best practices and
technologies. The outcome is Microsoft Application Architecture Guide 2nd Edition, a
guide targeted to help solution architects and developers design effective applica-
tions on the Microsoft platform. While the guide provides an overview of the NET
Framework, the Microsoft platform, and the main technologies and capabilities
within them, it also provides platform-independent, pattern-oriented, principles-
based guidance that will help you design your applications on a solid foundation.

The guide is based on a number of key architecture and design principles that provide
structure. It includes guidelines for identifying and dealing with key engineering
decisions, and an explanation of the quality attributes, crosscutting concerns, and
capabilities that shape your application architecture; such as performance, security,
scalability, manageability, deployment, communication, and more.

The guide also describes, at a meta-level, the tiers and layers that a solution architect
should consider. Each tier/layer is described in terms of its focus, function, capabilities,
common design patterns, and technologies. Using these as a backdrop, the guide
then overlays relevant principles, patterns, and practices. Finally, the guide provides
canonical application archetypes to illustrate common application types. Each
archetype is described in terms of the target scenarios, technologies, patterns, and
infrastructure it contains.

The guidance as a whole is based on the combined experience and knowledge of
Microsoft experts, Microsoft partners, customers, and others in the community. It
will help you understand our platform, choose the right architecture and the right
technologies, and build applications using proven practices and lessons learned.

Sincerely,

Scott Guthrie

Corporate Vice President of .NET Developer Platform
Microsoft



Preface by David Hill

There is an old joke, told amongst mischievous developers, that in order to be
considered an architect you just need to answer every technical question with “it
depends”—Q: What's the best way to implement authentication and authorization in
my solution? —A: It depends; Q: How should I implement my data access layer?—A:
It depends; Q: Which technology should I use for my solution’s UI?—A: It depends.
Q: How can I make my application scalable?—A: It depends. You get the general idea.

The truth is, of course, that it really does depend. Ultimately, every solution is
different and there are many factors, both technical and non-technical, that can
significantly affect the architecture and design of a solution at both the small and
the large scales. The role of the developer and solution architect is to balance the
(frequently contradictory) requirements and constraints imposed by the business,
the end user, the organization’s IT environment and management infrastructure, the
economic environment, and of course the technologies and tools that are used to
build the solution.

And, to make life really interesting, these requirements and constraints are constantly
evolving as new opportunities arise or as new demands are imposed on the system.
Changes to business rules or the emergence of new business areas can affect both new
and existing applications. Over time, users expect richer, more consistent and more
highly integrated user experiences. New compliance requirements might emerge. Or
new IT infrastructure technologies might appear that can reduce costs or improve
availability or scalability. And, of course new technologies, frameworks, and tools are
being released all the time with promises to reduce development costs, or to enable
scenarios that were previously difficult to implement.

Clearly, making sense of all of this and at the same time delivering an effective solu-
tion on budget and to schedule is not an easy task. It requires that the developer or
solution architect have to account for a whole host of competing and overlapping
factors (some of which are non-technical) and strike a pragmatic balance between
them all. Trying to account for too many factors can result in over-engineered,
complex solutions that take a long time to build and nevertheless fail to deliver

on promises of improved longevity or flexibility. On the other hand, consideration
of too few factors can result in constrained, inflexible, and improvised solutions that
are difficult to evolve or that do not scale well. In other words, developers and solu-
tion architects often have to walk the path between a “golden solution” on the one
hand, and a “point-in-time solution” on the other.
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This, to me, is what application architecture is all about—it’s about using today’s
tools and technologies to create as much business value as possible whilst keeping
one eye on the requirements and constraints imposed by the business today, and one
eye looking to tomorrow to maximize ongoing value through scalability, flexibility
and maintainability. A good understanding of architectural principles and patterns
allows the developer or solution architect to understand and factor into the overall
design process the important design issues that can have a big impact on the overall
success of their solution. Armed with this knowledge, they can make more informed
decisions, better balance competing or overlapping requirements and constraints,
and make sure that the solution not only meets or exceeds its business goals but it
does so in way that is cost effective and scalable, maintainable and flexible.

You'll notice that I refer to both developers and solution architects. I believe that
both can benefit greatly from a solid understanding of the architectural patterns
and principles outlined in this guide. Some might argue that the implementation
details are less important than the overall design. In my experience this is not the
case. Small decisions accumulate over time. Implementation-level details can have
a very large impact on the overall solution architecture and on its scalability, main-
tainability, and flexibility, so a solid understanding by both developers and solution
architects is essential. In addition, a shared understanding leads to better communi-
cation between developers and architects, which is a good thing.

This guide aims to provide an overview of the application architecture and design
principles and patterns that will help you make better decisions and build more
successful solutions. The guide is structured in a way that allows you to read it
from start to finish, or use as a reference resource so you can jump directly to the
most relevant sections. The first half of the guide is focused on generally applicable
architecture and design principles and apply to any type of solution. The last half
is focused on common application types—such as Web applications, rich client
application, or mobile applications—and describes the typical architecture and key
design considerations for each. It’s likely that your particular solution won’t map
directly to these, but they can serve to provide a baseline architecture that you can
take and evolve for your particular situation. The guide provides advice on how to
identify the key elements of your architecture so you can refine it over time.

There is a particular focus throughout the guide on developing solutions on the
Microsoft platform with the NET Framework so the guide contains references to
articles and resources that provide details on relevant technologies and tools. You'll
find though that the underlying principles and patterns are generally applicable to
any platform. It is also worth noting that the guide is not meant to be a complete and
comprehensive reference to every aspect of application architecture and design—that
would require either a much larger guide, or multiple volumes—so the guide aims to
provide a pragmatic overview of the most important topics along with links to more
detailed guidance or in-depth material.
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The field of application architecture and design is dynamic and constantly evolving. The
foundations on which successful solutions have been built in the past will continue
to serve us well into the foreseeable future, but we should also expect that the pace
of innovation, in both technologies and new design approaches, will not decrease.
The Microsoft platform and the NET Framework and the range of technologies and
scenarios that they support are both deep and wide, and getting deeper and wider
all the time. On the other hand, we don’t need to wait for what might be. We can
build compelling valuable solutions right now, and hopefully this guide will help
you do just that.

David Hill
patterns and practices
September 2009






Introducing the Guide

The goal of this guide is to help developers and solution architects build effective,
high quality applications on the Microsoft platform and the .NET Framework more
quickly and with less risk by leveraging tried and trusted architecture and design
principles and patterns.

The guide provides an overview of the underlying principles and patterns that provide
a solid foundation for good application architecture and design. On top of this founda-
tion, the guide provides generally applicable guidance for partitioning an application’s
functionality into layers, components, and services. It goes on to provide guidance on
identifying and addressing the key design characteristics of the solution and the key
quality attributes (such as performance, security, and scalability) and crosscutting
concerns (such as caching and logging). The guide builds still further and provides
guidance that is more specific on the architecture and design of the most common
application types, such as Web, rich Internet applications (RIA), rich client, services,
and mobile applications.

The guidance is presented in parts that correspond to major architecture and design

focus points. It is designed to be used as a reference resource, or it can be read from

beginning to end.

The guide will help you to:

® Understand the underlying architecture and design principles and patterns for
developing successful solutions on the Microsoft platform.

® Identify appropriate strategies and design patterns that will help you design your
solution’s layers, components, and services.

® Identify and address the key engineering decision points for your solution.

® Identify and address the key quality attributes and crosscutting concerns for your
solution.

® Choose the right technologies for your solution.

® Create a candidate baseline architecture for your solution.

® Identify patterns & practices solution assets and further guidance that will help
you to implement your solution.

Note that while the guide is extensive, it is should not be considered a complete and
comprehensive treatise on the field of application architecture and design. The guide
is intended to serve as a practical and convenient overview of and reference to the
general principles of architecture and design on the Microsoft platform and the NET
Framework.
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In particular, the guide does not try to provide a definitive or authoritative solution
architecture for any particular scenario. Rather, it provides a concise overview of the
principles and patterns that underpin good architecture and design, and highlights
and provides recommendations for some of the most important issues you might
encounter.

The bulk of the guide is technology-agnostic and principled-based, and can be applied
to any platform or technology. However, we have added specific Microsoft and .NET
Framework technology considerations where we think it helps you to choose amongst
available technologies, or to make the most of them in a particular situation.

Audience

This guide is primarily written for developers and solution architects who are looking
for guidance on architecting and designing applications on the Microsoft platform and
the .NET Framework.

However, this guide will benefit any technologist who is generally interested in the
field of application architecture and design, wishes to understand the underlying
patterns and principles behind good application design on the .Microsoft platform or
the NET Framework, or is new to the Microsoft platform or the .NET Framework.

How to Use This Guide

This guide is not a step-by-step tutorial for application architecture and design, but
rather an overview and a reference. The guide is divided into four main sections,
each containing a number of chapters:

® The first section of the guide, “Software Architecture and Design,” provides a
summary of the underlying principles and patterns that provide the founda-
tion for good application architecture and design and a suggested approach for
creating your architecture design. If you are using the guide to learn about the
fundamentals of application architecture, start with this section and then work
through the remaining parts to learn about layered design, components, quality
attributes, crosscutting concerns, communication, deployment, and common
application types.

® The second section of the guide, “Design Fundamentals,” provides generally
applicable guidance for designing a solution’s layers, components, and services;
and guidance on addressing quality attributes and crosscutting concerns. It also
covers communication and deployment topics. If you want to learn about the
layered approach to application architecture and design, or the design of specific
components and services, start with this section and then explore the following
sections to see how to take account of quality attributes and how to design a
physical deployment strategy.
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® The third section of the guide, “Application Archetypes,” provides specific guidance
on the architecture and design of typical application types, such as Web, RIA, rich
client, mobile, and services applications. If you have some prior experience with
application architecture and design and want to learn about the architecture and
major design features of common types of application and the specific guidance for
each type, start with this section and then use the remaining sections to expand and
verify your knowledge.

® Finally, the Appendices provide an overview of the Microsoft platform and
.NET Framework technologies and their capabilities. This section also provides
a summary of common design patterns, and references to additional resources
and materials. If you are new to the .NET Framework, or want to learn about the
technologies available on the Microsoft platform, use this section to get an over-
view of the .NET Framework and platform services, see the major technology
matrices, and read descriptions of patterns & practices assets such as Enterprise
Library and the patterns & practices design pattern library.

Depending on your experience and requirements, you can refer directly to the
specific section(s) that best address your needs. Alternatively, if you are looking for
an extensive overview of design and architecture on the Microsoft platform and the
NET Framework, you can read the guide from start to finish. It will help you to
understand the architecture and design approach. You can work the guidance into
your application development life cycle and processes, and use it as a training tool.

Feedback and Support

We have made every effort to ensure the accuracy of this guide. However, we welcome
feedback on any topics it contains. This includes technical issues specific to the recom-
mendations, usefulness and usability issues, and writing and editing issues. To more
easily access the various Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

If you have comments on this guide, please visit the Application Architecture Guide
community site at http:/ /www.codeplex.com/AppArchGuide.

Technical Support

Technical support for the Microsoft products and technologies referenced in this
guidance is provided by Microsoft Product Support Services (PSS). For product
support information, please visit the Microsoft Product Support Web site at:
http:/ /support.microsoft.com.

Community and Newsgroup Support

You can also obtain community support, discuss this guide, and provide feedback by
visiting the Microsoft MSDN® Newsgroups site at http:/ /msdn.microsoft.com/en-us/
subscriptions/aa974230.aspx.


http://www.microsoft.com/architectureguide
http://www.codeplex.com/AppArchGuide
http://support.microsoft.com
http://msdn.microsoft.com/en-us/
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Tell Us About Your Success

If this guide helps you, we would like to know. Tell us by writing a short summary
of the problems you faced and how this guide helped you out. Submit your sum-
mary by e-mail to MyStory@Microsoft.com.


mailto:MyStory@Microsoft.com




Software Architecture and Design

This section of the guide contains a series of topics that will help you to understand
the fundamentals of architecture and design. It starts by describing what is software
architecture is, why is it important. It discusses the general issues you must consider,
such as requirements and constraints and the intersection between the user, the
business, and the system on which the application will run. This is followed by a
description of the key design principles, and the architectural patterns and styles
in common use today. Finally, this section provides an insight into the approach
you should follow when designing your architecture. For more information, see
the following chapters:

Chapter 1, “What is Software Architecture?”

® Chapter 2, “Key Principles of Software Architecture”
® Chapter 3, “Architectural Patterns and Styles”
® Chapter 4, “A Technique for Architecture and Design”






What Is Software Architecture?

Software application architecture is the process of defining a structured solution that
meets all of the technical and operational requirements, while optimizing common
quality attributes such as performance, security, and manageability. It involves a
series of decisions based on a wide range of factors, and each of these decisions can
have considerable impact on the quality, performance, maintainability, and overall
success of the application.

Philippe Kruchten, Grady Booch, Kurt Bittner, and Rich Reitman derived and refined
a definition of architecture based on work by Mary Shaw and David Garlan (Shaw
and Garlan 1996). Their definition is:

“Software architecture encompasses the set of significant decisions about the
organization of a software system including the selection of the structural
elements and their interfaces by which the system is composed; behavior as
specified in collaboration among those elements; composition of these structural
and behavioral elements into larger subsystems; and an architectural style

that guides this organization. Software architecture also involves functionality,
usability, resilience, performance, reuse, comprehensibility, economic and
technology constraints, tradeoffs and aesthetic concerns.”

In Patterns of Enterprise Application Architecture, Martin Fowler outlines some common
recurring themes when explaining architecture. He identifies these themes as:

“The highest-level breakdown of a system into its parts; the decisions that are
hard to change; there are multiple architectures in a system; what is architecturally
significant can change over a system’s lifetime; and, in the end, architecture boils
down to whatever the important stuff is.”

[http:/ /www.pearsonhighered.com/educator/academic/product/
0,3110,0321127420,00.html]
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In Software Architecture in Practice (2nd edition), Bass, Clements, and Kazman define
architecture as follows:

“The software architecture of a program or computing system is the structure or
structures of the system, which comprise software elements, the externally visible
properties of those elements, and the relationships among them. Architecture is
concerned with the public side of interfaces; private details of elements—details
having to do solely with internal implementation—are not architectural.”

[http:/ /www.aw-bc.com/catalog/academic/product/0,4096,0321154959,00.html]

Why Is Architecture Important?

Like any other complex structure, software must be built on a solid foundation.
Failing to consider key scenarios, failing to design for common problems, or failing
to appreciate the long term consequences of key decisions can put your application
at risk. Modern tools and platforms help to simplify the task of building applica-
tions, but they do not replace the need to design your application carefully, based
on your specific scenarios and requirements. The risks exposed by poor architecture
include software that is unstable, is unable to support existing or future business
requirements, or is difficult to deploy or manage in a production environment.

Systems should be designed with consideration for the user, the system (the IT
infrastructure), and the business goals. For each of these areas, you should outline
key scenarios and identify important quality attributes (for example, reliability
or scalability) and key areas of satisfaction and dissatisfaction. Where possible,
develop and consider metrics that measure success in each of these areas.

\/

Figure 1
User, business, and system goals
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Tradeoffs are likely, and a balance must often be found between competing require-
ments across these three areas. For example, the overall user experience of the solution
is very often a function of the business and the IT infrastructure, and changes in one or
the other can significantly affect the resulting user experience. Similarly, changes in the
user experience requirements can have significant impact on the business and IT infra-
structure requirements. Performance might be a major user and business goal, but the
system administrator may not be able to invest in the hardware required to meet that
goal 100 percent of the time. A balance point might be to meet the goal only 80 percent
of the time.

Architecture focuses on how the major elements and components within an applica-
tion are used by, or interact with, other major elements and components within the
application. The selection of data structures and algorithms or the implementation
details of individual components are design concerns. Architecture and design con-
cerns very often overlap. Rather than use hard and fast rules to distinguish between
architecture and design, it makes sense to combine these two areas. In some cases,
decisions are clearly more architectural in nature. In other cases, the decisions are
more about design, and how they help you to realize that architecture.

By following the processes described in this guide, and using the information it
contains, you will be able to construct architectural solutions that address all of
the relevant concerns, can be deployed on your chosen infrastructure, and provide
results that meet the original aims and objectives.

Consider the following high level concerns when thinking about software architecture:
e How will the users be using the application?
e How will the application be deployed into production and managed?

® What are the quality attribute requirements for the application, such as security,
performance, concurrency, internationalization, and configuration?

How can the application be designed to be flexible and maintainable over time?

What are the architectural trends that might impact your application now or after
it has been deployed?

The Goals of Architecture

Application architecture seeks to build a bridge between business requirements
and technical requirements by understanding use cases, and then finding ways to
implement those use cases in the software. The goal of architecture is to identify the
requirements that affect the structure of the application. Good architecture reduces
the business risks associated with building a technical solution. A good design is
sufficiently flexible to be able to handle the natural drift that will occur over time
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in hardware and software technology, as well as in user scenarios and requirements.
An architect must consider the overall effect of design decisions, the inherent trade-

offs between quality attributes (such as performance and security), and the tradeoffs
required to address user, system, and business requirements.

Keep in mind that the architecture should:

® Expose the structure of the system but hide the implementation details.
® Realize all of the use cases and scenarios.

® Try to address the requirements of various stakeholders.

e Handle both functional and quality requirements.

The Architectural Landscape

It is important to understand the key forces that are shaping architectural decisions
today, and which will change how architectural decisions are made in the future.
These key forces are driven by user demand, as well as by business demand for
faster results, better support for varying work styles and workflows, and improved
adaptability of software design.

Consider the following key trends:

® User empowerment. A design that supports user empowerment is flexible,
configurable, and focused on the user experience. Design your application with
appropriate levels of user personalization and options in mind. Allow the user to
define how they interact with your application instead of dictating to them, but do
not overload them with unnecessary options and settings that can lead to confu-
sion. Understand the key scenarios and make them as simple as possible; make it
easy to find information and use the application.

® Market maturity. Take advantage of market maturity by taking advantage of
existing platform and technology options. Build on higher level application
frameworks where it makes sense, so that you can focus on what is uniquely
valuable in your application rather than recreating something that already exists
and can be reused. Use patterns that provide rich sources of proven solutions for
common problems.

® Flexible design. Increasingly, flexible designs take advantage of loose coupling to
allow reuse and to improve maintainability. Pluggable designs allow you to provide
post-deployment extensibility. You can also take advantage of service orientation
techniques such as SOA to provide interoperability with other systems.

® Future trends. When building your architecture, understand the future trends
that might affect your design after deployment. For example, consider trends in
rich UI and media, composition models such as mashups, increasing network
bandwidth and availability, increasing use of mobile devices, continued improve-
ment in hardware performance, interest in community and personal publishing
models, the rise of cloud-based computing, and remote operation.
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The Principles of Architecture Design

Current thinking on architecture assumes that your design will evolve over time
and that you cannot know everything you need to know up front in order to fully
architect your system. Your design will generally need to evolve during the imple-
mentation stages of the application as you learn more, and as you test the design
against real world requirements. Create your architecture with this evolution in
mind so that it will be able to adapt to requirements that are not fully known at
the start of the design process.

Consider the following questions as you create an architectural design:

e What are the foundational parts of the architecture that represent the greatest risk
if you get them wrong?

® What are the parts of the architecture that are most likely to change, or whose
design you can delay until later with little impact?

What are your key assumptions, and how will you test them?
What conditions may require you to refactor the design?

Do not attempt to over engineer the architecture, and do not make assumptions that
you cannot verify. Instead, keep your options open for future change. There will be
aspects of your design that you must fix early in the process, which may represent
significant cost if redesign is required. Identify these areas quickly and invest the
time necessary to get them right.

Key Architecture Principles

Consider the following key principles when designing your architecture:

® Build to change instead of building to last. Consider how the application may
need to change over time to address new requirements and challenges, and build
in the flexibility to support this.

® Model to analyze and reduce risk. Use design tools, modeling systems such as
Unified Modeling Language (UML), and visualizations where appropriate to help
you capture requirements and architectural and design decisions, and to analyze
their impact. However, do not formalize the model to the extent that it suppresses
the capability to iterate and adapt the design easily.

® Use models and visualizations as a communication and collaboration tool.
Efficient communication of the design, the decisions you make, and ongoing
changes to the design, is critical to good architecture. Use models, views, and
other visualizations of the architecture to communicate and share your design
efficiently with all the stakeholders, and to enable rapid communication of
changes to the design.
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® Identify key engineering decisions. Use the information in this guide to under-
stand the key engineering decisions and the areas where mistakes are most often
made. Invest in getting these key decisions right the first time so that the design is
more flexible and less likely to be broken by changes.

Consider using an incremental and iterative approach to refining your architecture.
Start with a baseline architecture to get the big picture right, and then evolve can-
didate architectures as you iteratively test and improve your architecture. Do not
try to get it all right the first time—design just as much as you can in order to start
testing the design against requirements and assumptions. Iteratively add details to
the design over multiple passes to make sure that you get the big decisions right
first, and then focus on the details. A common pitfall is to dive into the details too
quickly and get the big decisions wrong by making incorrect assumptions, or by
failing to evaluate your architecture effectively. When testing your architecture,
consider the following questions:

What assumptions have I made in this architecture?

What explicit or implied requirements is this architecture meeting?
What are the key risks with this architectural approach?

What countermeasures are in place to mitigate key risks?

In what ways is this architecture an improvement over the baseline or the last
candidate architecture?

For more information about the key principles of software architecture design, see
Chapter 2, “Key Principles of Software Architecture.”

For information about the incremental and iterative approach to architecture, baseline
and candidate architectures, and representing and communicating the design, see
Chapter 4, “A Technique for Architecture and Design.”

Additional Resources

Bass, Len, Paul Clements, and Rick Kazman. Software Architecture in Practice, 2nd ed.
Addison-Wesley Professional, 2003.

Fowler, Martin. Patterns of Enterprise Application Architecture. Addison-Wesley, 2002.



Key Principles of Software
Architecture

Overview

In this chapter, you will learn about the key design principles and guidelines for
software architecture. Software architecture is often described as the organization
or structure of a system, where the system represents a collection of components
that accomplish a specific function or set of functions. In other words, architecture
is focused on organizing components to support specific functionality. This orga-
nization of functionality is often referred to as grouping components into “areas of
concern.” Figure 1 illustrates common application architecture with components
grouped by different areas of concern.
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Figure 1
Common application architecture

In addition to the grouping of components, other areas of concern focus on interaction
between the components and how different components work together. The guide-
lines in this chapter examine different areas of concern that you should consider when
designing the architecture of your application.
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Key Design Principles

When getting started with your design, keep in mind the key principles that will
help you to create an architecture that adheres to proven principles, minimizes costs
and maintenance requirements, and promotes usability and extendibility. The key
principles are:

® Separation of concerns. Divide your application into distinct features with as
little overlap in functionality as possible. The important factor is minimization of
interaction points to achieve high cohesion and low coupling. However, separating
functionality at the wrong boundaries can result in high coupling and complexity
between features even though the contained functionality within a feature does not
significantly overlap.

® Single Responsibility principle. Each component or module should be responsible
for only a specific feature or functionality, or aggregation of cohesive functionality.

® Principle of Least Knowledge (also known as the Law of Demeter or LoD). A
component or object should not know about internal details of other components
or objects.

® Don't repeat yourself (DRY). You should only need to specify intent in one place.
For example, in terms of application design, specific functionality should be imple-
mented in only one component; the functionality should not be duplicated in any
other component.

® Minimize upfront design. Only design what is necessary. In some cases, you may
require upfront comprehensive design and testing if the cost of development or a
failure in the design is very high. In other cases, especially for agile development,
you can avoid big design upfront (BDUEF). If your application requirements are
unclear, or if there is a possibility of the design evolving over time, avoid making
a large design effort prematurely. This principle is sometimes known as YAGNI
("You ain’t gonna need it").

When designing an application or system, the goal of a software architect is to
minimize the complexity by separating the design into different areas of concern.
For example, the user interface (UI), business processing, and data access all repre-
sent different areas of concern. Within each area, the components you design should
focus on that specific area and should not mix code from other areas of concern. For
example, UI processing components should not include code that directly accesses a
data source, but instead should use either business components or data access com-
ponents to retrieve data.

However, you must also make a cost/value determination on the investment you
make for an application. In some cases, you may need to simplify the structure to
allow, for example, UI data binding to a result set. In general, try to consider the
functional boundaries from a business viewpoint as well. The following high level
guidelines will help you to consider the wide range of factors that can affect the ease
of designing, implementing, deploying, testing, and maintaining your application.
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Design Practices

Keep design patterns consistent within each layer. Within a logical layer,
where possible, the design of components should be consistent for a particular
operation. For example, if you choose to use the Table Data Gateway pattern

to create an object that acts as a gateway to tables or views in a database, you
should not include another pattern such as Repository, which uses a different
paradigm for accessing data and initializing business entities. However, you
may need to use different patterns for tasks in a layer that have a large variation
in requirements, such as an application that contains business transaction and
reporting functionality.

Do not duplicate functionality within an application. There should be only one
component providing a specific functionality—this functionality should not be
duplicated in any other component. This makes your components cohesive and
makes it easier to optimize the components if a specific feature or functionality
changes. Duplication of functionality within an application can make it difficult
to implement changes, decrease clarity, and introduce potential inconsistencies.

Prefer composition to inheritance. Wherever possible, use composition over
inheritance when reusing functionality because inheritance increases the depen-
dency between parent and child classes, thereby limiting the reuse of child classes.
This also reduces the inheritance hierarchies, which can become very difficult to
deal with.

Establish a coding style and naming convention for development. Check to see
if the organization has established coding style and naming standards. If not, you
should establish common standards. This provides a consistent model that makes
it easier for team members to review code they did not write, which leads to better
maintainability.

Maintain system quality using automated QA techniques during development.
Use unit testing and other automated Quality Analysis techniques, such as
dependency analysis and static code analysis, during development. Define clear
behavioral and performance metrics for components and sub-systems, and use
automated QA tools during the build process to ensure that local design or
implementation decisions do not adversely affect the overall system quality.

Consider the operation of your application. Determine what metrics and opera-
tional data are required by the IT infrastructure to ensure the efficient deployment
and operation of your application. Designing your application’s components and
sub-systems with a clear understanding of their individual operational require-
ments will significantly ease overall deployment and operation. Use automated
QA tools during development to ensure that the correct operational data is pro-
vided by your application’s components and sub-systems.
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Application Layers

Separate the areas of concern. Break your application into distinct features that
overlap in functionality as little as possible. The main benefit of this approach is
that a feature or functionality can be optimized independently of other features or
functionality. In addition, if one feature fails, it will not cause other features to fail
as well, and they can run independently of one another. This approach also helps
to make the application easier to understand and design, and facilitates manage-
ment of complex interdependent systems.

Be explicit about how layers communicate with each other. Allowing every
layer in an application to communicate with or have dependencies upon all of the
other layers will result in a solution that is more challenging to understand and
manage. Make explicit decisions about the dependencies between layers and the
data flow between them.

Use abstraction to implement loose coupling between layers. This can be accom-
plished by defining interface components such as a fagade with well known inputs
and outputs that translate requests into a format understood by components within
the layer. In addition, you can also use Interface types or abstract base classes to
define a common interface or shared abstraction (dependency inversion) that must
be implemented by interface components.

Do not mix different types of components in the same logical layer. Start by
identifying different areas of concern, and then group components associated
with each area of concern into logical layers. For example, the Ul layer should
not contain business processing components, but instead should contain com-
ponents used to handle user input and process user requests.

Keep the data format consistent within a layer or component. Mixing data for-
mats will make the application more difficult to implement, extend, and maintain.
Every time you need to convert data from one format to another, you are required
to implement translation code to perform the operation and incur a processing
overhead.

Components, Modules, and Functions

A component or an object should not rely on internal details of other components
or objects. Each component or object should call a method of another object or
component, and that method should have information about how to process the
request and, if appropriate, how to route it to appropriate subcomponents or other
components. This helps to create an application that is more maintainable and
adaptable.
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® Do not overload the functionality of a component. For example, a Ul processing
component should not contain data access code or attempt to provide additional
functionality. Overloaded components often have many functions and properties
providing business functionality mixed with crosscutting functionality such as
logging and exception handling. The result is a design that is very error prone
and difficult to maintain. Applying the single responsibility and separation of
concerns principles will help you to avoid this.

® Understand how components will communicate with each other. This requires
an understanding of the deployment scenarios your application must support.
You must determine if all components will run within the same process, or if
communication across physical or process boundaries must be supported—
perhaps by implementing message-based interfaces.

® Keep crosscutting code abstracted from the application business logic as far as
possible. Crosscutting code refers to code related to security, communications, or
operational management such as logging and instrumentation. Mixing the code that
implements these functions with the business logic can lead to a design that is dif-
ficult to extend and maintain. Changes to the crosscutting code require touching all
of the business logic code that is mixed with the crosscutting code. Consider using
frameworks and techniques (such as aspect oriented programming) that can help to
manage crosscutting concerns.

® Define a clear contract for components. Components, modules, and functions
should define a contract or interface specification that describes their usage and
behavior clearly. The contract should describe how other components can access
the internal functionality of the component, module, or function; and the behavior
of that functionality in terms of pre-conditions, post-conditions, side effects, excep-
tions, performance characteristics, and other factors.

Key Design Considerations

This guide describes the major decisions that you must make, and which help to ensure
that you consider all of the important factors as you begin and then iteratively develop
your architecture design. The major decisions, briefly described in the following
sections, are:

® Determine the Application Type

® Determine the Deployment Strategy

® Determine the Appropriate Technologies
® Determine the Quality Attributes

® Determine the Crosscutting Concerns

For a more detailed description of the design process, see Chapter 4, “A Technique
for Architecture and Design.”



Chapter 2: Key Principles of Software Architecture 15

Determine the Application Type

Choosing the appropriate application type is the key part of the process of designing
an application. Your choice is governed by your specific requirements and infrastruc-
ture limitations. Many applications must support multiple types of client, and may
make use of more than one of the basic archetypes. This guide covers the following
basic application types:

® Applications designed for mobile devices.
® Rich client applications designed to run primarily on a client PC.

® Rich Internet applications designed to be deployed from the Internet, which
support rich UI and media scenarios.

® Service applications designed to support communication between loosely
coupled components.

® Web applications designed to run primarily on the server in fully connected
scenarios.

In addition, it provides information and guidelines for some more specialist application
types. These include the following:

® Hosted and cloud-based applications and services.

® Office Business Applications (OBAs) that integrate Microsoft Office and Microsoft
server technologies.

® SharePoint Line of Business (LOB) applications that provide portal style access to
business information and functions.

For more information about application archetypes, see Chapter 20, “Choosing an
Application Type.”

Determine the Deployment Strategy

Your application may be deployed in a variety of environments, each with its own
specific set of constraints such as physical separation of components across different
servers, a limitation on networking protocols, firewall and router configurations, and
more. Several common deployment patterns exist, which describe the benefits and con-
siderations for a range of distributed and non-distributed scenarios. You must balance
the requirements of the application with the appropriate patterns that the hardware can
support, and the constraints that the environment exerts on your deployment options.
These factors will influence your architecture design.

For more information about deployment issues, see Chapter 19, “Physical Tiers and
Deployment.”



16

.NET Application Architecture Guide, 2nd Edition

Determine the Appropriate Technologies

When choosing technologies for your application, the key factors to consider are the
type of application you are developing and your preferred options for application
deployment topology and architectural styles. Your choice of technologies will also be
governed by organization policies, infrastructure limitations, resource skills, and so on.
You must compare the capabilities of the technologies you choose against your applica-
tion requirements, taking into account all of these factors before making decisions.

For more information about technologies available on the Microsoft platform, see
Appendix A, “The Microsoft Application Platform.”

Determine the Quality Attributes

Quality attributes—such as security, performance, and usability—can be used to focus
your thinking on the critical problems that your design should solve. Depending on
your requirements, you might need to consider every quality attribute covered in this
guide, or you might only need to consider a subset. For example, every application
design must consider security and performance, but not every design needs to con-
sider interoperability or scalability. Understand your requirements and deployment
scenarios first so that you know which quality attributes are important for your
design. Keep in mind that quality attributes may conflict; for example, security often
requires a tradeoff against performance or usability.

When designing to accommodate quality attributes, consider the following guidelines:

® Quality attributes are system properties that are separate from the functionality of
the system.

® From a technical perspective, implementing quality attributes can differentiate a
good system from a bad one.

® There are two types of quality attributes: those that are measured at run time, and
those that can only be estimated through inspection.

® Analyze the tradeoffs between quality attributes.

Questions you should ask when considering quality attributes include:

e What are the key quality attributes required for your application? Identify them as
part of the design process.

® What are the key requirements for addressing these attributes? Are they actually
quantifiable?

e What are the acceptance criteria that will indicate that you have met the require-
ments?

For more information about quality attributes, see Chapter 16, “Quality Attributes.”
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Determine the Crosscutting Concerns

Crosscutting concerns represent key areas of your design that are not related to a
specific layer in your application. For example, you should consider implementing
centralized or common solutions for the following:

® Alogging mechanism that allows each layer to log to a common store, or log to
separate stores in such a way that the results can be correlated afterwards.

® A mechanism for authentication and authorization that passes identities across
multiple layers to permit granting access to resources.

® An exception management framework that will work within each layer, and
across the layers as exceptions are propagated to the system boundaries.

® A communication approach that you can use to communicate between the
layers.

® A common caching infrastructure that allows you to cache data in the presenta-
tion layer, the business layer, and the data access layer.

The following list describes some of the key crosscutting concerns that you must
consider when architecting your applications:

® Instrumentation and logging. Instrument all of the business-critical and system-
critical events, and log sufficient details to recreate events in your system without
including sensitive information.

® Authentication. Determine how to authenticate your users and pass authenticated
identities across the layers.

® Authorization. Ensure proper authorization with appropriate granularity within
each layer, and across trust boundaries.

® Exception management. Catch exceptions at functional, logical, and physical
boundaries; and avoid revealing sensitive information to end users.

® Communication. Choose appropriate protocols, minimize calls across the network,
and protect sensitive data passing over the network.

® Caching. Identify what should be cached, and where to cache, to improve your
application’s performance and responsiveness. Ensure that you consider Web
farm and application farm issues when designing caching.

For more information about crosscutting concerns, see Chapter 17, “Crosscutting
Concerns.”






Architectural Patterns and Styles

Overview

This chapter describes and discusses high level patterns and principles commonly used
for applications today. These are often referred to as the architectural styles, and include
patterns such as client/server, layered architecture, component-based architecture,
message bus architecture, and service-oriented architecture (SOA). For each style, you
will find an overview, key principles, major benefits, and information that will help

you choose the appropriate architectural styles for your application. It is important to
understand that the styles describe different aspects of applications. For example, some
architectural styles describe deployment patterns, some describe structure and design
issues, and others describe communication factors. Therefore, a typical application will
usually use a combination of more than one of the styles described in this chapter.

What Is an Architectural Style?

An architectural style, sometimes called an architectural pattern, is a set of principles—
a coarse grained pattern that provides an abstract framework for a family of systems.
An architectural style improves partitioning and promotes design reuse by providing
solutions to frequently recurring problems. You can think of architecture styles and
patterns as sets of principles that shape an application. Garlan and Shaw define an
architectural style as:

“...a family of systems in terms of a pattern of structural organization. More
specifically, an architectural style determines the vocabulary of components

and connectors that can be used in instances of that style, together with a set

of constraints on how they can be combined. These can include topological
constraints on architectural descriptions (e.g., no cycles). Other constraints—say,
having to do with execution semantics—might also be part of the style definition.”

[David Garlan and Mary Shaw, January 1994, CMU-CS-94-166, see “An Introduction
to Software Architecture” at http:/ /www.cs.cmu.edu/afs/cs/project/able/ftp/
intro_softarch/intro_softarch.pdf]
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An understanding of architectural styles provides several benefits. The most impor-
tant benefit is that they provide a common language. They also provide opportuni-
ties for conversations that are technology agnostic. This facilitates a higher level of
conversation that is inclusive of patterns and principles, without getting into specif-
ics. For example, by using architecture styles, you can talk about client/server versus
n-tier. Architectural styles can be organized by their key focus area. The following
table lists the major areas of focus and the corresponding architectural styles.

Category
Communication
Deployment
Domain
Structure

Architecture styles

Service-Oriented Architecture (SOA), Message Bus
Client/Server, N-Tier, 3-Tier

Domain Driven Design

Component-Based, Object-Oriented, Layered Architecture

Summary of Key Architectural Styles

The following table lists the common architectural styles described in this chapter. It
also contains a brief description of each style. Later sections of this chapter contain
more details of each style, as well as guidance to help you choose the appropriate
ones for your application.

Architecture style
Client/Server

Component-Based
Architecture

Domain Driven
Design

Layered Architecture
Message Bus

N-Tier / 3-Tier

Object-Oriented

Service-Oriented
Architecture (SOA)

Description

Segregates the system into two applications, where the client makes requests
to the server. In many cases, the server is a database with application logic
represented as stored procedures.

Decomposes application design into reusable functional or logical compo-
nents that expose well-defined communication interfaces.

An object-oriented architectural style focused on modeling a business domain
and defining business objects based on entities within the business domain.
Partitions the concerns of the application into stacked groups (layers).

An architecture style that prescribes use of a software system that can
receive and send messages using one or more communication channels, so
that applications can interact without needing to know specific details about
each other.

Segregates functionality into separate segments in much the same way as
the layered style, but with each segment being a tier located on a physically
separate computer.

A design paradigm based on division of responsibilities for an application or
system into individual reusable and self-sufficient objects, each containing
the data and the behavior relevant to the object.

Refers to applications that expose and consume functionality as a service
using contracts and messages.



Chapter 3: Architectural Patterns and Styles 21

Combining Architectural Styles

The architecture of a software system is almost never limited to a single architectural
style, but is often a combination of architectural styles that make up the complete
system. For example, you might have a SOA design composed of services developed
using a layered architecture approach and an object-oriented architecture style.

A combination of architecture styles is also useful if you are building a public facing
Web application, where you can achieve effective separation of concerns by using the
layered architecture style. This will separate your presentation logic from your busi-
ness logic and your data access logic. Your organization’s security requirements might
force you to deploy the application using either the 3-tier deployment approach,

or a deployment of more than three tiers. The presentation tier may be deployed to
the perimeter network, which sits between an organization’s internal network and
an external network. On your presentation tier, you may decide to use a separated
presentation pattern (a type of layered design style), such as Model-View-Controller
(MVCQ), for your interaction model. You might also choose a SOA architecture style,
and implement message-based communication, between your Web server and applica-
tion server.

If you are building a desktop application, you may have a client that sends requests to
a program on the server. In this case, you might deploy the client and server using the
client/server architecture style, and use the component-based architecture style to de-
compose the design further into independent components that expose the appropriate
communication interfaces. Using the object-oriented design approach for these compo-
nents will improve reuse, testability, and flexibility.

Many factors will influence the architectural styles you choose. These factors include
the capacity of your organization for design and implementation; the capabilities
and experience of your developers; and your infrastructure and organizational con-
straints. The following sections will help you to determine the appropriate styles
for your applications.

Client/Server Architectural Style

The client/server architectural style describes distributed systems that involve a
separate client and server system, and a connecting network. The simplest form of
client/server system involves a server application that is accessed directly by mul-
tiple clients, referred to as a 2-Tier architectural style.
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Historically, client/server architecture indicated a graphical desktop Ul application
that communicated with a database server containing much of the business logic in the
form of stored procedures, or with a dedicated file server. More generally, however, the
client/server architectural style describes the relationship between a client and one or
more servers, where the client initiates one or more requests (perhaps using a graphical
UI), waits for replies, and processes the replies on receipt. The server typically autho-
rizes the user and then carries out the processing required to generate the result. The
server may send responses using a range of protocols and data formats to communi-
cate information to the client.

Today, some examples of the client/server architectural style include Web browser—
based programs running on the Internet or an intranet; Microsoft Windows® operating
system-based applications that access networked data services; applications that access
remote data stores (such as e-mail readers, FTP clients, and database query tools); and
tools and utilities that manipulate remote systems (such as system management tools
and network monitoring tools).

Other variations on the client/server style include:

® C(Client-Queue-Client systems. This approach allows clients to communicate with
other clients through a server-based queue. Clients can read data from and send
data to a server that acts simply as a queue to store the data. This allows clients to
distribute and synchronize files and information. This is sometimes known as a
passive queue architecture.

® Peer-to-Peer (P2P) applications. Developed from the Client-Queue-Client style,
the P2P style allows the client and server to swap their roles in order to distribute
and synchronize files and information across multiple clients. It extends the client/
server style through multiple responses to requests, shared data, resource discovery,
and resilience to removal of peers.

® Application servers. A specialized architectural style where the server hosts and
executes applications and services that a thin client accesses through a browser or
specialized client installed software. An example is a client executing an applica-
tion that runs on the server through a framework such as Terminal Services.

The main benefits of the client/server architectural style are:

e Higher security. All data is stored on the server, which generally offers a greater
control of security than client machines.

® Centralized data access. Because data is stored only on the server, access and
updates to the data are far easier to administer than in other architectural styles.

® Ease of maintenance. Roles and responsibilities of a computing system are dis-
tributed among several servers that are known to each other through a network.
This ensures that a client remains unaware and unaffected by a server repair,
upgrade, or relocation.
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Consider the client/server architectural style if your application is server based and
will support many clients, you are creating Web-based applications exposed through
a Web browser, you are implementing business processes that will be used by people
throughout the organization, or you are creating services for other applications to
consume. The client/server architectural style is also suitable, like many networked
styles, when you want to centralize data storage, backup, and management functions,
or when your application must support different client types and different devices.

However, the traditional 2-Tier client/server architectural style has numerous dis-
advantages, including the tendency for application data and business logic to be
closely combined on the server, which can negatively impact system extensibility
and scalability, and its dependence on a central server, which can negatively impact
system reliability. To address these issues, the client-server architectural style has
evolved into the more general 3-Tier (or N-Tier) architectural style, described below,
which overcomes some of the disadvantages inherent in the 2-Tier client-server
architecture and provides additional benefits.

Component-Based Architectural Style

Component-based architecture describes a software engineering approach to system
design and development. It focuses on the decomposition of the design into individual
functional or logical components that expose well-defined communication interfaces
containing methods, events, and properties. This provides a higher level of abstraction
than object-oriented design principles, and does not focus on issues such as communi-
cation protocols and shared state.

The key principle of the component-based style is the use of components that are:

® Reusable. Components are usually designed to be reused in different scenarios
in different applications. However, some components may be designed for a
specific task.

® Replaceable. Components may be readily substituted with other similar com-
ponents.

® Not context specific. Components are designed to operate in different environments
and contexts. Specific information, such as state data, should be passed to the com-
ponent instead of being included in or accessed by the component.

® Extensible. A component can be extended from existing components to provide
new behavior.

® Encapsulated. Components expose interfaces that allow the caller to use its
functionality, and do not reveal details of the internal processes or any internal
variables or state.

® Independent. Components are designed to have minimal dependencies on
other components. Therefore components can be deployed into any appropriate
environment without affecting other components or systems.
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Common types of components used in applications include user interface com-
ponents such as grids and buttons (often referred to as controls), and helper and
utility components that expose a specific subset of functions used in other compo-
nents. Other common types of components are those that are resource intensive,

not frequently accessed, and must be activated using the just-in-time (JIT) approach
(common in remoting or distributed component scenarios); and queued components
whose method calls may be executed asynchronously using message queuing and
store and forward.

Components depend upon a mechanism within the platform that provides an environ-
ment in which they can execute, often referred to as component architecture. Examples
are the component object model (COM) and the distributed component object model
(DCOM) in Windows; and Common Object Request Broker Architecture (CORBA) and
Enterprise JavaBeans (E]JB) on other platforms. Component architectures manage the
mechanics of locating components and their interfaces, passing messages or commands
between components, and—in some cases—maintaining state.

However, the term component is often used in the more basic sense of a constituent part,
element, or ingredient. The Microsoft NET Framework provides support for building ap-
plications using such a component based approach. For example, this guide discusses
business and data components, which are commonly code classes compiled into .NET
Framework assemblies. They execute under the control of the .NET Framework run-
time, and there may be more than one such component in each assembly.

The following are the main benefits of the component-based architectural style:

® Ease of deployment. As new compatible versions become available, you can
replace existing versions with no impact on the other components or the system
as a whole.

® Reduced cost. The use of third-party components allows you to spread the cost of
development and maintenance.

® Ease of development. Components implement well-known interfaces to provide
defined functionality, allowing development without impacting other parts of the
system.

® Reusable. The use of reusable components means that they can be used to spread
the development and maintenance cost across several applications or systems.

® Mitigation of technical complexity. Components mitigate complexity through
the use of a component container and its services. Example component services
include component activation, lifetime management, method queuing, eventing,
and transactions.

Design patterns such as the Dependency Injection pattern or the Service Locator
pattern can be used to manage dependencies between components, and promote
loose coupling and reuse. Such patterns are often used to build composite applica-
tions that combine and reuse components across multiple applications.
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Consider the component-based architectural style if you already have suitable
components or can obtain suitable components from third-party suppliers; your
application will predominantly execute procedural-style functions, perhaps with
little or no data input; or you want to be able to combine components written in
different code languages. Also, consider this style if you want to create a pluggable
or composite architecture that allows you to easily replace and update individual
components.

Domain Driven Design Architectural Style

Domain Driven Design (DDD) is an object-oriented approach to designing software
based on the business domain, its elements and behaviors, and the relationships
between them. It aims to enable software systems that are a realization of the under-
lying business domain by defining a domain model expressed in the language of
business domain experts. The domain model can be viewed as a framework from
which solutions can then be rationalized.

To apply Domain Driven Design, you must have a good understanding of the business
domain you want to model, or be skilled in acquiring such business knowledge. The
development team will often work with business domain experts to model the domain.
Architects, developers, and subject matter experts have diverse backgrounds, and in
many environments will use different languages to describe their goals, designs and
requirements. However, within Domain Driven Design, the whole team agrees to only
use a single language that is focused on the business domain, and which excludes any
technical jargon.

As the core of the software is the domain model, which is a direct projection of this
shared language, it allows the team to quickly find gaps in the software by analyzing
the language around it. The creation of a common language is not merely an exercise in
accepting information from the domain experts and applying it. Quite often, communi-
cation problems within development teams are due not only to misunderstanding the
language of the domain, but also due to the fact that the domain’s language is itself
ambiguous. The Domain Driven Design process holds the goal not only of imple-
menting the language being used, but also improving and refining the language of
the domain. This in turn benefits the software being built, since the model is a direct
projection of the domain language.

In order to help maintain the model as a pure and helpful language construct,

you must typically implement a great deal of isolation and encapsulation within
the domain model. Consequently, a system based on Domain Driven Design can
come at a relatively high cost. While Domain Driven Design provides many techni-
cal benefits, such as maintainability, it should be applied only to complex domains
where the model and the linguistic processes provide clear benefits in the commu-
nication of complex information, and in the formulation of a common understanding
of the domain.
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The following are the main benefits of the Domain Driven Design style:

¢ Communication. All parties within a development team can use the domain model
and the entities it defines to communicate business knowledge and requirements
using a common business domain language, without requiring technical jargon.

® Extensible. The domain model is often modular and flexible, making it easy to
update and extend as conditions and requirements change.

® Testable. The domain model objects are loosely coupled and cohesive, allowing
them to be more easily tested.

Consider DDD if you have a complex domain and you wish to improve communica-
tion and understanding within your development team, or where you must express
the design of an application in a common language that all stakeholders can under-
stand. DDD can also be an ideal approach if you have large and complex enterprise
data scenarios that are difficult to manage using other techniques.

For a summary of domain driven design techniques, see “Domain Driven Design
Quickly” at http:/ /www.infoq.com/minibooks/domain-driven-design-quickly.
Alternatively, see “Domain-Driven Design: Tackling Complexity in the Heart of Software”
by Eric Evans (Addison-Wesley, ISBN: 0-321-12521-5) and “Applying Domain-Driven
Design and Patterns” by Jimmy Nilsson (Addison-Wesley, ISBN: 0-321-26820-2).

Layered Architectural Style

Layered architecture focuses on the grouping of related functionality within an
application into distinct layers that are stacked vertically on top of each other.
Functionality within each layer is related by a common role or responsibility.
Communication between layers is explicit and loosely coupled. Layering your
application appropriately helps to support a strong separation of concerns that,
in turn, supports flexibility and maintainability.

The layered architectural style has been described as an inverted pyramid of reuse where
each layer aggregates the responsibilities and abstractions of the layer directly beneath
it. With strict layering, components in one layer can interact only with components

in the same layer or with components from the layer directly below it. More relaxed
layering allows components in a layer to interact with components in the same layer
or with components in any lower layer.

The layers of an application may reside on the same physical computer (the same tier)
or may be distributed over separate computers (n-tier), and the components in each
layer communicate with components in other layers through well-defined interfaces.
For example, a typical Web application design consists of a presentation layer (func-
tionality related to the UI), a business layer (business rules processing), and a data
layer (functionality related to data access, often almost entirely implemented using
high-level data access frameworks). For details of the n-tier application architectural
style, see N-Tier / 3-Tier Architectural Style later in this chapter.
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Common principles for designs that use the layered architectural style include:

® Abstraction. Layered architecture abstracts the view of the system as whole while
providing enough detail to understand the roles and responsibilities of individual
layers and the relationship between them.

® Encapsulation. No assumptions need to be made about data types, methods and
properties, or implementation during design, as these features are not exposed at
layer boundaries.

® C(Clearly defined functional layers. The separation between functionality in
each layer is clear. Upper layers such as the presentation layer send commands
to lower layers, such as the business and data layers, and may react to events in
these layers, allowing data to flow both up and down between the layers.

® High cohesion. Well-defined responsibility boundaries for each layer, and ensuring
that each layer contains functionality directly related to the tasks of that layer, will
help to maximize cohesion within the layer.

® Reusable. Lower layers have no dependencies on higher layers, potentially
allowing them to be reusable in other scenarios.

® Loose coupling. Communication between layers is based on abstraction and
events to provide loose coupling between layers.

Examples of layered applications include line-of-business (LOB) applications such
as accounting and customer-management systems; enterprise Web-based appli-
cations and Web sites, and enterprise desktop or smart clients with centralized
application servers for business logic.

A number of design patterns support the layered architectural style. For example,
Separated Presentation patterns encompass a range of patterns that the handling

of the user’s interactions from the UI, the presentation and business logic, and the
application data with which the user works. Separated Presentation allows graphical
designers to create a Ul while developers generate the code to drive it. Dividing the
functionality into separate roles in this way provides increased opportunities to test
the behavior of individual roles. The following are the key principles of the Separated
Presentation patterns:

® Separation of concerns. Separated Presentation patterns divide UI processing
concerns into distinct roles; for example, MVC has three roles: the Model, the
View, and the Controller. The Model represents data (perhaps a domain model
that includes business rules); the View represents the Ul; and the Controller
handles requests, manipulates the model, and performs other operations.

® Event-based notification. The Observer pattern is commonly used to provide
notifications to the View when data managed by the Model changes.

® Delegated event handling. The controller handles events triggered from the Ul
controls in the View.
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Other examples of Separated Presentation patterns are the Passive View pattern and
the Supervising Presenter (or Supervising Controller) pattern.

The main benefits of the layered architectural style, and the use of a Separated
Presentation pattern, are:

® Abstraction. Layers allow changes to be made at the abstract level. You can increase
or decrease the level of abstraction you use in each layer of the hierarchical stack.

® Isolation. Allows you to isolate technology upgrades to individual layers in order
to reduce risk and minimize impact on the overall system.

® Manageability. Separation of core concerns helps to identify dependencies, and
organizes the code into more manageable sections.

® Performance. Distributing the layers over multiple physical tiers can improve
scalability, fault tolerance, and performance.

® Reusability. Roles promote reusability. For example, in MVC, the Controller can
often be reused with other compatible Views in order to provide a role specific or
a user-customized view on to the same data and functionality.

® Testability. Increased testability arises from having well-defined layer interfaces,
as well as the ability to switch between different implementations of the layer
interfaces. Separated Presentation patterns allow you to build mock objects that
mimic the behavior of concrete objects such as the Model, Controller, or View
during testing.

Consider the layered architectural style if you have existing layers that are suitable
for reuse in other applications, you already have applications that expose suitable
business processes through service interfaces, or your application is complex and the
high-level design demands separation so that teams can focus on different areas of
functionality. The layered architectural style is also appropriate if your application
must support different client types and different devices, or you want to implement
complex and/or configurable business rules and processes.

Consider a Separated Presentation pattern if you want improved testability and sim-
plified maintenance of UI functionality, or you want to separate the task of designing
the UI from the development of the logic code that drives it. These patterns are also
appropriate when your Ul view does not contain any request processing code, and
does not implement any business logic.
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Message Bus Architectural Style

Message bus architecture describes the principle of using a software system that
can receive and send messages using one or more communication channels, so

that applications can interact without needing to know specific details about each
other. It is a style for designing applications where interaction between applications
is accomplished by passing messages (usually asynchronously) over a common
bus. The most common implementations of message bus architecture use either a
messaging router or a Publish/Subscribe pattern, and are often implemented using
a messaging system such as Message Queuing. Many implementations consist of
individual applications that communicate using common schemas and a shared
infrastructure for sending and receiving messages. A message bus provides the
ability to handle:

® Message-oriented communications. All communication between applications is
based on messages that use known schemas.

® Complex processing logic. Complex operations can be executed by combining a
set of smaller operations, each of which supports specific tasks, as part of a multi-
step itinerary.

® Modifications to processing logic. Because interaction with the bus is based on
common schemas and commands, you can insert or remove applications on the
bus to change the logic that is used to process messages.

® Integration with different environments. By using a message-based commu-
nication model based on common standards, you can interact with applications
developed for different environments, such as Microsoft NET and Java.

Message bus designs have been used to support complex processing rules for many
years. The design provides a pluggable architecture that allows you to insert appli-

cations into the process, or improve scalability by attaching several instances of the

same application to the bus. Variations on the message bus style include:

® Enterprise Service Bus (ESB). Based on message bus designs, an ESB uses ser-
vices for communication between the bus and components attached to the bus.
An ESB will usually provide services that transform messages from one format to
another, allowing clients that use incompatible message formats to communicate
with each other.

® Internet Service Bus (ISB). This is similar to an enterprise service bus, but with
applications hosted in the cloud instead of on an enterprise network. A core
concept of ISB is the use of Uniform Resource Identifiers (URIs) and policies to
control the routing of logic through applications and services in the cloud.
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The main benefits of the message-bus architectural style are:

® Extensibility. Applications can be added to or removed from the bus without
having an impact on the existing applications.

® Low complexity. Application complexity is reduced because each application
only needs to know how to communicate with the bus.

® Flexibility. The set of applications that make up a complex process, or the com-
munication patterns between applications, can be changed easily to match changes
in business or user requirements, simply through changes to the configuration or
parameters that control routing.

® Loose coupling. Aslong as applications expose a suitable interface for commu-
nication with the message bus, there is no dependency on the application itself,
allowing changes, updates, and replacements that expose the same interface.

® Scalability. Multiple instances of the same application can be attached to the bus
in order to handle multiple requests at the same time.

® Application simplicity. Although a message bus implementation adds complexity
to the infrastructure, each application needs to support only a single connection to
the message bus instead of multiple connections to other applications.

Consider the message bus architectural style if you have existing applications that
interoperate with each other to perform tasks, or you want to combine multiple
tasks into a single operation. This style is also appropriate if you are implementing
a task that requires interaction with external applications, or applications hosted in
different environments.

N-Tier / 3-Tier Architectural Style

N-tier and 3-tier are architectural deployment styles that describe the separation of
functionality into segments in much the same way as the layered style, but with each
segment being a tier that can be located on a physically separate computer. They
evolved through the component-oriented approach, generally using platform specific
methods for communication instead of a message-based approach.

N-tier application architecture is characterized by the functional decomposition of ap-
plications, service components, and their distributed deployment, providing improved
scalability, availability, manageability, and resource utilization. Each tier is completely
independent from all other tiers, except for those immediately above and below it. The
nth tier only has to know how to handle a request from the n+1th tier, how to forward
that request on to the n-1th tier (if there is one), and how to handle the results of the
request. Communication between tiers is typically asynchronous in order to support
better scalability.
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N-tier architectures usually have at least three separate logical parts, each located on
a separate physical server. Each part is responsible for specific functionality. When
using a layered design approach, a layer is deployed on a tier if more than one ser-
vice or application is dependent on the functionality exposed by the layer.

An example of the N-tier/3-tier architectural style is a typical financial Web appli-
cation where security is important. The business layer must be deployed behind a
firewall, which forces the deployment of the presentation layer on a separate tier in
the perimeter network. Another example is a typical rich client connected applica-
tion, where the presentation layer is deployed on client machines and the business
layer and data access layer are deployed on one or more server tiers.

The main benefits of the N-tier/3-tier architectural style are:

® Maintainability. Because each tier is independent of the other tiers, updates or
changes can be carried out without affecting the application as a whole.

® Scalability. Because tiers are based on the deployment of layers, scaling out an
application is reasonably straightforward.

® Flexibility. Because each tier can be managed or scaled independently, flexibility
is increased.

® Availability. Applications can exploit the modular architecture of enabling systems
using easily scalable components, which increases availability.

Consider either the N-tier or the 3-tier architectural style if the processing require-
ments of the layers in the application differ such that processing in one layer could
absorb sufficient resources to slow the processing in other layers, or if the security
requirements of the layers in the application differ. For example, the presentation
layer should not store sensitive data, while this may be stored in the business and
data layers. The N-tier or the 3-tier architectural style is also appropriate if you
want to be able to share business logic between applications, and you have suffi-
cient hardware to allocate the required number of servers to each tier.

Consider using just three tiers if you are developing an intranet application
where all servers are located within the private network; or an Internet applica-
tion where security requirements do not restrict the deployment of business logic
on the public facing Web or application server. Consider using more than three
tiers if security requirements dictate that business logic cannot be deployed to the
perimeter network, or the application makes heavy use of resources and you want
to offload that functionality to another server.
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Object-Oriented Architectural Style

Object-oriented architecture is a design paradigm based on the division of respon-
sibilities for an application or system into individual reusable and self-sufficient
objects, each containing the data and the behavior relevant to the object. An object-
oriented design views a system as a series of cooperating objects, instead of a set of
routines or procedural instructions. Objects are discrete, independent, and loosely
coupled; they communicate through interfaces, by calling methods or accessing
properties in other objects, and by sending and receiving messages. The key prin-
ciples of the object-oriented architectural style are:

® Abstraction. This allows you to reduce a complex operation into a generalization
that retains the base characteristics of the operation. For example, an abstract in-
terface can be a well-known definition that supports data access operations using
simple methods such as Get and Update. Another form of abstraction could be meta-
data used to provide a mapping between two formats that hold structured data.

® Composition. Objects can be assembled from other objects, and can choose to
hide these internal objects from other classes or expose them as simple interfaces.

® Inheritance. Objects can inherit from other objects, and use functionality in the
base object or override it to implement new behavior. Moreover, inheritance makes
maintenance and updates easier, as changes to the base object are propagated auto-
matically to the inheriting objects.

® Encapsulation. Objects expose functionality only through methods, properties,
and events, and hide the internal details such as state and variables from other
objects. This makes it easier to update or replace objects, as long as their interfaces
are compatible, without affecting other objects and code.

® Polymorphism. This allows you to override the behavior of a base type that
supports operations in your application by implementing new types that are
interchangeable with the existing object.

® Decoupling. Objects can be decoupled from the consumer by defining an abstract
interface that the object implements and the consumer can understand. This
allows you to provide alternative implementations without affecting consumers
of the interface.

Common uses of the object-oriented style include defining an object model that sup-
ports complex scientific or financial operations, and defining objects that represent real
world artifacts within a business domain (such as a customer or an order). The latter is
a process commonly implemented using the more specialized domain driven design
style, which takes advantage of the principles of the object-oriented style. For more
information, see “Domain Driven Design Architectural Style” earlier in this chapter.
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The main benefits of the object-oriented architectural style are that it is:

® Understandable. It maps the application more closely to the real world objects,
making it more understandable.

Reusable. It provides for reusability through polymorphism and abstraction.
Testable. It provides for improved testability through encapsulation.

Extensible. Encapsulation, polymorphism, and abstraction ensure that a change
in the representation of data does not affect the interfaces that the object exposes,
which would limit the capability to communicate and interact with other objects.

® Highly Cohesive. By locating only related methods and features in an object, and
using different objects for different sets of features, you can achieve a high level of
cohesion.

Consider the object-oriented architectural style if you want to model your application
based on real world objects and actions, or you already have suitable objects and classes
that match the design and operational requirements. The object-oriented style is also
suitable if you must encapsulate logic and data together in reusable components or you
have complex business logic that requires abstraction and dynamic behavior.

Service-Oriented Architectural Style

Service-oriented architecture (SOA) enables application functionality to be provided
as a set of services, and the creation of applications that make use of software services.
Services are loosely coupled because they use standards-based interfaces that can

be invoked, published, and discovered. Services in SOA are focused on providing a
schema and message-based interaction with an application through interfaces that are
application scoped, and not component or object-based. An SOA service should not be
treated as a component-based service provider.

The SOA style can package business processes into interoperable services, using a
range of protocols and data formats to communicate information. Clients and other
services can access local services running on the same tier, or access remote services
over a connecting network.

The key principles of the SOA architectural style are:

® Services are autonomous. Each service is maintained, developed, deployed, and
versioned independently.

® Services are distributable. Services can be located anywhere on a network, locally
or remotely, as long as the network supports the required communication protocols.

® Services are loosely coupled. Each service is independent of others, and can be
replaced or updated without breaking applications that use it as long as the inter-
face is still compatible.
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® Services share schema and contract, not class. Services share contracts and
schemas when they communicate, not internal classes.

e Compeatibility is based on policy. Policy in this case means definition of features
such as transport, protocol, and security.

Common examples of service-oriented applications include sharing information,
handling multistep processes such as reservation systems and online stores, exposing
industry specific data or services over an extranet, and creating mashups that com-
bine information from multiple sources.

The main benefits of the SOA architectural style are:

® Domain alignment. Reuse of common services with standard interfaces increases
business and technology opportunities and reduces cost.

® Abstraction. Services are autonomous and accessed through a formal contract,
which provides loose coupling and abstraction.

® Discoverability. Services can expose descriptions that allow other applications
and services to locate them and automatically determine the interface.

® Interoperability. Because the protocols and data formats are based on industry
standards, the provider and consumer of the service can be built and deployed
on different platforms.

® Rationalization. Services can be granular in order to provide specific functionality,
rather than duplicating the functionality in number of applications, which removes
duplication.

Consider the SOA style if you have access to suitable services that you wish to reuse;
can purchase suitable services provided by a hosting company; want to build applica-
tions that compose a variety of services into a single UL or you are creating Software
plus Services (5+5), Software as a Service (SaaS), or cloud-based applications. The
SOA style is suitable when you must support message-based communication between
segments of the application and expose functionality in a platform independent way,
when you want to take advantage of federated services such as authentication, or you
want to expose services that are discoverable through directories and can be used by
clients that have no prior knowledge of the interfaces.
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Additional Resources

To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

Evans, Eric. Domain-Driven Design: Tackling Complexity in the Heart of Software.
Addison-Wesley, 2004.

Nilsson, Jimmy. Applying Domain-Driven Design and Patterns: With Examples in C#
and NET. Addison-Wesley, 2006.
For more information about architectural styles, see the following resources:

® “An Introduction To Domain-Driven Design” at
http:/ /msdn.microsoft.com/en-us/magazine/dd419654.aspx.

® “Domain Driven Design and Development in Practice” at
http:/ /www.infoq.com /articles /ddd-in-practice.

® “Fear Those Tiers” at http:/ /msdn.microsoft.com/en-us/library/cc168629.aspx.

® “Layered Versus Client-Server” at
http:/ /msdn.microsoft.com/en-us/library /bb421529.aspx.

® “Message Bus” at http:/ /msdn.microsoft.com/en-us/library /ms978583.aspx.

® “Microsoft Enterprise Service Bus (ESB) Guidance” at

http:/ /www.microsoft.com/biztalk/solutions/soa/esb.mspx.
® “Separated Presentation” at
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A Technique for Architecture
and Design

Overview

This chapter describes an iterative technique that you can use to think about and
sketch out your potential architecture. It will help you to bring together the key
decisions discussed in this guide; including quality attributes, architecture styles,
application types, technologies, and deployment decisions.

The technique includes a series of five main steps, each of which breaks down into
individual considerations explained throughout the remainder of the guide. The
iterative process will help you to produce candidate solutions that you can further
refine by repeating the steps, finally creating an architecture design that best fits
your application. At the end of the process, you can review and communicate your
architecture to all interested parties.

Depending on your organization’s approach to software development, you may
revisit your architecture many times during the lifetime of a project. You can use this
technique to refine your architecture further, building on what you have learned in
the intervening period of spiking, prototyping, and actual development.

It is also important to realize that this is just one possible approach. There are many
other more formal approaches to defining, reviewing, and communicating your
architecture. Some are discussed briefly at the end of this chapter.

Inputs, Outputs, and Design Steps

The inputs to your design can help you to formalize the requirements and constraints
that your architecture must accommodate. Common inputs are use cases and usage
scenarios, functional requirements, non-functional requirements (including quality
attributes such as performance, security, reliability, and others), technological require-
ments, the target deployment environment, and other constraints.
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During the design process, you will create a list of the architecturally significant
use cases, the architecture issues that require special attention, and the candidate
architecture solutions that satisfy the requirements and constraints defined in the
design process. A common technique for refining the design over time, until it
satisfies all of the requirements and adheres to all of the constraints, is an iterative
technique consisting of the five major stages shown in Figure 1.
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Figure 1
The iterative steps for core architecture design activities
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The steps, described in more detail in the following sections, are:

1. Identify Architecture Objectives. Clear objectives help you to focus on your
architecture and on solving the right problems in your design. Precise objectives
help you to determine when you have completed the current phase, and when
you are ready to move to the next phase.

2. Key Scenarios. Use key scenarios to focus your design on what matters most,
and to evaluate your candidate architectures when they are ready.

3. Application Overview. Identify your application type, deployment architecture,
architecture styles, and technologies in order to connect your design to the real
world in which the application will operate.

4. Key Issues. Identify key issues based on quality attributes and crosscutting con-
cerns. These are the areas where mistakes are most often made when designing an
application.

5. Candidate Solutions. Create an architecture spike or prototype that evolves and
improves the solution and evaluate it against your key scenarios, issues, and deploy-
ment constraints before beginning the next iteration of your architecture.

This architectural process is meant to be an iterative and incremental approach. Your
first candidate architecture will be a high-level design that you can test against key
scenarios, requirements, known constraints, quality attributes, and the architecture
frame. As you refine your candidate architecture, you will learn more details about
the design and will be able to further expand key scenarios, your application over-
view, and your approach to issues.

Note: When taking an iterative approach to architecture, it is often tempting to iterate on horizontal
slices (layers) of the application rather than vertical slices that require you to think about functionality
across layers that comprise a complete feature (use case) for users. If you fail to iterate vertically, you
run the risk of implementing a great deal of functionality before your users can validate it.

You should not try to build your architecture in a single iteration. Each iteration
should add more detail. Do not get lost in the details, but instead focus on the major
steps and build a framework on which you can base your architecture and design.
The following sections provide guidelines and information on each of the steps.

Identify Architecture Objectives

Architecture objectives are the goals and constraints that shape your architecture and
design process, scope the exercise, and help you determine when you are finished.
Consider the following key points as you identify your architecture objectives:

® Identify your architecture goals at the start. The amount of time you spend in each
phase of architecture and design will depend on these goals. For example, are you
building a prototype, testing potential paths, or embarking on a long-running archi-
tectural process for a new application?
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® Identify who will consume your architecture. Determine if your design will be
used by other architects, or made available to developers and testers, operations
staff, and management. Consider the needs and experience of your audience to
make your resulting design more accessible to them.

® Identify your constraints. Understand your technology options and constraints,
usage constraints, and deployment constraints. Understand your constraints
at the start so that you do not waste time or encounter surprises later in your
application development process.

Scope and Time

Based on the high-level goals for your architecture, you can scope the amount of time
to spend on each of your design activities. For example, a prototype might only require
a few days to design, while a complete and fully detailed architecture for a complex
application could potentially take months to complete—and may involve architecture
and design over many iterations. Use your understanding of the objectives to deter-
mine how much time and energy to spend on each step, to gain an understanding of
what the outcome will look like, and to define clearly the purpose and priorities of
your architecture. Possible purposes might include:

Creating a complete application design.
Building a prototype.

Identifying key technical risks.

Testing potential options.

Building shared models to gain an understanding of the system.

Each of these will result in a different emphasis on design, and a varying time commit-
ment. For example, if you want to identify key risks in your authentication architecture,
you will spend much of your time and energy identifying authentication scenarios,
constraints on your authentication architecture, and possible authentication technology

choices. However, if you are in the early stages of considering the overall architecture
for an application, authentication will be only one of many other concerns for which
you address and document solutions.

Some examples of architecture activities are building a prototype to get feedback on
the order-processing UI for a Web application, testing different ways to map location
data to search results, building a customer order-tracking application, and design-
ing the authentication and authorization architecture for an application in order to
perform a security review.



Chapter 4: A Technique for Architecture and Design 41

Key Scenarios

In the context of architecture and design, a use case is a description of a set of
interactions between the system and one or more actors (either a user or another
system). A scenario is a broader and more encompassing description of a user’s
interaction with the system, rather than a path through a use case. When thinking
about the architecture of your system, the goal should be to identify several key
scenarios that will help you to make decisions about your architecture. The goal
is to achieve a balance between the user, business, and system goals (as shown in
Figure 1 of Chapter 1 “What is Software Architecture?”).

Key scenarios are those that are considered the most important scenarios for the success
of your application. Key scenarios can be defined as any scenario that meets one or
more of the following criteria:

® [t represents an issue—a significant unknown area or an area of significant risk.

® [t refers to an architecturally significant use case (described in the following
section).

It represents the intersection of quality attributes with functionality.
It represents a tradeoff between quality attributes.

For example, your scenarios covering user authentication may be key scenarios
because they are an intersection of a quality attribute (security) with important
functionality (how a user logs into your system). Another example would be a
scenario that centered on an unfamiliar or new technology.

Architecturally Significant Use Cases

Architecturally significant use cases have an impact on many aspects of your
design. These use cases are especially important in shaping the success of your appli-
cation. They are important for the acceptance of the deployed application, and

they must exercise enough of the design to be useful in evaluating the architecture.
Architecturally significant use cases are:

® Business Critical. The use case has a high usage level or is particularly impor-
tant to users or other stakeholders when compared to other features, or it implies
high risk.

® High Impact. The use case intersects with both functionality and quality attributes,
or represents a crosscutting concern that has an end-to-end impact across the layer
and tiers of your application. An example might be a Create, Read, Update, Delete
(CRUD) operation that is security-sensitive.
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After you have determined the architecturally significant use cases for your application,
you can use them as a way to evaluate the success or failure of candidate architectures.
If the candidate architecture addresses more use cases, or addresses existing use
cases more effectively, it will help usually indicate that this candidate architecture

is an improvement over the baseline architecture. For a definition of the term use
case, see “What is a Use Case?” at http:/ /searchsoftwarequality.techtarget.com/
sDefinition/0,,51d92_gci334062,00.html.

A good use case will intersect the user view, the system view, and the business
view of the architecture. Use these scenarios and use cases to test your design and
determine where any issues may be. Consider the following when thinking about
your use cases and scenarios:

e Early in the project, reduce risk by creating a candidate architecture that sup-
ports architecturally significant end-to-end scenarios that exercise all layers of
the architecture.

® Using your architecture model as a guide, make changes to your architecture,
design, and code to meet your scenarios, functional requirements, technological
requirements, quality attributes, and constraints.

® Create an architecture model based on what you know at the time, and define a
list of questions that must be addressed in subsequent stories and iterations.

® After you make sufficient significant changes to the architecture and design,
consider creating a use case that reflects and exercises these changes.

Application Overview

Create an overview of what your application will look like when it is complete.
This overview serves to make your architecture more tangible, connecting it to
real-world constraints and decisions. An application overview consists of the fol-
lowing activities:

1. Determine your application type. First, determine what type of application
you are building. Is it a mobile application, a rich client, a rich Internet appli-
cation, a service, a Web application, or some combination of these types? For
more details of the common application archetypes, see Chapter 20, “Choosing
an Application Type.”

2. Identify your deployment constraints. When you design your application
architecture, you must take into account corporate policies and procedures,
together with the infrastructure on which you plan to deploy your application.
If the target environment is fixed or inflexible, your application design must
reflect restrictions that exist in that environment. Your application design must
also take into account Quality-of-Service (QoS) attributes such as security and
reliability. Sometimes you must make design tradeoffs due to protocol restric-
tions and network topologies. By identifying the requirements and constraints
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that exist between the application architecture and infrastructure architecture
early in the design process, you can choose an appropriate deployment topol-
ogy and resolve conflicts between the application and the target infrastructure.
For more information about deployment scenarios, see Chapter 19, “Physical
Tiers and Deployment.”

3. Identify important architecture design styles. Determine which architecture
styles you will be using in your design. An architecture style is a set of principles.
You can think of it as a coarse-grained pattern that provides an abstract framework
for a family of systems. Each style defines a set of rules that specify the kinds of
components you can use to assemble a system, the kinds of relationships used in
their assembly, constraints on the way they are assembled, and assumptions about
the meaning of how you put them together. An architecture style improves parti-
tioning and promotes design reuse by providing solutions to frequently recurring
problems. Common architectural styles are Service Oriented Architecture (SOA),
client/server, layered, message-bus, and domain-driven design. Applications will
often use a combination of styles. For more information about the architectural
styles in common use today, see Chapter 3, “Architectural Patterns and Styles.”

4. Determine relevant technologies. Finally, identify the relevant technology
choices based on your application type and other constraints, and determine
which technologies you will use in your design. Key factors to consider are the
type of application you are developing, and your preferred options for applica-
tion deployment topology and architectural styles. The choice of technologies
will also be governed by organization policies, infrastructure limitations, resource
skills, and so on. The following section describes some of the common Microsoft
technologies for each type of application.

Relevant Technologies

When choosing the technologies you will use in your design, consider which will help
you to support your chosen architectural styles, your chosen application type, and the
key quality attributes for your application. For example, for the Microsoft platform, the
following list will help you understand which presentation, implementation, and com-
munication technologies are most suited to each type of application:

® Mobile Applications. You can use presentation-layer technologies such as the
.NET Compact Framework, ASP.NET for Mobile, and Silverlight for Mobile to
develop applications for mobile devices.

® Rich Client Applications. You can use combinations of Windows Presentation
Foundation (WPF), Windows Forms, and XAML Browser Application (XBAP)
presentation-layer technologies to develop applications with rich Uls that are
deployed and run on the client.

® Rich Internet Client Applications (RIA). You can use the Microsoft Silverlight™
browser plug-in, or Silverlight combined with AJAX, to deploy rich UI experiences
within a Web browser.
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® Web Applications. You can use ASP.NET Web Forms, AJAX, Silverlight controls,
ASP.NET MVC, and ASPNET Dynamic data to create Web applications.

® Service Applications. You can use Windows Communication Foundation (WCF)
and ASPNET Web services (ASMX) to create services that expose functionality to
external systems and service consumers.

For more details about the technologies available for different types of applications,
see the following topics in the appendices at the end of this guide:

® The Microsoft Application Platform
Presentation Technology Matrix
Data Access Technology Matrix
Integration Technology Matrix

Workflow Technology Matrix

Whiteboard Your Architecture

It is important that you are able to whiteboard your architecture. Whether you share
your whiteboard on paper, slides, or through another format, the key is to show the
major constraints and decisions in order to frame and start conversations. The value
is actually twofold. If you cannot whiteboard the architecture then it suggests that it
is not well understood. If you can provide a clear and concise whiteboard diagram,
others will understand it and you can communicate details to them more easily.
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Figure 2
Example of an architecture whiteboard showing a high-level design for a Web application
indicating the protocols and authentication methods it will use.
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Key Issues

Identify the issues in your application architecture to understand the areas where
mistakes are most likely to be made. Potential issues include the appearance of new
technologies, and critical business requirements. For example, “Can I swap from
one third party service to another?,” “Can I add support for a new client type?,”
“Can I quickly change my business rules relating to billing?,” and “Can I migrate to
a new technology for X?” While these factors are extremely generalized, they (and
other areas of risk) generally map in implementation terms to quality attributes and
crosscutting concerns.

Quality Attributes

Quality attributes are the overall features of your architecture that affect run-time
behavior, system design, and user experience. The extent to which the application
possesses a desired combination of quality attributes such as usability, performance,
reliability, and security indicates the success of the design and the overall quality of
the software application. When designing applications to meet any of these qualities,
it is necessary to consider the impact on other requirements; you must analyze the
tradeoffs between multiple quality attributes. The importance or priority of each
quality attribute differs from system to system; for example, in a line-of-business
(LOB) system, performance, scalability, security, and usability will be more impor-
tant than interoperability. Interoperability is likely to be far more important in a
shrink-wrap application than in a LOB application.

Quality attributes represent areas of concern that have the potential for application-
wide impact across layers and tiers. Some attributes are related to the overall system
design, while others are specific to run-time, design-time, or user-centric issues. Use
the following list to help you organize your thinking about the quality attributes,
and to understand which scenarios they are most likely to affect:

® System qualities. The overall qualities of the system when considered as a
whole; such as supportability and testability.

® Run-time qualities. The qualities of the system directly expressed at run-time;
such as availability, interoperability, manageability, performance, reliability,
scalability, and security.

® Design qualities. The qualities reflecting the design of the system; such as
conceptual integrity, flexibility, maintainability, and reusability.

® User qualities. The usability of the system.

For more information about ensuring that your design implements the appropriate
quality attributes, see Chapter 16 “Quality Attributes.”
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Crosscutting Concerns

Crosscutting concerns are the features of your design that may apply across all layers,
components, and tiers. These are also the areas in which high-impact design mistakes
are most often made. Examples of crosscutting concerns are:

® Authentication and Authorization. How you choose appropriate authentication
and authorization strategies, flow identity across layers and tiers, and store user
identities.

® Caching. How you choose an appropriate caching technology, determine what
data to cache, where to cache the data, and a suitable expiration policy.

® Communication. How you choose appropriate protocols for communication
across layers and tiers, design loose coupling across layers, perform asynchronous
communication, and pass sensitive data.

® Configuration Management. How you determine what information must be
configurable, where and how to store configuration information, how to protect
sensitive configuration information, and how to handle configuration information
in a farm or cluster.

® Exception Management. How you handle and log exceptions, and provide
notification when required.

® Logging and Instrumentation. How you determine which information to log, how
to make the logging configurable, and determine what level of instrumentation is
required.

e Validation. How you determine where and how to perform validation; the tech-
niques you choose for validating on length, range, format, and type; how you
constrain and reject input invalid values; how you sanitize potentially malicious
or dangerous input; and how you can define and reuse validation logic across
your application’s layers and tiers.

For more information about ensuring that your design correctly handles crosscutting
concerns, see Chapter 17 “Crosscutting Concerns.”

Designing for Issue Mitigation

By analyzing quality attributes and crosscutting concerns in relation to your design
requirements, you can focus on specific areas of concern. For example, the quality
attribute Security is obviously a vital factor in your design, and applies at many
levels and areas of the architecture. The relevant crosscutting concerns for security
provide guidance on specific areas where you should focus your attention. You can
use the individual crosscutting categories to divide your application architecture for
further analysis, and to help you identify application vulnerabilities. This approach
leads to a design that optimizes security aspects. Questions you might consider
when examining the crosscutting concerns for security are:
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® Auditing and Logging. Who did what and when? Is the application operat-
ing normally? Auditing refers to how your application records security-related
events. Logging refers to how your application publishes information about its
operation.

® Authentication. Who are you? Authentication is the process where one entity
definitively establishes the identity of another entity, typically with credentials
such as a username and password.

® Authorization. What can you do? Authorization refers to how your application
controls access to resources and operations.

® Configuration Management. What context does your application run under?
Which databases does it connect to? How is your application administered?
How are these settings protected? Configuration management refers to how
your application handles these operations and issues.

® Cryptography. How are you handling secrets (confidentiality)? How are you
tamper-proofing your data or libraries (integrity)? How are seeding random
values that must be cryptographically strong? Cryptography refers to how
your application enforces confidentiality and integrity.

® Exception Management. When a method call in your application fails, what
does your application do? How much information does it reveal? Does it return
friendly error messages to end users? Does it pass valuable exception informa-
tion back to the calling code? Does it fail gracefully? Does it help administrators
to perform root cause analysis of the fault? Exception management refers to how
you handle exceptions within your application.

® Input and Data Validation. How do you know that the input your application
receives is valid and safe? Does it constrain input through entry points and
encode output through exit points. Can it trust data sources such as databases
and file shares? Input validation refers to how your application filters, scrubs,
or rejects input before additional processing.

® Sensitive data. How does your application handle sensitive data? Does it protect
confidential user and application data? Sensitive data refers to how your applica-
tion handles any data that must be protected either in memory, over the network,
or in persistent stores.

® Session Management. How does your application handle and protect user sessions?
A session refers to a set of related interactions between a user and your application.

You can use these questions and answers to make key security design decisions
for your application, and document these are part of your architecture. For ex-
ample, Figure 3 shows the security issues identified in a typical Web application
architecture.
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Figure 3

Security issues identified in a typical Web application architecture.

Candidate Solutions

After you define the key issues, you can create your initial baseline architecture
and then start to fill in the details to produce a candidate architecture. Along the
way, you may use architectural spikes to explore specific areas of the design or to
validate new concepts. You then validate your new candidate architecture against

the key scenarios and requirements you have defined, before iteratively following the
cycle and improving the design.

Note: It is important, especially if your design and development is following an agile process, that

your iteration encompass both architecture and development activities. This avoids the big design
up front approach.
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Baseline and Candidate Architectures

A baseline architecture describes the existing system —it is how your system looks today.
If this is a new architecture, your initial baseline is the first high-level architectural
design from which candidate architectures will be built. A candidate architecture in-
cludes the application type, the deployment architecture, the architectural style,
technology choices, quality attributes, and crosscutting concerns.

As you evolve the design, ensure that at each stage you understand the key risks and
adapt your design to reduce them, optimize for effective and efficient communication
of design information, and build your architecture with flexibility and refactoring in
mind. You may need to modify your architecture a number of times, through several
iterations, candidate architectures, and by using multiple architectural spikes. If the
candidate architecture is an improvement, it can become the baseline from which
new candidate architectures can be created and tested.

This iterative and incremental approach allows you to get the big risks out of the
way first, iteratively render your architecture, and use architectural tests to prove
that each new baseline is an improvement over the last. Consider the following
questions to help you test a new candidate architecture that results from an archi-
tectural spike:

Does this architecture succeed without introducing any new risks?

Does this architecture mitigate more known risks than the previous iteration?
Does this architecture meet additional requirements?

Does this architecture enable architecturally significant use cases?

Does this architecture address quality attribute concerns?

Does this architecture address additional crosscutting concerns?

Architectural Spikes

An architectural spike is a test implementation of a small part of the application’s
overall design or architecture. The purpose is to analyze a technical aspect of a
specific piece of the solution in order to validate technical assumptions, choose
between potential designs and implementation strategies, or sometimes to estimate
implementation timescales.

Architectural spikes are often used as part of agile or extreme programming devel-
opment approaches but can be a very effective way to refine and evolve a solution’s
design regardless of the development approach adopted. By focusing on key parts
of the solution’s overall design, architectural spikes can be used to resolve impor-
tant technical challenges and to reduce overall risk and uncertainty in the solution’s
design.
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What to Do Next

After you complete the architecture-modeling activity, you can begin to refine the
design, plan tests, and communicate the design to others. Keep in mind the following
guidelines:

® If you capture your candidate architectures and architectural test cases in a
document, keep the document lightweight so that you can easily update it.
Such a document may include details of your objectives, application type,
deployment topology, key scenarios and requirements, technologies, quality
attributes, and tests.

® Use the quality attributes to help shape your design and implementation. For
example, developers should be aware of anti-patterns related to the identified
architectural risks, and use the appropriate proven patterns to help address
the issues.

e Communicate the information you capture to relevant team members and other
stakeholders. This may include your application development team, your test
team, and your network and system administrators.

Reviewing Your Architecture

Reviewing the architecture for your application is a critically important task in order
to reduce the cost of mistakes and to find and fix architectural problems as early

as possible. Architecture review is a proven, cost-effective way of reducing project
costs and the chances of project failure. Review your architecture frequently: at
major project milestones, and in response to other significant architectural changes.
Build your architecture with common review questions in mind, both to improve
your architecture and to reduce the time required for each review.

The main goal of an architecture review is to determine the feasibility of your baseline
and candidate architectures, and verify that the architecture correctly links the func-
tional requirements and the quality attributes with the proposed technical solution.
Additionally, it helps you to identify issues and recognize areas for improvement.

Scenario-Based Evaluations

Scenario-based evaluations are a powerful method for reviewing an architecture
design. In a scenario-based evaluation, the focus is on the scenarios that are most
important from the business perspective, and which have the greatest impact on the
architecture. Consider using one of the following common review methodologies:

® Software Architecture Analysis Method (SAAM). SAAM was originally
designed for assessing modifiability, but later was extended for reviewing
architecture with respect to quality attributes such as modifiability, portability,
extensibility, integratability, and functional coverage.
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® Architecture Tradeoff Analysis Method (ATAM). ATAM is a refined and improved
version of SAAM that helps you review architectural decisions with respect to the
quality attributes requirements, and how well they satisfy particular quality goals.

® Active Design Review (ADR). ADR is best suited for incomplete or in-progress
architectures. The main difference is that the review is more focused on a set of
issues or individual sections of the architecture at a time, rather than performing
a general review.

® Active Reviews of Intermediate Designs (ARID). ARID combines the ADR aspect
of reviewing in-progress architecture with a focus on a set of issues, and the ATAM
and SAAM approach of scenario-based review focused on quality attributes.

® Cost Benefit Analysis Method (CBAM). This CBAM focuses on analyzing the
costs, benefits, and schedule implications of architectural decisions.

® Architecture Level Modifiability Analysis (ALMA). ALMA evaluates the
modifiability of architecture for business information systems (BIS).

® Family Architecture Assessment Method (FAAM). FAAM evaluates information
system family architectures for interoperability and extensibility.

For information about techniques for analyzing and reviewing architecture designs,
see “Evaluating Software Architectures: Methods and Case Studies (SEI Series in Software
Engineering)” by Paul Clements, Rick Kazman, and Mark Klein (Addison-Wesley
Professional , ISBN-10: 020170482X, ISBN-13: 978-0201704822)

Representing and Communicating Your Architecture Design

Communicating your design is critical for architecture reviews, as well as to ensure it
is implemented correctly. You must communicate your architectural design to all the
stakeholders including the development team, system administrators and operators,
business owners, and other interested parties.

One way to think of an architectural view is as a map of the important decisions.
The map is not the terrain; instead, it is an abstraction that helps you to share and
communicate the architecture. There are several well-known methods for describing
architecture to others, including the following:

® 4+1. This approach uses five views of the complete architecture. Four of the
views describe the architecture from different approaches: the logical view (such
as the object model), the process view (such as concurrency and synchronization
aspects), the physical view (the map of the software layers and functions onto
the distributed hardware infrastructure), and the development view. A fifth view
shows the scenarios and use cases for the software. For more information, see
“Architectural Blueprints—The “4+1” View Model of Software Architecture” at
http:/ /www.cs.ubc.ca/~gregor/teaching /papers/4+1view-architecture.pdf.
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® Agile Modeling. This approach follows the concept that content is more impor-
tant than representation. This ensures that the models created are simple and
easy to understand, sufficiently accurate, and consistent. The simplicity of the
document ensures that there is active stakeholder participation in the modeling
of the artifact. For more information, see “Agile Modeling: Effective Practices for
eXtreme Programming and the Unified Process” by Scott Ambler (J. Wiley, ISBN-10:
0471202827, ISBN-13: 978-0471202820).

e IEEE 1471. IEEE 1471 is the short name for a standard formally known as
ANSI/IEEE 1471-2000, which enhance the content of an architectural descrip-
tion; in particular giving specific meaning to context, views, and viewpoints.
For more information, see “Recommended Practice for Architecture Description
of Software-Intensive Systems” at http:/ /standards.ieee.org/reading/ieee/
std_public/description/se/1471-2000_desc.html.

® Unified Modeling Language (UML). This approach represents three views of
a system model. The functional requirements view (functional requirements
of the system from the point of view of the user, including use cases); the static
structural view (objects, attributes, relationships, and operations including class
diagrams); and the dynamic behavior view (collaboration among objects and
changes to the internal state of objects, including includes sequence, activity,
and state diagrams). For more information, see “UML Distilled: A Brief Guide
to the Standard Object Modeling Language” by Martin Fowler (Addison-Wesley
Professional, ISBN-10: 0321193687, ISBN-13: 978-0321193681)

Additional Resources

Ambler, Scott. Agile Modeling: Effective Practices for eXtreme Programming and the
Unified Process. J. Wiley, 2002.

Clements, Paul, Rick Kazman, and Mark Klein. Evaluating Software Architectures:
Methods and Case Studies (SEI Series in Software Engineering). Addison-Wesley
Professional, 2001.

Fowler, Martin. UML Distilled: A Brief Guide to the Standard Object Modeling Language.
Addison-Wesley Professional, 2003.
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Design Fundamentals

This section of the guide contains a series of topics that will help you to understand
the fundamentals of layered architecture, and provide practical guidance for some
of the typical layers used by most applications, such as presentation, business, data,
and service layers. This section contains the following chapters:

® Chapter 5, “Layered Application Guidelines”
Chapter 6, “Presentation Layer Guidelines”
Chapter 7, “Business Layer Guidelines”
Chapter 8, “Data Layer Guidelines”

Chapter 9, “Service Layer Guidelines”

Typically, each layer will contain of number of components. As you design the
components in each layer, you must consider a range of factors that will affect the
overall success of your design. This section of the guide contains guidance to help
you design your components to avoid the commonly found issues, and to follow
best practice. For more details, see the following chapters:

e Chapter 10, “Component Guidelines”

Chapter 11, “Designing Presentation Components”
Chapter 12, “Designing Business Components”
Chapter 13, “Designing Business Entities”

Chapter 14, “Designing Workflow Components”

Chapter 15, “Designing Data Components”

The overall quality and the subsequent success and of your application design
depends on how well it addresses a range of quality attributes such as security,
reusability, performance, and maintainability. In addition, your application is
likely to contain crosscutting functionality such as exception handling, caching,
and logging. This section contains guidance on how you should address quality
attributes and design for crosscutting concerns in your applications. See the fol-
lowing chapters for more information:

e Chapter 16, “Quality Attributes”
® Chapter 17, “Crosscutting Concerns”
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When designing an application, particularly a distributed application, designing an
appropriate communication infrastructure is a key to the success of the design. This
section of the guide will also help you to understand communication requirements
and implement designs that provide the appropriate levels of decoupling, security,
and performance. For more information, see Chapter 18, “Communication and
Messaging.”

Finally, you must consider how you will deploy your application, and take into
account any constraints implied by the physical infrastructure, networking, and
other facilities that will support the application at runtime. The final chapter in this
section discusses physical deployment scenarios, and describes some of the issues
you will encounter, such as security, when employing a multi-tiered deployment
model. For more information, see Chapter 19, “Physical Tiers and Deployment.”



Layered Application Guidelines

Overview

This chapter discusses the overall structure for applications in terms of the logical
grouping of components into separate layers that communicate with each other
and with other clients and applications. Layers are concerned with the logical divi-
sion of components and functionality, and do not take into account the physical
location of components. Layers can be located on different tiers, or they may reside
on the same tier. In this chapter, you will learn how to divide your applications into
separate logical parts, how to choose an appropriate functional layout for your appli-
cations, and how applications can support multiple client types. You will also learn
about services that you can use to expose logic in your layers.

Note: It is important to understand the distinction between layers and tiers. Layers describe the
logical groupings of the functionality and components in an application; whereas tiers describe the
physical distribution of the functionality and components on separate servers, computers, networks,
or remote locations. Although both layers and tiers use the same set of names (presentation, busi-
ness, services, and data), remember that only tiers imply a physical separation. It is quite common
to locate more than one layer on the same physical machine (the same tier). You can think of the
term tier as referring to physical distribution patterns such as two-tier, three-tier, and n-tier. For more
information about physical tiers and deployment, see Chapter 19, “Physical Tiers and Deployment.”
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Logical Layered Design

Irrespective of the type of application that you are designing, and whether it has

a user interface or it is a services application that only exposes services (not to be
confused with services layer of an application), you can decompose the design into
logical groupings of software components. These logical groupings are called layers.
Layers help to differentiate between the different kinds of tasks performed by the
components, making it easier to create a design that supports reusability of compo-
nents. Each logical layer contains a number of discrete component types grouped
into sub layers, with each sub layer performing a specific type of task.

By identifying the generic types of components that exist in most solutions, you can
construct a meaningful map of an application or service, and then use this map as

a blueprint for your design. Dividing an application into separate layers that have
distinct roles and functionalities helps you to maximize maintainability of the code,
optimize the way that the application works when deployed in different ways, and
provides a clear delineation between locations where certain technology or design
decisions must be made.

Presentation, Business, and Data Layers

At the highest and most abstract level, the logical architecture view of any system
can be considered as a set of cooperating components grouped into layers. Figure 1
shows a simplified, high level representation of these layers and their relationships
with users, other applications that call services implemented within the applica-
tion’s business layer, data sources such as relational databases or Web services that
provide access to data, and external or remote services that are consumed by the
application.
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The logical architecture view of a layered system

These layers may be located on the same physical tier, or may be located on separate
tiers. If they are located on separate tiers, or separated by physical boundaries, your
design must accommodate this. For more information, see Design Steps for a Layered
Structure later in this chapter.
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As shown in Figure 1, an application can consist of a number of basic layers. The
common three-layer design shown in Figure 1 consists of the following layers:

® Presentation layer. This layer contains the user oriented functionality responsible
for managing user interaction with the system, and generally consists of compo-
nents that provide a common bridge into the core business logic encapsulated in
the business layer. For more information about designing the presentation layer,
see Chapter 6, “Presentation Layer Guidelines.” For more information about
designing presentation components, see Chapter 11, “Designing Presentation
Components.”

® Business layer. This layer implements the core functionality of the system, and
encapsulates the relevant business logic. It generally consists of components,
some of which may expose service interfaces that other callers can use. For more
information about designing the business layer, see Chapter 7, “Business Layer
Guidelines.” For more information about designing business components, see
Chapter 12, “Designing Business Components.”

® Data layer. This layer provides access to data hosted within the boundaries of the
system, and data exposed by other networked systems; perhaps accessed through
services. The data layer exposes generic interfaces that the components in the
business layer can consume. For more information about designing the data layer,
see Chapter 8, “Data Layer Guidelines.” For more information about designing
data components, see Chapter 15, “Designing Data Components.”

Services and Layers

From a high level perspective, a service-based solution can be seen as being com-
posed of multiple services, each communicating with the others by passing messages.
Conceptually, the services can be seen as components of the overall solution. However,
internally, each service is made up of software components, just like any other applica-
tion, and these components can be logically grouped into presentation, business, and
data layers. Other applications can make use of the services without being aware of the
way they are implemented. The layered design principles discussed in the previous
section apply equally to service-based solutions.

Services Layer

When an application must provide services to other applications, as well as imple-
menting features to support clients directly, a common approach is to use a services
layer that exposes the business functionality of the application, as shown in Figure 2.
The services layer effectively provides an alternative view that allows clients to use a
different channel to access the application.
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Figure 2
Incorporating a services layer in an application

In this scenario, users can access the application through the presentation layer, which
communicates either directly with the components in the business layer; or through
an application facade in the business layer if the communication methods require
composition of functionality. Meanwhile, external clients and other systems can
access the application and make use of its functionality by communicating with

the business layer through service interfaces. This allows the application to better
support multiple client types, and promotes re-use and higher level composition of
functionality across applications.
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In some cases, the presentation layer may communicate with the business layer through
the services layer. However, this is not an absolute requirement. If the physical deploy-
ment of the application locates the presentation layer and the business layer on the
same tier, they may communicate directly. For more information about designing the
services layer, see Chapter 9, “Service Layer Guidelines.” For more information about
communication between layers, see Chapter 18, “Communication and Messaging.”

Design Steps for a Layered Structure

When starting to design an application, your first task is to focus on the highest level
of abstraction and start by grouping functionality into layers. Next, you must define
the public interface for each layer, which depends on the type of application you are
designing. Once you have defined the layers and interfaces, you must determine how
the application will be deployed. Finally, you choose the communication protocols

to use for interaction between the layers and tiers of the application. Although your
structure and interfaces may evolve over time, especially if you use agile develop-
ment, these steps will ensure that you consider the important aspects at the start of
the process. A typical series of design steps is the following:

Step 1 — Choose Your Layering Strategy

Step 2 — Determine the Layers You Require

Step 3 — Decide How to Distribute Layers and Components
Step 4 — Determine If You Need to Collapse Layers

Step 5 — Determine Rules for Interaction between Layers
Step 6 — Identify Cross Cutting Concerns

Step 7 — Define the Interfaces between Layers

Step 8 — Choose Your Deployment Strategy

Step 9 — Choose Communication Protocols

Step 1 - Choose Your Layering Strategy

Layering represents the logical separation of an application’s components into groups
that represent distinct roles and functionality. Using a layered approach can improve
the maintainability of your application and make it easier to scale out when necessary
to improve performance. There are many different ways to group related functionality
into layers. However, separating an application into too few or too many layers can
add unnecessary complexity; and can decrease the overall performance, maintain-
ability, and flexibility. Determining the granularity of layering appropriate for your
application is a critical first step in determining your layering strategy.
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You must also consider whether you are implementing layering in order to achieve
purely logical separation of functionality, or in order to potentially achieve physical
separation as well. Crossing layer boundaries imposes a local performance overhead,
especially for boundaries between physically remote components. However, the
overall increase in the scalability and flexibility of your application can far outweigh
this performance overhead. In addition, layering can make it easier to optimize the
performance of individual layers without affecting adjacent layers.

In the case of logical layering, interacting application layers will be deployed on the
same tier and operate within the same process, which allows you to take advantage
of higher performance communication mechanisms such as direct calls through com-
ponent interfaces. However, in order to maintain the advantages of logical layering
and ensure flexibility for the future, you must be careful to maintain encapsulation
and loose coupling between the layers.

For layers that are deployed to separate tiers (separate physical machines), communica-
tion with adjacent layers will occur over a connecting network, and you must ensure
that the design you choose supports a suitable communication mechanism that takes
account of communication latency and maintains loose coupling between layers.

Determining which of your application layers are likely to be deployed to separate
tiers, and which are likely to be deployed to the same tier, is also an important part
of your layering strategy. To maintain flexibility, always ensure that interaction
between layers is loosely coupled. This allows you to take advantage of the higher
performance available when layers are located on the same tier, while allowing you
to deploy them to multiple tiers if and when required.

Adopting a layered approach can add some complexity, and may increase initial
development time, but if implemented correctly will significantly improve the
maintainability, extensibility, and flexibility of your application. You must consider
the trade off of reusability and loose coupling that layers provide against their
impact on performance and the increase in complexity. Carefully considering how
your application is layered, and how the layers will interact with each other, will
ensure a good balance between performance and flexibility. In general, the gain

in flexibility and maintainability provided by a layered design far outweighs the
marginal improvement in performance that you might gain from a closely coupled
design that does not use layers.

For a description of the common types of layers, and guidance on deciding which
layers you need, see the section “Logical Layered Design” earlier in this chapter.
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Step 2 - Determine the Layers You Require

There are many different ways to group related functionality into layers. The most
common approach in business applications is to separate presentation, services,
business, and data access functionality into separate layers. Some applications also
introduce reporting, management, or infrastructure layers.

Be careful when adding additional layers, and do not add them if they do not provide
a logical grouping of related components that manifestly increases the maintainability,
scalability, or flexibility of your application. For example, if your application does not
expose services, a separate service layer may not be required and you may just have
presentation, business, and data access layers.

Step 3 - Decide How to Distribute Layers and Components

You should distribute layers and components across separate physical tiers only
where this is necessary. Common reasons for implementing distributed deployment
include security policies, physical constraints, shared business logic, and scalability.

® In Web applications, if your presentation components access your business com-
ponents synchronously, consider deploying the business layer and presentation
layer components on the same physical tier to maximize performance and ease
operational management, unless security restrictions require a trust boundary
between them.

® In rich client applications, where the UI processing occurs on the desktop, you
may prefer to deploy the business components in a physically separate business
tier for security reasons, and to ease operational management.

® Deploy business entities on the same physical tier as the code that uses them. This
may mean deploying them in more than one place; for example, placing copies on
a physically separated presentation tier or data tier where that logic makes use of
or references the business entities. Deploy service agent components on the same
tier as the code that calls the components, unless security restrictions require a
trust boundary between them.

® Consider deploying asynchronous business components, workflow components,
and services that have similar load and I/O characteristics on a separate physical
tier so that you can fine tune that infrastructure to maximize performance and
scalability.
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Step 4 - Determine If You Need to Collapse Layers

In some cases, it makes sense to collapse or relax layers. For example, an application
with very limited business rules, or one that uses rules mainly for validation, might
implement both the business and presentation logic in a single layer. In an applica-
tion that pulls data from a Web service and displays that data, it may make sense to
simply add a Web service references directly to the presentation layer and consume
the Web service data directly. In this case, you are logically combining the data access
and presentation layers.

These are just some examples of where it might make sense to collapse layers. However,
the general rule is that you should always group functionality into layers. In some
cases, one layer may act as a proxy or pass-through layer that provides encapsula-
tion and loose coupling without providing a great deal of functionality. However, by
separating that functionality, you can extend it later with little or no impact on other
layers in the design.

Step 5 — Determine Rules for Interaction Between Layers

When it comes to a layering strategy, you must define rules for how the layers will
interact with each other. The main reasons for specifying interaction rules are to
minimize dependencies and eliminate circular references. For example, if two layers
each have a dependency on components in the other layer you have introduced a
circular dependency. As a result, a common rule to follow is to allow only one way
interaction between the layers using one of the following approaches:

® Top-down interaction. Higher level layers can interact with layers below, but a
lower level layer should never interact with layers above. This rule will help you
to avoid circular dependencies between layers. You can use events to make com-
ponents in higher layers aware of changes in lower layers without introducing
dependencies.

® Strict interaction. Each layer must interact with only the layer directly below. This
rule will enforce strict separation of concerns where each layer knows only about
the layer directly below. The benefit of this rule is that modifications to the interface
of the layer will only affect the layer directly above. Consider using this approach if
you are designing an application that will be modified over time to introduce new
functionality and you want to minimize the impact of those changes, or you are
designing an application that may be distributed across different physical tiers.

® Loose interaction. Higher level layers can bypass layers to interact with lower level
layers directly. This can improve performance, but will also increase dependencies.
In other words, modification to a lower level layer can affect multiple layers above.
Consider using this approach if you are designing an application that you know will
not be distributed across physical tiers (for example, a stand-alone rich client appli-
cation), or you are designing a small application where changes that affect multiple
layers can be managed with minimal effort.
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Step 6 - Identify Cross Cutting Concerns

After you define the layers, you must identify the functionality that spans layers.
This functionality is often described as crosscutting concerns, and includes logging,
caching, validation, authentication, and exception management. It is important to
identify each of the crosscutting concerns in your application, and design separate
components to manage these concerns where possible. This approach helps you to
achieve of better reusability and maintainability.

Avoid mixing the crosscutting code with code in the components of each layer, so
that the layers and their components only make calls to the crosscutting components
when they must carry out an action such as logging, caching, or authentication. As
the functionality must be available across layers, you must deploy crosscutting com-
ponents in such a way that they are accessible to all the layers—even when the layers
are located on separate physical tiers.

There are different approaches to handling crosscutting functionality, from common
libraries such as the patterns & practices Enterprise Library to Aspect Oriented
Programming (AOP) methods where metadata is used to insert crosscutting code
directly into the compiled output. For more information about crosscutting concerns,
see Chapter 17, “Crosscutting Concerns.”

Step 7 - Define the Interfaces between Layers

When you define the interface for a layer, the primary goal is to enforce loose coupling
between layers. What this means is that a layer should not expose internal details on
which another layer could depend. Instead, the interface to a layer should be designed
to minimize dependencies by providing a public interface that hides details of the
components within the layer. This hiding is called abstraction, and there are many
different ways to implement it. The following design approaches can be used to
define the interface to a layer:

® Abstract interface. This can be accomplished by defining an abstract base class
or code interface class that acts as a type definition for concrete classes. The type
defines a common interface that all consumers of the layer use to interact with
the layer. This approach also improves testability, because you can use test objects
(sometimes referred to as mock objects) that implement the abstract interface.

® Common design type. Many design patterns define concrete object types that
represent an interface into different layers. These object types provide an abstrac-
tion that hides details related to the layer. For example, the Table Data Gateway
pattern defines object types that represent tables in a database and are responsible
for implementing the SQL queries required to interact with the data. Consumers of
the object have no knowledge of the SQL queries, or the details of how the object
connects to the database and executes commands. Many design patterns are based
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on abstract interfaces but some are based on concrete classes instead, and most of
the appropriate patterns such as Table Data Gateway are well documented in this
respect. Consider using common design types if you want a fast and easy way to
implement the interface to your layer, or if you are implementing a design pattern
for the interface to your layer.

® Dependency inversion. This is a programming style where abstract interfaces
are defined external to, or independent of, any layers. Instead of one layer
being dependent on another, both layers depend upon common interfaces. The
Dependency Injection pattern is a common implementation of dependency
inversion. With dependency injection, a container defines mappings that specify
how to locate components that another component may depend upon, and the
container can create and inject these dependent components automatically. The
dependency inversion approach provides flexibility and can help to implement a
pluggable design because the dependencies are composed through configuration
rather than code. It also maximizes testability because you can easily inject con-
crete test classes into different layers of the design.

® Message-based. Instead of interacting directly with components in other layers
by calling methods or accessing properties of these objects, you can use message-
based communication to implement interfaces and provide interaction between
layers. There are several messaging solutions such as Windows Communication
Foundation, Web services, and Microsoft Message Queuing that support inter-
action across physical and process boundaries. However, you can also combine
abstract interfaces with a common message type used to define data structures
for the interaction. The key difference with a message-based interface is that the
interaction between layers uses a common structure that encapsulates all the
details of the interaction. This structure can define operations, data schemas,
fault contracts, security information, and many other structures related to com-
munication between layers. Consider using a message-based approach if you are
implementing a Web application and defining the interface between the presen-
tation layer and business layer, you have an application layer that must support
multiple client types, or you want to support interaction across physical and
process boundaries. Also, consider a message-based approach if you want to
formalize the interaction with a common structure, or you want to interact with
a stateless interface where state information is carried with the message.

To implement the interaction between the presentation layer of a Web application
and the business logic layer, the recommendation is to use a message-based interface.
If the business layer does not maintain state between calls (in other words, each call
between the presentation layer and business layer represents a new context), you can
pass context information along with the request and provide a common model for
exception and error handling in the presentation layer.
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Step 8 — Choose Your Deployment Strategy

There are several common patterns that represent application deployment structures
found in most solutions. When it comes to determining the best deployment solution
for your application, it helps to first identify the common patterns. Once you have a
good understanding of the different patterns, you then consider scenarios, require-
ments, and security constraints to choose the most appropriate pattern or patterns.
For more information on deployment patterns, see Chapter 19, “Physical Tiers and
Deployment.”

Step 9 - Choose Communication Protocols

The physical protocols used for communication across layers or tiers in your design
play a major role in the performance, security, and reliability of the application. The
choice of communication protocol is even more important when considering dis-
tributed deployment. When components are located on the same physical tier, you
can often rely on direct communication between these components. However, if you
deploy components and layers on physically separate servers and client machines—
as is likely in most scenarios—you must consider how the components in these layers
will communicate with each other efficiently and reliably. For more information on
communication protocols and technologies, see Chapter 18, “Communication and
Messaging.”



Presentation Layer Guidelines

Overview

This chapter describes the key guidelines for designing the presentation layer of an
application. It will help you to understand how the presentation layer fits into the
typical layered application architecture, the components it usually contains, and the
key issues you face when designing the presentation layer. You will see guidelines
for design, the recommended design steps, relevant design patterns, and technology
options.

The presentation layer contains the components that implement and display the user
interface and manage user interaction. This layer includes controls for user input and
display, in addition to components that organize user interaction. Figure 1 shows
how the presentation layer fits into a common application architecture.
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Figure 1

A typical application showing the presentation layer and the components it may contain

The presentation layer will usually include the following:

® User Interface components. These are the application’s visual elements used to
display information to the user and accept user input.

® Presentation Logic components. Presentation logic is the application code that
defines the logical behavior and structure of the application in a way that is inde-
pendent of any specific user interface implementation. When implementing the
Separated Presentation pattern, the presentation logic components may include
Presenter, Presentation Model, and ViewModel components. The presentation layer
may also include Presentation Layer Model components that encapsulate the data
from your business layer, or Presentation Entity components that encapsulate busi-
ness logic and data in a form that is easily consumable by the presentation layer.
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For more information about the components commonly used in the presentation layer,
see Chapter 10, “Component Guidelines.” For information about designing presenta-
tion layer components, see Chapter 11, “Designing Presentation Components.”

General Design Considerations

There are several key factors that you should consider when designing your pre-
sentation layer. Use the following principles to ensure that your design meets the
requirements for your application, and follows best practices:

® Choose the appropriate application type. The application type you choose will
have considerable impact on your options for the presentation layer. Determine if
you will implement a rich (smart) client, a Web client, or a rich Internet application
(RIA). Base your decision on application requirements, and on organizational and
infrastructure constraints. For information on the main application archetypes, and
their benefits and liabilities, see Chapter 20, “Choosing an Application Type.”

® Choose the appropriate Ul technology. Different application types provide
different sets of technologies that you can use to develop the presentation layer.
Each technology type has distinct advantages that can affect your ability to
create a suitable presentation layer design. For information on the technologies
available for each application type, see Appendix B “Presentation Technology
Matrix.”

® Use the relevant patterns. Review the presentation layer patterns (listed at the
end of this chapter) for proven solutions to common presentation problems. Keep
in mind that not all patterns apply equally to all archetypes. However, the general
pattern of Separated Presentation, which separates presentation specific concerns
from the underlying application logic, applies to all application types. Specific
patterns such as MVC, MVP, and Supervising Presenter are commonly used in
presentation layer design of rich client applications and RIAs. Variants of the
Model-View-Controller (MVC) and Model-View-Presenter (MVP) patterns
can be used in Web applications.

® Design for separation of concerns. Use dedicated UI components that focus on
rendering, display, and user interaction. Consider using dedicated presentation logic
components to manage the processing of user interaction where this is complex or
where you want to be able to unit test it. Also, consider using dedicated presentation
entities to represent your business logic and data in a form that is easily consumable
by your Ul and presentation logic components. Presentation entities encapsulate
within the presentation layer the business logic and data from your business layer,
for use in much the same way as business entities are used in the business layer. For
more information about the different types of presentation layer components you
may use, see Chapter 11, “Designing Presentation Components.”
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® Consider human interface guidelines. Implement your organization’s guidelines
for Ul design, including factors such as accessibility, localization, and usability
when designing the presentation layer. Review established UI guidelines for
interactivity, usability, system compatibility, conformance, and relevant Ul
design patterns based on the client type and the technologies that you choose,
and apply those applicable to your application design and requirements.

® Adhere to user driven design principles. Before designing your presentation
layer, understand your customer. Use surveys, usability studies, and interviews to
determine the best presentation design to meet your customer’s requirements.

Specific Design Issues

There are several common issues that you must consider as your develop your
design. These issues can be categorized into specific areas of the design. The
following sections provide guidelines for the common areas where mistakes
are most often made:

Caching
Communication
Composition

Exception Management
Navigation

User Experience

User Interface
Validation

Caching

Caching is one of the best mechanisms you can use to improve application perfor-
mance and Ul responsiveness. You can use data caching in the presentation layer
to optimize data lookups and avoid network round trips, and to store the results
of expensive or repetitive processes to avoid unnecessary duplicated processing.
Consider the following guidelines when designing your caching strategy:

® Choose the appropriate location for your cache, such as in memory or on disk.
If your application is deployed in Web farm, avoid using local caches that must
be synchronized. In general, for Web and application farm deployments, con-
sider using a transactional resource manager such as Microsoft SQL Server®,
or a product that supports distributed caching such as the Danga Interactive
“Memcached” technology or the Microsoft “Velocity” caching mechanism.
However, if the variation between individual servers is not critical, or the data
changes very slowly, in-memory caching may be appropriate.
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® Consider caching data in a ready to use format when working with an in-memory
cache. For example, use a specific object instead of caching raw database data.
However, avoid caching volatile data as the cost of caching may exceed that of rec-
reating or fetching the data again if it constantly changes.

Do not cache sensitive data unless you encrypt it.

Do not depend on data still being in your cache; it may have been removed.
Also, consider that the cached data may be stale. For example, when conducting
a business transaction, you may want to fetch the most recent data to apply to
the transaction rather than use what is in the cache.

® Consider authorization rights for cached data. Only cache data for which you can
apply appropriate authorization if users in different roles may access the data.

e If you are using multiple threads, ensure that all access to the cache is thread-safe.

For more information on caching techniques, see Chapter 17, “Crosscutting Concerns.”

Communication

Handle long-running requests with user responsiveness in mind, as well as code
maintainability and testability. Consider the following guidelines when designing
request processing:

® Consider using asynchronous operations or worker threads to avoid blocking
the UI for long-running actions in Windows Forms and WPF applications. In
ASP.NET, consider using AJAX to perform asynchronous requests. Provide feed-
back to the user on the progress of the long running action. Consider allowing
the user to cancel the long running action.

Avoid mixing your Ul processing and rendering logic.

When making expensive calls to remote sources or layers, such as when calling
Web services or querying a database, consider if it makes more sense to make
these calls chatty (many smaller requests) or chunky (one large request). If the
user requires a large volume of data to complete a task, consider retrieving just
what is required for display and to get started, then incrementally retrieve the
additional data on a background thread or as the user requires it (data paging
and Ul virtualization are examples of this approach). Consider using larger,
chunky calls when the user does not have to wait for the call to complete.

Composition

Consider whether your application will be easier to develop and maintain if the
presentation layer uses independent modules and views that are composed at run
time. Ul composition patterns support the creation of views and the presentation
layout at run time. These patterns also help to minimize code and library depen-
dencies that would otherwise force recompilation and redeployment of a module
when the dependencies change. Composition patterns help you to implement
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sharing, reuse, and replacement of presentation logic and views. Consider the
following guidelines when designing your UI composition strategy:

Avoid dependencies between components. For example, use abstraction patterns
when possible to avoid issues with maintainability. Consider patterns that sup-
port run-time dependency injection.

Consider creating templates with placeholders. For example, use the Template
View pattern to compose dynamic Web pages in order to ensure reuse and
consistency.

Consider composing views from reusable modular parts. For example, use
the Composite View pattern to build a view from modular, atomic component
parts. Consider decoupling for your application by using separate modules
that can be added easily.

Be cautious when using layouts generated dynamically at run time, which can be
difficult to load and maintain. Investigate patterns and third-party libraries that
support dynamic layout and injection of views and presentation at runtime.

When communicating between presentation components, consider using loosely
coupled communication patterns such as Publish/Subscribe. This will lower the
coupling between the components and improve testability and flexibility.

Exception Management

Design a centralized exception management mechanism for your application that
catches and manages unexpected exceptions (exceptions that you cannot recover from
locally) in a consistent way. Pay particular attention to exceptions that propagate across
layer or tier boundaries, as well as exceptions that cross trust boundaries. Consider the
following guidelines when designing your exception management strategy:

Provide user friendly error messages to notify users of errors in the application,
but ensure that you avoid exposing sensitive data in error pages, error messages,
log files, and audit files. Attempt to leave the application in a consistent state if
possible, or consider terminating it if this is not possible.

Ensure that you catch exceptions that will not be caught elsewhere (such as in a
global error handler), and clean up resources and state after an exception occurs.

A global exception handler that displays a global error page or an error message is
useful for all unhandled exceptions. Unhandled exceptions generally likely indicate
that the system is in an inconsistent state and may need to be gracefully shut down.

Differentiate between system exceptions and business errors. In the case of business
errors, display a user friendly error message and allow the user to retry the opera-
tion. In the case of system exceptions, check to see if an issue such as a service or
database failure caused the exception, display a user friendly error message, and
log the error message to assist in troubleshooting.

Only catch exceptions that you can handle, and avoid the use of custom exceptions
when not necessary. Do not use exceptions to control application logic flow.
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For more information on exception management techniques, see Chapter 17,
“Crosscutting Concerns.”

Navigation

Design your navigation strategy so that users can navigate easily through your screens
or pages, and so that you can separate navigation from presentation and UI processing.
Ensure that you display navigation links and controls in a consistent way throughout
your application to reduce user confusion and to hide application complexity. Consider
the following guidelines when designing your navigation strategy:

® Design toolbars and menus to help users find functionality provided by the UL

® Consider using wizards to implement navigation between forms in a predictable
way, and determine how you will preserve navigation state between sessions if
this is necessary.

® Avoid duplication of logic for navigation event handlers, and avoid hard-coding
navigation paths where possible. Consider using the Command pattern to handle
common actions from multiple sources.

User Experience

Good user experience can make the difference between a usable and unusable applica-
tion. Perceived performance is much more important than actual performance and so
expectation management and knowledge of the patterns of user interaction are essen-
tial. For example, users might not mind waiting longer for a page to load if they get
feedback on when the page is likely to be loaded, and this wait time does not interfere
with their activities. In other situations, a very short delay—even fractions of a second
for some UI actions—can make the application feel unresponsive. Consider conducting
usability studies, surveys, and interviews to understand what users require and expect
from your application, and design to achieve an efficient UI with these results in mind.
Consider the following guidelines when designing for user experience:

® Do not design overloaded or over complex interfaces. Provide a clear path through
the application for each key user scenario, and consider using colors and noninva-
sive animations to draw the user’s attention to important changes in the UI, such as
state changes.

Provide helpful and informative error messages, without exposing sensitive data.

For actions that might take longer to complete, try to avoid blocking the user. At a
minimum, provide feedback on the progress of the action, and consider if the user
should be able to cancel the process.

® Consider empowering the user by providing flexibility and customization of the
UI through configuration and, where appropriate, personalization.
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® Consider how you will support localization and globalization, even if this is not
a primary requirement in the initial design. Attempting to add support for local-
ization and globalization once the design is complete can involve a great deal of
rework and refactoring.

User Interface

Design a suitable user interface to support your data input and data validation
requirements. For maximum usability, follow the established guidelines defined by
your organization, and the many established industry usability guidelines that are
based on years of user research into input design and mechanisms. When choosing
a layout strategy for your user interface, consider whether you will have a separate
team of designers building the layout, or whether the development team will create
the UL If designers will be creating the UI, choose a layout approach that does not
require code or the use of development focused tools. Consider the following guide-
lines when designing your user interface:

® Consider using a Separated Presentation pattern such as MVP to separate the lay-
out design from interface processing. Use templates to provide a common look and
feel to all of the Ul screens, and maintain a common look and feel for all elements
of your UI to maximize accessibility and ease of use. Avoid over complex layouts.

® Consider using forms-based input controls for data collection tasks, a document-
based input mechanism for collecting more free form input such as text or drawing
documents, or a wizard-based approach for more sequenced or workflow driven
data collection tasks.

® Avoid using hard-coded strings, and using external resources for text and layout
information (for example, to support right-to-left languages), especially if your
application will be localized.

® Consider accessibility in your design. You should consider users with disabilities
when designing your input strategy; for example, implement text-to-speech
software for blind users, or enlarge text and images for users with poor sight.
Support keyboard-only scenarios where possible for users who cannot manipu-
late a pointing device.

® Take into account different screen sizes and resolutions, and different device
and input types such as mobile devices, touch screens, and pen and ink—enabled
devices. For example, with touch screen input you will typically use larger but-
tons with more spacing between them than you would in a Ul designed only for
mouse and keyboard input. When building a Web application, consider using
Cascading Style Sheets (CSS) for layout. This will improve rendering performance
and maintainability.
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Validation

Designing an effective input and data validation strategy is critical for the security
and correct operation of your application. Determine the validation rules for user
input as well as for business rules that exist in the presentation layer. Consider the
following guidelines when designing your input and data validation strategy:

® Input validation should be handled by the presentation layer, whilst business rule
validation should be handled by the business layer. However, if your business and
presentation layers are physically separated, business rule validation logic should
be mirrored in the presentation layer to improve usability and responsiveness. This
can be achieved using meta-data or by using common validation rule components
in both layers.

® Design your validation strategy to constrain, reject, and sanitize malicious input.
Investigate design patterns and third party libraries that can assist in implementing
validation. Identify business rules that are appropriate for validation, such as trans-
action limits, and implement comprehensive validation to ensure that these rules
are not compromised.

® Ensure that you correctly handle validation errors, and avoid exposing sensitive
information in error messages. In addition, ensure that you log validation failures
to assist in the detection of malicious activity.

For more information on validation techniques, see Chapter 17, “Crosscutting
Concerns.”

Technology Considerations

For the Microsoft platform, the following guidelines will help you to choose an
appropriate implementation technology for the presentation layer. These guidelines
also suggest common patterns that are useful for specific types of applications and
technologies.

Mobile Applications

Consider the following guidelines when designing a mobile application:

e If you want to build full-featured connected, occasionally connected, or disconnected
executable applications that run on a wide range of Microsoft Windows-based
devices, consider using the Microsoft Windows Compact Framework.

® If you want to build connected applications that support a wide variety of mobile
devices, or require Wireless Application Protocol (WAP), compact HTML (cHTML),
or similar rendering formats, consider using ASPNET for Mobile.
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Rich Client Applications

Consider the following guidelines when designing a rich client application:

If you want to build rich media and graphics capable applications, consider using
Windows Presentation Foundation (WPF).

If you want to build applications that are downloaded from a Web server and
execute on a Windows client, consider using XAML Browser Applications (XBAP).

If you want to build applications that are predominantly document-based, or are
used for reporting, consider designing a Microsoft Office Business Application
(OBA).

If you want to take advantage of the extensive range of third party controls, and
rapid application development tools, consider using Windows Forms. If you
decide to use Windows Forms and you are designing a composite application,
consider using the patterns & practices Smart Client Software Factory.

If you decide to build an application using WPF, consider the following:

® For composite applications, consider using the patterns & practices Composite
Client Application Guidance.

® Consider using the Presentation Model (Model-View-ViewModel) pattern, which
is a variation of Model-View-Controller (MVC) tailored for modern Ul develop-
ment platforms where the View is the responsibility of a designer rather than a
classic developer. You can achieve this by implementing DataTemplates over User
Controls to give designers more control. Also, consider using WPF Commands to
communicate between your View and your Presenter or ViewModel.

Rich Internet Applications
Consider the following guidelines when designing a Rich Internet Application (RIA):

If you want to build browser-based, connected applications that have broad cross-

platform reach, are highly graphical, and support rich media and presentation

features, consider using Silverlight.

If you decide to build an application using Silverlight, consider the following:

® Consider using the Presentation Model (Model-View-ViewModel) pattern as
described earlier in this chapter.

® If you are designing an application that must last and change, consider using
the patterns & practices Composite Client Application Guidance.
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Web Applications

Consider the following guidelines when designing a Web application:

® If you want to build applications that are accessed through a Web browser or
specialist user agent, consider using ASP.NET.

® If you decide to build an application using ASP.NET, consider the following:

® Consider using master pages to simplify development and implement a consis-
tent Ul across all pages.

® For increased interactivity and background processing, with fewer page reloads,
consider using AJAX with ASP.NET Web Forms.

® If you want to include islands of rich media content and interactivity, consider
using Silverlight controls with ASP.NET.

e If you want to improve the testability of your application, or implement a
more clear separation between your application user interface and business
logic, consider using the ASPNET MVC Framework. This framework supports
a model-view-controller based approach to Web application development.

For information on the patterns & practices Smart Client Software Factory and
Composite Client Application Guidance, see “patterns & practices Offerings” later
in this chapter.

Performance Considerations

Consider the following guidelines to maximize the performance of your presentation
layer:

® Design your presentation layer carefully so that it contains the functionality
required to deliver a rich and responsive user experience. For example, ensure
that your presentation layer is able to validate user input in a responsive way
without requiring cross-tier communication. This may require business layer
data validation rules to be represented in the presentation layer, perhaps by
using meta-data or shared components.

® Interaction between the presentation layer and the business or services layer of the
application should be asynchronous. This avoids the possibility of high latency or
intermittent connectivity adversely affecting the usability and responsiveness of
the application.

® Consider caching data in the presentation layer that will be displayed to the user.
For example, you can cache the historical information that is displayed in a stock
ticker.
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® In general, avoid maintaining session data or caching per-user data unless the

number of users is limited, or the total size of the data relatively small. However,
if users tend to be active for a while, caching per user data for short periods may
be an appropriate technique. Be aware of affinity issues in Web or application
farms when storing or caching session data or per user data.

Always use data paging when querying for information. Do not rely on queries
that may return an unbounded volume of data, and use a data page size that is
appropriate for the amount of data you will display. Use client-side paging only
when absolutely necessary.

In ASP.NET, use view state cautiously because it increases the volume of data
included in each round trip, and can reduce the performance of the application.
Consider configuring pages to use read-only sessions, or to not maintain sessions
at all, where this is appropriate.

Design Steps for the Presentation Layer

The following steps describe a suggested process for designing the presentation layer
of your application. This approach will ensure that you consider all of the relevant
factors as you develop your architecture. The steps are:

1. Identify your client type. Choose a client type that satisfies your requirements and

adheres to the infrastructure and deployment constraints of your organization. For
instance, if your users are equipped with mobile devices, and will be connected inter-
mittently to the network, a mobile client is probably the best choice. For information
that will help you choose the appropriate type of client, see Chapter 20, “Choosing
an Application Type.”

. Choose your presentation layer technology. Identify the functionality for your

UI and the presentation layer in general and choose a Ul technology that meets
these requirements and is available for the type of client you have chosen. At this
point, if the available technologies are not suitable, you may need to reconsider
your choice of client type. For information on the technologies available for each
application type, see Appendix B “Presentation Technology Matrix.”
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3. Design your user interface. Consider if you want your Ul to be modular, and
identify how you will enforce separation of concerns in your presentation layer.
Consider separated presentation patterns such as Presentation Model, MVC,
and MVP. Use the guidelines in the sections on Composition, Navigation, User
Experience, and User Interface earlier in this chapter to ensure that you design
a suitable UI that meets your requirements. For details of the types of compo-
nents that you may choose to use in your design, see Chapter 11, “Designing
Presentation Components.”

4. Determine your data validation strategy. Use data validation techniques to pro-
tect your system from untrusted input. Also, determine an appropriate strategy
for exception handling and logging. For more details of implementing appropri-
ate strategies for validation, exception handling, and logging see Chapter 17,
“Crosscutting Concerns.”

5. Determine your business logic strategy. Factor out your business logic to decouple
it from your presentation layer code. This will improve the maintainability of your
application, making it easier to modify your business logic without affecting the
presentation layer. The technique you choose depends on the complexity of your
application; the following are the common approaches:

e Ul Validation. For simple applications where the business logic is used
only to validate user input, you may decide to locate the business logic in
the UI components. However, be careful not to mix any business logic not
concerned with validation within your UI components.

® Business Process Components. For applications that are more complex,
applications that support transactions, or applications that contain basic
business logic that extends beyond UI validation, consider locating the
business logic in separate components that are used by the UI components.

® Domain Model. For complex enterprise applications, where the business
logic is shared among multiple applications, consider separating the
business components into their own logical layer. This allows you
to deploy the business layer onto a separate physical tier to improve
scalability and support reuse by other applications.

® Rules Engine. In applications that must support complex validation,
process orchestrations, and domain logic, consider placing your business
logic in a rules engine such as Microsoft BizTalk® Server.
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6. Determine your strategy for communication with other layers. If your applica-
tion has multiple layers, such as a data access layer and a business layer, determine
a strategy for communication between your presentation layer and other layers. If
you have a separate business layer, your presentation layer will communicate with
the business layer. If you do not have a business layer, your presentation layer will
communicate directly with the data access layer. Use the following techniques to
access other layers:

Direct method calls. If the layer with which you are communicating is
on the same physical tier as the presentation layer, you can make direct
method calls.

Web services. Use a Web service interface if you want to share the data
access or business logic with other applications, if the business layer or
data access layer are deployed on a separate tier from presentation layer,
or if decoupling is important. Consider WCF using the TCP protocol if
your business logic or data access logic will be consumed by the presenta-
tion layer within your intranet. Consider WCF using the HTTP protocol
if your business logic or data access logic will be consumed by your
presentation layer across the Internet. Consider asynchronous commu-
nication using WCF and message queuing if your business logic or data
access logic performs long-running calls.

For more details of implementing appropriate communication strategies, see
Chapter 18, “Communication and Messaging.”

Relevant Design Patterns

Key patterns for the presentation layer are organized by categories as detailed in the
following table. Consider using these patterns when making design decisions.

Category
Caching

Relevant patterns

Cache Dependency. Use external information to determine the state of data stored
in a cache.

Page Cache. Improve the response time for dynamic Web pages that are accessed
frequently, but change less often and consume a large amount of system resources
to construct.
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Category Relevant patterns
Composition Composite View. Combine individual views into a composite representation.
and Layout Presentation Model. (Model-View-ViewModel) pattern. A variation of Model-View-

Controller (MVC) tailored for modern Ul development platforms where the View is
the responsibility of a designer rather than a classic developer.

Template View. Implement a common template view, and derive or construct views
using this template view.

Transform View. Transform the data passed to the presentation tier into HTML for
display in the UL.

Two-Step View. Transform the model data into a logical presentation without any
specific formatting, and then convert that logical presentation to add the actual
formatting required.

Exception Exception Shielding. Prevent a service from exposing information about its internal
Management implementation when an exception occurs.
Navigation Application Controller. A single point for handling screen navigation.

Front Controller. A Web only pattern that consolidates request handling by chan-
neling all requests through a single handler object, which can be modified at run
time with decorators.
Page Controller. Accept input from the request and handle it for a specific page or
action on a Web site.
Command. Encapsulate request processing in a separate command object with a
common execution interface.
User Asynchronous Callback. Execute long-running tasks on a separate thread that
Experience executes in the background, and provide a function for the thread to call back into
when the task is complete.
Chain of Responsibility. Avoid coupling the sender of a request to its receiver by
giving more than one object a chance to handle the request.

For more information on the Page Cache pattern, see “Enterprise Solution Patterns Using
Microsoft NET” at http:/ /msdn.microsoft.com/en-us/library /ms998469.aspx.

For more information on the Application Controller, Front Controller, Page Controller,
Template View, Transform View, and Two-Step View patterns, see Fowler, Martin.
Patterns of Enterprise Application Architecture. Addison-Wesley, 2002. Or at

http:/ /martinfowler.com/eaaCatalog.

For more information on the Composite View and Presentation Model patterns, see
“Patterns in the Composite Application Library” at
http:/ /msdn.microsoft.com/en-us/library /dd458924.aspx.

For more information on the Chain of Responsibility pattern, see “Patterns in Practice”
at http:/ /msdn.microsoft.com/en-us/magazine/cc546578.aspx.
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For more information on the Command pattern, see Chapter 5, “Behavioral Patterns”
in Gamma, Erich, Richard Helm, Ralph Johnson, and John Vlissides. Design Patterns:
Elements of Reusable Object-Oriented Software. Addison Wesley Professional, 1995.

For more information on the Asynchronous Callback pattern, see “Creating a
Simplified Asynchronous Call Pattern for Windows Forms Applications” at
http:/ /msdn.microsoft.com/en-us/library /ms996483.aspx.

For more information on the Exception Shielding and Entity Translator patterns,
see “Useful Patterns for Services” at
http:/ /msdn.microsoft.com/en-us/library/cc304800.aspx.

patterns & practices Offerings

For more information on relevant offerings available from the Microsoft patterns &
practices group, see the following resources:

® “Composite Client Application Guidance” at

http:/ /msdn.microsoft.com/en-us/library/cc707819.aspx.
® “Smart Client Software Factory” at

http:/ /msdn.microsoft.com/en-us/library/aa480482.aspx.

® “Web Client Software Factory” at
http:/ /msdn.microsoft.com/en-us/library /bb264518.aspx.

Additional Resources

To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.
® “Choosing the Right Presentation Layer Architecture” at
http:/ /msdn.microsoft.com/en-us/library/aa480039.aspx.
® “"memcached” distributed memory object caching system at
http:/ /www.danga.com/memcached/.
® “Microsoft Inductive User Interface Guidelines” at
http:/ /msdn.microsoft.com/en-us/library /ms997506.aspx.
® “Microsoft Project Code Named Velocity” at
http:/ /msdn.microsoft.com/en-us/data/cc655792.aspx.
® “User Interface Text Guidelines” at
http:/ /msdn.microsoft.com/en-us/library /bb158574.aspx.
® “Design and Implementation Guidelines for Web Clients” at
http:/ /msdn.microsoft.com/en-us/library /ms978631.aspx.
® “Web Presentation Patterns” at
http:/ /msdn.microsoft.com/en-us/library /ms998516.aspx.
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Business Layer Guidelines

Overview

This chapter describes the key guidelines for designing the business layer of an
application. It will help you to understand how the business layer fits into the
typical layered application architecture, the components it usually contains, and
the key issues you face when designing the business layer. You will see guidelines
for design, the recommended design steps, relevant design patterns, and technol-
ogy options. Figure 1 shows how the business layer fits into a typical application
architecture.
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Figure 1

A typical application showing the business layer and the components it may contain

The business layer will usually include the following;:

® Application facade. This optional component typically provides a simplified
interface to the business logic components, often by combining multiple business
operations into a single operation that makes it easier to use the business logic. It
reduces dependencies because external callers do not need to know details of the
business components and the relationships between them.
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® Business Logic components. Business logic is defined as any application logic
that is concerned with the retrieval, processing, transformation, and management
of application data; application of business rules and policies; and ensuring data
consistency and validity. To maximize reuse opportunities, business logic compo-
nents should not contain any behavior or application logic that is specific to a use
case or user story. Business logic components can be further subdivided into the
following two categories:

Business Workflow components. After the Ul components collect the
required data from the user and pass it to the business layer, the application
can use this data to perform a business process. Many business processes
involve multiple steps that must be performed in the correct order, and
may interact with each other through an orchestration. Business work-
flow components define and coordinate long running, multistep business
processes, and can be implemented using business process management
tools. They work with business process components that instantiate and
perform operations on workflow components. For more information on
business workflow components, see Chapter 14, “Designing Workflow
Components.”

Business Entity components. Business entities, or—more generally—busi-
ness objects, encapsulate the business logic and data necessary to represent
real world elements, such as Customers or Orders, within your application.
They store data values and expose them through properties; contain and
manage business data used by the application; and provide stateful pro-
grammatic access to the business data and related functionality. Business
entities also validate the data contained within the entity and encapsulate
business logic to ensure consistency and to implement business rules and
behavior. For more information about business entity components, see
Chapter 13, “Designing Business Entities.”

For more information about the components commonly used in the business layer,
see Chapter 10, “Component Guidelines.”

For more information about designing components for the business layer, see
Chapter 12, “Designing Business Components.”
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General Design Considerations

When designing a business layer, the goal of the software architect is to minimize
complexity by separating tasks into different areas of concern. For example, logic for
processing business rules, business workflows, and business entities all represent
different areas of concern. Within each area, the components you design should focus
on the specific area, and should not include code related to other areas of concern.
Consider the following guidelines when designing the business layer:

Decide if you need a separate business layer. Itis always a good idea to use a
separate business layer where possible to improve the maintainability of your
application. The exception may be applications that have few or no business
rules (other than data validation).

Identify the responsibilities and consumers of your business layer. This will
help you to decide what tasks the business layer must accomplish, and how you
will expose your business layer. Use a business layer for processing complex busi-
ness rules, transforming data, applying policies, and for validation. If your busi-
ness layer will be used by your presentation layer and by an external application,
you may choose to expose your business layer through a service.

Do not mix different types of components in your business layer. Use a busi-
ness layer to avoid mixing presentation and data access code with business logic
code, to decouple business logic from presentation and data access logic, and to
simplify testing of business functionality. Also, use a business layer to centralize
common business logic functions and promote reuse.

Reduce round trips when accessing a remote business layer. If the business
layer is on a separate physical tier from layers and clients with which it must
interact, consider implementing a message-based remote application facade or
service layer that combines fine-grained operations into a smaller number of
coarse-grained operations. Consider using coarse-grained packages for data
transported over the network, such as Data Transfer Objects (DTOs).

Avoid tight coupling between layers. Use the principles of abstraction to mini-
mize coupling when creating an interface for the business layer. Techniques for
abstraction include using public object interfaces, common interface definitions,
abstract base classes, or messaging. For Web applications, consider a message-
based interface between the presentation layer and the business layer. For more
details, see Chapter 5, “Layered Application Guidelines.”
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Specific Design Issues

There are several common issues that you must consider as your develop your design.
These issues can be categorized into specific areas of the design. The following sections
provide guidelines for the common areas where mistakes are most often made:

Authentication

Authorization

Caching

Coupling and Cohesion

Exception Management

Logging, Auditing, and Instrumentation
Validation

Authentication

Designing an effective authentication strategy for your business layer is important
for the security and reliability of your application. Failure to do so can leave your
application vulnerable to spoofing attacks, dictionary attacks, session hijacking, and
other types of attacks. Consider the following guidelines when designing an authen-
tication strategy:

Avoid authentication in the business layer if it will be used only by a presentation
layer or by a service layer on the same tier within a trusted boundary. Flow the
caller’s identity to the business layer only if you must authenticate or authorize
based on the original caller’s ID.

If your business layer will be used in multiple applications, using separate user
stores, consider implementing a single sign-on mechanism. Avoid designing
custom authentication mechanisms; instead, make use of the built-in platform
mechanisms whenever possible.

If the presentation and business layers are deployed on the same machine and
you must access resources based on the original caller’s access control list (ACL)
permissions, consider using impersonation. If the presentation and business
layers are deployed to separate machines and you must access resources based
on the original caller’s ACL permissions, consider using delegation. However,
use delegation only when necessary due to the increased use of resources, and
additionally, because many environments do not support it. If your security
requirements allow, consider authenticating the user at the boundary and using
the trusted subsystem approach for calls to lower layers. Alternatively, consider
using a claims-based security approach (especially for service-based applications)
that takes advantage of federated identity mechanisms and allows target system
to authenticate the user’s claims.
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Authorization

Designing an effective authorization strategy for your business layer is important
for the security and reliability of your application. Failure to do so can leave your
application vulnerable to information disclosure, data tampering, and elevation
of privileges. Consider the following guidelines when designing an authorization
strategy:

® Protect resources by applying authorization to callers based on their identity,
account groups, roles, or other contextual information. For roles, consider
minimizing the granularity of roles as far as possible to reduce the number of
permission combinations required.

® Consider using role-based authorization for business decisions; resource-based
authorization for system auditing; and claims-based authorization when you
need to support federated authorization based on a mixture of information such
as identity, role, permissions, rights, and other factors.

® Avoid using impersonation and delegation where possible because it can signifi-
cantly affect performance and scaling opportunities. It is generally more expensive
to impersonate a client on a call than to make the call directly.

® Do not mix authorization code and business processing code in the same com-
ponents.

® As authorization is typically pervasive throughout the application, ensure that
your authorization infrastructure does not impose any significant performance
overhead.

Caching

Designing an appropriate caching strategy for your business layer is important for
the performance and responsiveness of your application. Use caching to optimize
reference data lookups, avoid network round trips, and avoid unnecessary and
duplicated processing. As part of your caching strategy, you must decide when and
how to load the cache data. To avoid client delays, load the cache asynchronously
or by using a batch process. Consider the following guidelines when designing a
caching strategy:

® Consider caching static data that will be reused regularly within the business
layer, but avoid caching volatile data. Consider caching data that cannot be
retrieved from the database quickly and efficiently, but avoid caching very
large volumes of data that can slow down processing. Cache only the minimum
required.

® Consider caching data in a ready to use format within your business layer.
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® Avoid caching sensitive data if possible, or design a mechanism to protect sensitive
data in the cache.

® Consider how Web farm deployment will affect the design of your business layer
caching solution. If any server in the farm can handle requests from the same
client, your caching solution must support the synchronization of cached data.

For more information on caching techniques, see Chapter 17, “Crosscutting Concerns.”

Coupling and Cohesion

When designing components for your business layer, ensure that they are highly
cohesive, and implement loose coupling between layers. This helps to improve the
scalability of your application. Consider the following guidelines when designing
for coupling and cohesion:

® Avoid circular dependencies. The business layer should know only about the layer
below (the data access layer), and not the layer above (the presentation layer or
external applications that access the business layer directly).

® Use abstraction to implement a loosely coupled interface. This can be achieved with
interface components, common interface definitions, or shared abstraction where
concrete components depend on abstractions and not on other concrete components
(the principle of Dependency Inversion). For more information, see the steps for
designing a layered structure in Chapter 5, “Layered Application Guidelines.”

® Design for tight coupling within the business layer unless dynamic behavior
requires loose coupling.

® Design for high cohesion. Components should contain only functionality spe-
cifically related to that component. Always avoid mixing data access logic with
business logic in your business components.

e Consider using message-based interfaces to expose business components to reduce
coupling and allow them to be located on separate physical tiers if required.

Exception Management

Designing an effective exception management solution for your business layer is
important for the security and reliability of your application. Failing to do so can
leave your application vulnerable to Denial of Service (DoS) attacks, and may allow
it to reveal sensitive and critical information about your application. Raising and
handling exceptions is an expensive operation, so it is important that your exception
management design takes into account the impact on performance. When designing
an exception management strategy, consider following guidelines:

® Only catch internal exceptions that you can handle, or if you need to add infor-
mation. For example, catch data conversion exceptions that can occur when
trying to convert null values. Do not use exceptions to control business logic or
application flow.
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® Design an appropriate exception propagation strategy. For example, allow excep-
tions to bubble up to boundary layers where they can be logged and transformed as
necessary before passing them to the next layer. Consider including a context identi-
fier so that related exceptions can be associated across layers when performing root
cause analysis of errors and faults.

® Ensure that you catch exceptions that will not be caught elsewhere (such as in a
global error handler), and clean up resources and state after an exception occurs.

® Design an appropriate logging and notification strategy for critical errors and
exceptions that logs sufficient detail from exceptions and does not reveal sensitive
information.

For more information on exception management techniques, see Chapter 17,
“Crosscutting Concerns.”

Logging, Auditing, and Instrumentation

Designing a good logging, auditing, and instrumentation solution for your business
layer is important for the security and reliability of your application. Failing to do so
can leave your application vulnerable to repudiation threats, where users deny their
actions. Log files may also be required to prove wrongdoing in legal proceedings.
Auditing is generally considered most authoritative if the log information is gener-
ated at the precise time of resource access, and by the same routine that accesses

the resource. Instrumentation can be implemented using performance counters and
events. System monitoring tools can use this instrumentation, or other access points,
to provide administrators with information about the state, performance, and health
of an application. Consider the following guidelines when designing a logging and
instrumentation strategy:

® Centralize the logging, auditing, and instrumentation for your business layer.
Consider using a library such as patterns & practices Enterprise Library, or a
third party solutions such as the Apache Logging Services “log4Net” or Jarostaw
Kowalski’s “NLog,” to implement exception handling and logging features.

® Include instrumentation for system critical and business critical events in your
business components.

Do not store business sensitive information in the log files.
Ensure that a logging failure does not affect normal business layer functionality.
Consider auditing and logging all access to functions within business layer.
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Validation

Designing an effective validation solution for your business layer is important

for the usability and reliability of your application. Failure to do so can leave your
application open to data inconsistencies and business rule violations, and a poor
user experience. In addition, it may leave your application vulnerable to security
issues such as cross-site scripting attacks, SQL injection attacks, buffer overflows,
and other types of input attacks. There is no comprehensive definition of what
constitutes a valid input or malicious input. In addition, how your application
uses input influences the risk of the exploit. Consider the following guidelines
when designing a validation strategy:

e Validate all input and method parameters within the business layer, even when
input validation occurs in the presentation layer.
Centralize your validation approach to maximize testability and reuse.

Constrain, reject, and sanitize user input. In other words, assume that all user
input is malicious. Validate input data for length, range, format, and type.

Deployment Considerations

When deploying a business layer, you must consider performance and security
issues within the production environment. Consider the following guidelines
when deploying a business layer:

® Consider deploying the business layer on the same physical tier as the presenta-

tion layer in order to maximize application performance, unless you must use a
separate tier due to scalability or security concerns.

e If you must support a remote business layer, consider using the TCP protocol to
improve application performance.

® Consider using Internet Protocol Security (IPSec) to protect data passed between
physical tiers.

e Consider using Secure Sockets Layer (SSL) encryption to protect calls from business
layer components to remote Web services.
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Design Steps for the Business Layer

When designing a business layer, you must also take into account the design require-
ments for the main constituents of the layer, such as business components, business
entities, and business workflow components. This section briefly explains the main
activities involved in designing the business layer itself. Perform the following key
steps when designing your data layer:

1. Create a high level design for your business layer. Identify the consumers
of your business layer, such as the presentation layer, a service layer, or other
applications. This will help you to determine how to expose your business
layer. Next, determine the security requirements for your business layer, and
the validation requirements and validation strategy. Use the guidelines in the
“Specific Design Issues” section earlier in this chapter to ensure that you con-
sider all of the relevant factors when creating the high level design.

2. Design your business components. There are several types of business com-
ponents you can use when designing and implementing an application. Examples
of these components include business process components, utility components,
and helper components. Different aspects of your application design, trans-
actional requirements, and processing rules affect the design you choose for
your business components. For more information, see Chapter 12, “Designing
Business Components.”

3. Design your business entity components. Business entities are used to contain and
manage business data used by an application. Business entities should provide vali-
dation of the data contained within the entity. In addition, business entities provide
properties and operations used to access and initialize data contained within the
entity. For more information, see Chapter 13, “Designing Business Entities.”

4. Design your workflow components. There are many scenarios where tasks
must be completed in an ordered way based on the completion of specific steps,
or coordinated through human interaction. These requirements can be mapped
to key workflow scenarios. You must understand how requirements and rules
affect your options for implementing workflow components. For more informa-
tion, see Chapter 14, “Designing Workflow Components.”

For more information about designing and using components in your applications,
see Chapter 10, “Component Guidelines.”
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Relevant Design Patterns

Key patterns are organized by key categories, as detailed in the following table.
Consider using these patterns when making design decisions for each category.

Category
Business
Components

Business
Entities

Workflows

Relevant patterns

Application Facade. Centralize and aggregate behavior to provide a uniform service
layer.

Chain of Responsibility. Avoid coupling the sender of a request to its receiver by
allowing more than one object to handle the request.

Command. Encapsulate request processing in a separate command object with a
common execution interface.

Domain Model. A set of business objects that represents the entities in a domain
and the relationships between them.

Entity Translator. An object that transforms message data types to business types
for requests, and reverses the transformation for responses.

Table Module. A single component that handles the business logic for all rows in a
database table or view.

Data-Driven Workflow. A workflow that contains tasks whose sequence is deter-
mined by the values of data in the workflow or the system.

Human Workflow. A workflow that involves tasks performed manually by humans.
Sequential Workflow. A workflow that contains tasks that follow a sequence, where
one task is initiated after completion of the preceding task.

State-Driven Workflow. A workflow that contains tasks whose sequence is deter-
mined by the state of the system.

For more information on the Facade pattern, see Chapter 4, “Structural Patterns” in
Gamma, Erich, Richard Helm, Ralph Johnson, and John Vlissides. Design Patterns:
Elements of Reusable Object-Oriented Software. Addison Wesley Professional, 1995.

For more information on the Chain of Responsibility pattern, see “Patterns in Practice”
at http:/ /msdn.microsoft.com/en-us/magazine/cc546578.aspx.

For more information on the Command pattern, see 5, “Behavioral Patterns” in
Gamma, Erich, Richard Helm, Ralph Johnson, and John Vlissides. Design Patterns:
Elements of Reusable Object-Oriented Software. Addison Wesley Professional, 1995.

For more information on the Entity Translator pattern, see “Useful Patterns for Services”
at http:/ /msdn.microsoft.com/en-us/library/cc304800.aspx.

For more information on the Data-Driven Workflow, Human Workflow, Sequential
Workflow, and State-Driven Workflow, see “Windows Workflow Foundation Overview”
at http://msdn.microsoft.com/en-us/library /ms734631.aspx and “Workflow Patterns”
at http:/ /www.workflowpatterns.com/.


http://msdn.microsoft.com/en-us/magazine/cc546578.aspx
http://msdn.microsoft.com/en-us/library/cc304800.aspx
http://msdn.microsoft.com/en-us/library/ms734631.aspx
http://www.workflowpatterns.com/
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patterns & practices Offerings
For more information on relevant offerings available from the Microsoft patterns &
practices group, see the following resources:
® “Enterprise Library” at http:/ /msdn.microsoft.com/en-us/library/cc467894.aspx.

® "Unity” (dependency injection mechanism) at
http:/ /msdn.microsoft.com/en-us/library /dd203101.aspx.

Additional Resources

To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

For more information on integrating business layers, see “Integration Patterns” at
http:/ /msdn.microsoft.com/en-us/library /ms978729.aspx.

For more information on Apache Logging Services “log4Net,” see
http:/ /logging.apache.org/log4net/index.html.

For more information on Jarostaw Kowalski’s “NLog,” see
http:/ /www.nlog-project.org/introduction.html.
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http://msdn.microsoft.com/en-us/library/dd203101.aspx
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Data Layer Guidelines

Overview

This chapter describes the key guidelines for designing the data layer of an applica-
tion. It will help you to understand how the data layer fits into the typical layered
application architecture, the components it usually contains, and the key issues you
face when designing the data layer. You will see guidelines for design, the recom-
mended design steps, relevant design patterns, and technology options. Figure 1
shows how the data layer fits into a typical application architecture.
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A typical application showing the data layer and the components it may contain

The data layer may include the following;:

® Data Access components. These components abstract the logic required to access
the underlying data stores. They centralize common data access functionality in
order to make the application easier to configure and maintain. Some data access
frameworks may require the developer to identify and implement common data
access logic in separate reusable helper or utility data access components. Other
data access frameworks, including many Object/Relational Mapping (O/RM)
frameworks, implement such components automatically, reducing the amount
of data access code that the developer must write.
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® Service agents. When a business component must access data provided by an
external service, you might need to implement code to manage the semantics of
communicating with that particular service. Service agents implement data access
components that isolate the varying requirements for calling services from your
application, and may provide additional services such as caching, offline support,
and basic mapping between the format of the data exposed by the service and the
format your application requires.

For more information about the components commonly used in the data layer, see
Chapter 10, “Component Guidelines.” For more information about creating data
access components, see Chapter 15, “Designing Data Components.”

General Design Considerations

Your data access layer must meet the requirements of your application, perform

efficiently and securely, and be easy to maintain and extend as business require-

ments change. When designing the data layer, consider the following general

design guidelines:

® Choose an appropriate data access technology. The choice of data access
technology depends on the type of data you must handle, and how you intent
to manipulate that data within the application. Certain technologies are better
suited to specific scenarios. The Appendix “Data Access Technology Matrix” at
the end of this guide discusses these options and enumerates the benefits and
considerations for each data access technology.

® Use abstraction to implement a loosely coupled interface to the data access
layer. This can be accomplished by defining interface components, such as a
gateway with well-known inputs and outputs, which translate requests into a
format understood by components within the layer. In addition, you can use
interface types or abstract base classes to define a shared abstraction that must
be implemented by interface components. For more information about layer
abstraction, see Chapter 5, “Layered Application Guidelines.”

® Encapsulate data access functionality within the data access layer. The data
access layer should hide the details of data source access. It should be respon-
sible for managing connections, generating queries, and mapping application
entities to data source structures. Consumers of the data access layer interact
through abstract interfaces using application entities such as custom objects,
Typed DataSets, and XML, and should have no knowledge of the internal details
of the data access layer. Separating concerns in this way assists in application
development and maintenance.
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Decide how to map application entities to data source structures. The type of
entity you use in your application is the main factor in deciding how to map those
entities to data source structures. Common design approaches follow the Domain
Model or Table Module patterns or use Object/Relational Mapping (O/RM)
frameworks, though you may implement business entities using different formats.
You must identify a strategy for populating the business entities or data structures
from the data source and making them available to the business layer or presenta-
tion layer of the application. For more information about the Domain Model or
Table Module patterns, see the section “Relevant Design Patterns” near the end of
this chapter. For more information about business entities and data formats, see
Chapter 13, “Designing Business Entities.”

Consider consolidating data structures. If you are exposing data through
services, consider using Data Transfer Objects (DTOs) to help you organize the
data into unified structures. In addition, DTOs encourage coarse-grained opera-
tions while providing a structure that is designed to move data across different
boundary layers. DTOs can also span business entities for aggregate operations.
If you are using the Table Data Gateway or Active Record pattern, you may con-
sider using a DataTable to represent the data.

Decide how you will manage connections. As a rule, the data access layer
should create and manage all connections to all data sources required by the
application. You must choose an appropriate method for storing and protecting
connection information, perhaps by encrypting sections of the configuration file
or limiting storage of configuration information to the server, in order to con-
form to corporate security requirements. For more information, see Chapter 15,
“Designing Data Components.”

Determine how you will handle data exceptions. The data access layer should
catch and (at least initially) handle all exceptions associated with data sources and
CRUD (Create, Read, Update, and Delete) operations. Exceptions concerning the
data itself, and data source access and timeout errors, should be handled in this
layer and passed to other layers only if the failures affect application responsive-
ness or functionality.

Consider security risks. The data access layer should protect against attacks
that try to steal or corrupt data, and protect the mechanisms used to gain access
to the data source. For example, sanitize error and exception information so
that data source information is not revealed, and use least privilege accounts to
restrict privileges to only those needed to perform the operations required by
the application. Even if the data source itself has the ability to limit privileges,
security should be implemented in the data access layer as well as in the data
source. Database access should be through parameterized queries to prevent
SQL injection attacks succeeding. Never use string concatenation to build
dynamic queries from user input data.
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Reduce round trips. Consider batching commands into a single database operation.

Consider performance and scalability objectives. Scalability and performance
objectives for the data access layer should be taken into account during design.

For example, when designing an Internet-based commerce application, data layer
performance is likely to be a bottleneck for the application. When data layer perfor-
mance is critical, use profiling to understand and then reduce or resolve expensive
data operations.

Specific Design Issues

There are several common issues that you must consider as your develop your design.
These issues can be categorized into specific areas of the design. The following sections
provide guidelines for the common areas where mistakes are most often made:

Batching

Binary Large Objects (BLOBs)
Connections

Data Format

Exception Management
Object Relational Mapping
Queries

Stored Procedures

Stored Procedures vs. Dynamic SQL
Transactions

Validation

XML

Batching

Batching database commands can improve the performance of your data layer. Each
request to the database execution environment incurs an overhead. Batching can
reduce the total overhead by increasing throughput and decreasing latency. Batching
similar queries can improve performance because the database caches and can reuse
a query execution plan for a similar query. Consider the following guidelines when
designing batching:

Consider using batched commands to reduce round trips to the database and
minimize network traffic. However, for maximum benefit, only batch similar
queries. Batching dissimilar or random queries does not provide the same level of
reduction in overhead.
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e Consider using batched commands and a DataReader to load or copy multiple
sets of data. However, when loading large volumes of file-based data into the
database, consider using database bulk copy utilities instead.

® Do not perform transactions on long-running batch commands that will lock data-
base resources.

Binary Large Objects

When data is stored and retrieved as a single stream, it can be considered to be a
binary large object, or BLOB. A BLOB may have structure within it, but that struc-
ture is not apparent to the database that stores it or the data layer that reads and
writes it. Databases can store the BLOB data or can store pointers to them within
the database. The BLOB data is usually stored in a file system if not stored directly
in the database. BLOBs are typically used to store image data, but can also be used
to store binary representations of objects. Consider the following guidelines when
designing for BLOBs:

® Consider whether you need to store BLOB data in a database. Modern databases are
much better at handling BLOB data, providing you choose an appropriate column
data type, and can provide maintainability, versioning, operations, and storage of
related metadata. However, consider if it is more practical to store it on disk and
store just a link to the data in the database.

® Consider using BLOBs to simplify synchronization of large binary objects between
servers.

® Consider whether you will need to search the BLOB data. If so, create and populate
other searchable database fields instead of parsing the BLOB data.

® When retrieving the BLOB, cast it to the appropriate type for manipulation within
your business or presentation layer.

Connections

Connections to data sources are a fundamental part of the data layer. All data
source connections should be managed by the data layer. Creating and managing
connections uses valuable resources in both the data layer and the data source.
To maximize performance and security, consider the following guidelines when
designing for data layer connections:

® In general, open connections as late as possible and close them as early as possible.
Never hold connections open for excessive periods.

Perform transactions through a single connection whenever possible.

Take advantage of connection pooling by using a trusted subsystem security
model, and avoiding impersonation or the use of individual identities if possible.
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® For security reasons, avoid using a System or User Data Source Name (DSN) to
store connection information.

® Consider if you should design retry logic to manage the situation where the
connection to the data source is lost or times out. However, if the underlying
cause is something like a resource contention issue, retrying the operation may
exacerbate the problem leading to scaling issues. See Chapter 15, “Designing
Data Components” for more information.

Data Format

Choosing the appropriate data format provides interoperability with other appli-
cations, and facilitates serialized communications across different processes and
physical machines. Data format and serialization are also important in order to
allow the storage and retrieval of application state by the business layer. Consider
the following guidelines when designing your data format:

® Consider using XML for interoperability with other systems and platforms, or
when working with data structures that can change over time.

® Consider using DataSets for disconnected scenarios in simple CRUD-based
applications.

® If you must transfer data across physical boundaries, consider serialization and
interoperability requirements. For example, consider how you will serialize custom
business objects, how you will translate them into Data Transfer Objects (DTOs)
where this is a requirement, and what formats the receiving layer can accept.

For more information on data formats, see Chapter 15, “Designing Data Components.”
For information on designing and using components in your application, see Chapter
10, “Component Guidelines.”

Exception Management

Design a centralized exception management strategy so that exceptions are caught and
thrown consistently in your data layer. If possible, centralize exception handling logic
in components that implement crosscutting concerns in your application. Pay particu-
lar attention to exceptions that propagate through trust boundaries and to other layers
or tiers. Design for unhandled exceptions so they do not result in application reliability
issues or exposure of sensitive application information. Consider the following guide-
lines when designing your exception management strategy:

® Identify the exceptions that should be caught and handled in the data access layer.
For example, deadlocks and connection issues can often be resolved within the
data layer. However, some exceptions, such as and concurrency violations, should
be surfaced to the user for resolution.
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® Design an appropriate exception propagation strategy. For example, allow excep-
tions to propagate to boundary layers where they can be logged and transformed
as necessary before passing them to the next layer. Consider including a context
identifier so that related exceptions can be associated across layers when perform-
ing root cause analysis of errors and faults.

® Consider implementing a retry process for operations where data source errors or
timeouts occur, where it is safe to do so.

® Ensure that you catch exceptions that will not be caught elsewhere (such as in a
global error handler), and clean up resources and state after an exception occurs.

® Design an appropriate logging and notification strategy for critical errors and
exceptions that logs sufficient detail from exceptions and does not reveal sensitive
information.

Object Relational Mapping

When designing an object oriented (OO) application, consider the impedance mis-
match between the OO model and the relational model, and the factors that can make
it difficult to translate between them. For example, encapsulation in OO designs,
where fields are hidden, may contradict the public nature of properties in a database.
Other examples of impedance mismatch include differences in the data types, struc-
tural differences, transactional differences, and differences in how data is manipulated.
The two common ways to handle these mismatches are design patterns for data
access such as Repository, and Object/Relational Mapping (O/RM) tools. A Domain
Driven Design approach, which is based on modeling entities based on objects within
a domain, is often an appropriate choice. For information about Domain Driven Design,
see Chapter 3, “Architectural Patterns and Styles” and Chapter 13, “Designing
Business Entities.”

Consider the following guidelines when designing for object relational mapping:

® Consider using a framework that provides an Object/Relational Mapping (O/RM)
layer between domain entities and the database. Modern O/RM solutions are
available that can significantly reduce the amount of custom code required.

® If you are working in a greenfield environment, where you have full control
over the database schema, you can use an O/RM tool to generate a schema to
support the defined object model, and to provide a mapping between the data-
base and domain entities.

® [f you are working in a brownfield environment, where you must work with an
existing database schema, you can use an O/RM tool to help you to map between
the domain model and the existing relational model.
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® [f you are working with a smaller application or do not have access to O/RM tools,
implement a common data access pattern such as Repository. With the Repository
pattern, the repository objects allow you to treat domain entities as if they were
located in memory.

® When working with Web applications or services, group entities and support
options that will partially load domain entities with only the required data—a
process usually referred to as lazy loading. This allows applications to handle
the higher user load required to support stateless operations, and limit the use
of resources by avoiding holding initialized domain models for each user in
memory.

Queries

Queries are the primary data manipulation operations for the data layer. They
are the mechanism that translates requests from the application into CRUD actions
on the database. As queries are so essential, they should be optimized to maximize
database performance and throughput. Consider the following guidelines when
using queries in your data layer:

® Use parameterized SQL queries and typed parameters to mitigate security issues
and reduce the chance of SQL injection attacks succeeding. Do not use string
concatenation to build dynamic queries from user input data.

® Consider using objects to build queries. For example, implement the Query
Object pattern or use the parameterized query support provided by ADO.NET.
Also consider optimizing the data schema in the database for query execution.

® When building dynamic SQL queries, avoid mixing business processing logic
with logic used to generate the SQL statement. Doing so can lead to code that is
very difficult to maintain and debug.

Stored Procedures

In the past, stored procedures represented a performance improvement over dynamic
SQL statements. However, with modern database engines, the performance of stored
procedures and dynamic SQL statements (using parameterized queries) are gener-
ally similar. When considering the use of stored procedures, the primary factors are
abstraction, maintainability, and your environment. This section contains guidelines
to help you design your application when using stored procedures. For guidance on
choosing between using stored procedures and dynamic SQL statements, see the
section that follows.
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In terms of security and performance for stored procedures, the primary guidelines
are to use typed parameters and avoid dynamic SQL within the stored procedure.
Parameters are one of the factors that influence the use of cached query plans
instead of rebuilding the query plan from scratch. When parameter types and the
number of parameters change, new query execution plans are generated, which
can reduce performance. Consider the following guidelines when designing stored
procedures:

® Use typed parameters as input values to the procedure and output parameters to
return single values. Consider using XML parameters or table-value parameters for
passing lists or tabular data. Do not format data for display in stored procedures;
instead, return the appropriate types and perform formatting in the presentation
layer.

® Use parameter or database variables if it is necessary to generate dynamic SQL
within a stored procedure. However, bear in mind that using dynamic SQL in
stored procedures can affect performance, security, and maintainability.

® Avoid the creation of temporary tables while processing data. However, if
temporary tables must be used, consider creating them in memory instead
of on disk.

® Implement appropriate error handling designs, and return errors that the
application code can handle.

Stored Procedures vs. Dynamic SQL

The choice between stored procedures and dynamic SQL focuses primarily on the use
of SQL statements dynamically generated in code instead of SQL implemented within
a stored procedure in the database. When choosing between stored procedures and
dynamic SQL, you must consider the abstraction requirements, maintainability, and
environment constraints. In addition, in many cases, the choice between stored proce-
dures and dynamic SQL queries includes developer preference or skill set.

The main advantages of stored procedures are that they provide an abstraction layer
to the database, which can minimize the impact on application code when the data-
base schema changes. Security is also easier to implement and manage because you
can restrict access to everything except the stored procedure, and take advantage of
fine-grained security features supported by most databases (though be aware that
this may affect your ability to take advantage of connection pooling).

The main advantages of dynamic SQL statements are that they are often considered
more flexible than stored procedures, and can enable more rapid development. Many
Object/Relational Mapping (O/RM) frameworks generate dynamic queries for you,
considerably reducing the amount of code developers must write.



Chapter 8: Data Layer Guidelines 105

Consider the following guidelines when choosing between stored procedures and
dynamic SQL:

If you have a small application that has a single client and few business rules,
dynamic SQL is often the best choice.

If you have a larger application that has multiple clients, consider how you can
achieve the required abstraction. Decide where that abstraction should exist: at the
database in the form of stored procedures, or in the data layer of your application
in the form of data access patterns or O/RM products.

For data-intensive operations, stored procedures allow you to perform the operations
closer to the data, which can improve performance.

To minimize application code changes when the database schema changes, you
might consider using stored procedures to provide access to the database. This can
help to isolate and minimize changes to application code during schema normaliza-
tion or optimization. Changes to inputs and outputs of a stored procedure can affect
application code, but these changes can often be isolated in specific components that
access the stored procedure. Object/Relational Mapping (O/RM) frameworks can
also help you to isolate and minimize application code changes when schemas are
updated.

When considering dynamic SQL queries, you should understand the impact that
changes to database schemas will have on your application. As a result, you should
implement the data access layer in such a way that it decouples business compo-
nents from the execution of database queries. Several patterns, such as Query Object
and Repository, can be used to provide this separation. Object/Relational Mapping
(O/RM) frameworks can help to achieve a clean separation between your business
components and the execution of database queries.

Consider the team you have for development of the application. If you do not have
a team that is familiar with database programming, consider tools or patterns that
are more familiar to your development staff.

Consider debugging support. Dynamic SQL is easier for application developers
to debug.

Transactions

A transaction is an exchange of sequential information and associated actions that are
treated as an atomic unit in order to satisfy a request and ensure database integrity.

A transaction is only considered complete if all information and actions are complete,
and the associated database changes are made permanent. Transactions support
undo (rollback) database actions following an error, which helps to preserve the
integrity of data in the database.
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It is important to identify the appropriate concurrency model and determine how
you will manage transactions. You can choose between an optimistic model and a
pessimistic model for concurrency. With optimistic concurrency, locks are not held
on data and updates require code to check, usually against a timestamp, that the
data has not changed since it was last retrieved. With pessimistic concurrency, data is
locked and cannot be updated by another operation until the lock is released.

Consider the following guidelines when designing transactions:

Consider transaction boundaries, so that retries and composition are possible, and
enable transactions only when you need them. Simple queries may not require
an explicit transaction, but you should make sure that you are aware of your
database’s default transaction commit and isolation level behavior. By default
Microsoft SQL Server® database executes each individual SQL statement as an
individual transaction (auto-commit transaction mode).

Keep transactions as short as possible to minimize the amount of time that locks
are held. Try to avoid using locks for long-running transactions, or locking during
access to shared data, which may block access to data by other code. Avoid the use
of exclusive locks, which can cause contention and deadlocks.

Use the appropriate isolation level, which defines how and when changes become
available to other operations. The tradeoff is data consistency versus contention.
A high isolation level will offer higher data consistency at the price of overall con-
currency. A lower isolation level improves performance by lowering contention at
the cost of consistency.

If you are using the System.Transactions namespace classes, consider using the
implicit model provided by the TransactionScope object in the System.Transactions
namespace. Although implicit transactions are not as fast as manual, or explicit,
transactions, they are easier to develop and lead to middle tier solutions that are
flexible and easy to maintain. When using manual transactions, consider imple-
menting the transaction within a stored procedure.

Where you cannot apply a commit or rollback, or if you use a long-running trans-
action, implement compensating methods to revert the data store to its previous
state in case an operation within the transaction fails.

If you must execute multiple queries against a database, consider the use of mul-
tiple active result sets (MARS), which provides support for multiple forward only,
read only results sets and allows multiple queries to be executed using the same
connection. MARS can be useful in transaction-heavy concurrent applications.
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Validation

Designing an effective input and data validation strategy is critical for the security
of your application. Determine the validation rules for data received from other
layers and from third-party components, as well as from the database or data store.
Understand your trust boundaries so that you can validate any data that crosses
these boundaries. Consider the following guidelines when designing a validation
strategy:

e Validate all data received by the data layer from all callers. Ensure that you correctly
handle NULL values, and filter out invalid characters.

® Consider the purpose to which data will be put when designing validation. For
example, user input used in the creation of dynamic SQL should be examined
for characters or patterns that occur in SQL injection attacks.

® Return informative error messages if validation fails.

For more information on validation techniques, see Chapter 17, “Crosscutting
Concerns.”

XML

Extensible Markup Language (XML) is useful for interoperability and for maintain-
ing data structure outside of the database. For performance reasons, be careful when
using XML for very large volumes of data. If you must handle large volumes of data
as XML, use attribute-based schemas where data values are stored as attributes, instead
of element-based schemas that store the data values as the values of elements, and
are consequently larger. Consider the following guidelines when designing for the
use of XML:

® Consider using XML readers and writers to access XML formatted data, especially
for extremely large sets of XML data. If you need to interact with a relational data-
base, consider using objects that support this functionality, such as the ADO.NET
DataSet. Use common settings for whitespace and comment handling on XML
readers and writers.

® Consider using an XML schema to define formats and to provide validation for
data stored and transmitted as XML. Consider using custom validators for complex
data parameters within your XML schema. However, bear in mind that validation
will impose a performance penalty.

e Store XML in typed columns in the database, if available, for maximum perfor-
mance. Set up indexes (if your database supports them) if you will be regularly
querying the XML data.
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Technology Considerations

The following guidelines will help you to choose an appropriate implementation
technology and techniques, depending on the type of application you are designing
and the requirements of that application:

If you require basic support for queries and parameters, consider using ADO.NET
objects directly.

If you require support for more complex data access scenarios, or want to sim-
plify your data access code, consider using the Enterprise Library Data Access
Application Block. For more details about Enterprise Library, see Appendix F,
“patterns & practices Enterprise Library.”

If you are building a data driven Web application with pages based on the data
model of the underlying database, consider using ASP.NET Dynamic Data.

If you want to manipulate XML-formatted data, consider using the classes in
the System.Xml namespace and its subsidiary namespaces, or Linq to XML
(XLinq).

If you are using ASP.NET to create user interfaces, consider using a DataReader
to access data to maximize rendering performance. DataReaders are ideal for
read-only, forward-only operations in which each row is processed quickly.

If you are accessing SQL Server, consider using classes in the ADO.NET SqlClient
namespace to maximize performance.

If you are accessing SQL Server 2008, consider using a FILESTREAM for greater
flexibility in the storage of and access to BLOB data.

If you are designing an object-oriented business layer based on the Domain
Model pattern, consider using an Object/Relational Mapping (O/RM) frame-
work, such as the ADO.NET Entity Framework or the open source NHibernate
framework (see Additional Resources at the end of this chapter for more infor-
mation).

For guidance on choosing a data access technology, see Chapter 15, “Designing Data
Components.” For information about the data access technologies available on the
Microsoft platform, see the Appendix C “Data Access Technology Matrix.”
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Performance Considerations

Performance is a function of both your data layer design and your database
design. Consider both together when tuning your system for maximum data
throughput. Consider the following guidelines when designing for performance:

Use connection pooling and tune performance based on results obtained by running
simulated load scenarios.

Consider tuning isolation levels for data queries. If you are building an application
with high-throughput requirements, special data operations may be performed at
lower isolation levels than the rest of the transaction. Combining isolation levels
can have a negative impact on data consistency, so you must carefully analyze
this option on a case by case basis.

Consider batching commands to reduce the number of round trips to the database
server.

Consider using optimistic concurrency with nonvolatile data to mitigate the cost
of locking data in the database. This avoids the overhead of locking database
rows, including the connection that must be kept open during a lock.

If using a DataReader, use ordinal lookups for faster performance.

Security Considerations

The data layer should protect the database against attacks that try to steal or corrupt
data. It should allow only as much access to the various parts of the data source as is
required. The data layer should also protect the mechanisms used to gain access to
the data source. Consider the following guidelines when designing for security:

When using SQL Server, consider using Windows authentication with an
implementation of the trusted subsystem model. For information on the trusted
subsystem model, see Chapter 19, “Physical Tiers and Deployment.”

Encrypt connection strings in configuration files instead of using a System or
User Data Source Name (DSN).

When storing passwords, use a salted hash instead of an encrypted version of the
password.

Require that callers send identity information to the data layer for auditing purposes.
Use parameterized SQL queries and typed parameters to mitigate security issues
and reduce the chance of SQL injection attacks succeeding. Do not use string con-
catenation to build dynamic queries from user input data.
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Deployment Considerations

When deploying the data layer, the goal of the software architect is to consider the per-
formance and security issues in the production environment. Consider the following
guidelines when deploying your data layer:

® Locate the data access layer on the same tier as the business layer to improve

application performance unless scalability or security concerns prevent this.

e If you must support a remote data access layer, consider using the TCP protocol

to improve performance.

Consider locating the data access layer on a different server to the database. The
physical characteristics of a database server are often optimized for that role, and
will rarely match the optimum operating characteristics for the data layer. The
combination of both on one physical tier is extremely likely to reduce application
performance.

Design Steps for the Data Layer

A correct approach to designing the data layer will reduce development time and
assist in maintenance of the data layer after the application is deployed. This section
briefly outlines an effective design approach for the data layer. Perform the following
key steps when designing your data layer:

1. Create an overall design for your data access layer. Identify data source constraints

by determining if you are working with a greenfield or brownfield environment,
and determine the associated restrictions. In addition, if any new development is
required, consider how it will coexist with the data source in its current state.

® In a greenfield scenario, where there is no prior work related to the data

source, you have full control over the schema used by your data source. Re-
strictions are based on the data source itself.

In a brownfield scenario, you do not have control over data source schemas,
and the data source could be anything from a database to gateway compo-
nents used to interact with existing components. You must understand the
complexity and constraints of the existing business. For example, you must
determine if there a predefined operational data store or other restriction
that will prevent you from changing the existing schema. However, you can
usually add new tables or views to an existing schema. Also, determine if
you are interacting with the data layer using Web services or with a legacy
application using gateway components. In these cases, you will be restricted
to operations defined in the Web service contract or in the interface exposed
by the gateway components.
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2. Choose the entity types you need. Data access components deal with entities.
Entities are used to contain and manage the data used by your application, and
you should consider including any data validation code you require within the
entities. Choosing an appropriate data type and format for your business entities
is also important as it determines how interoperability and serialization require-
ments are met. For guidance on choosing the type of entities to use, and the types
commonly used in business and data components, see Chapter 13, “Designing
Business Entities.” Consider the following while choosing and implementing the
appropriate data format:

® [f you must support disconnected scenarios in simple CRUD-based applications,
then use DataSets or individual DataTables. The most common approach is to
use the ADO.NET provider. This is ideal when you are working with an existing
application that already uses the ADO.NET providers. If you are developing a
new application, you can use LINQ to Datasets to populate DataSets using LINQ
queries.

e If your data access layer will be accessed by other applications and you require
interoperability with other systems and platforms, use an XML format.

e If application maintainability is important, use custom business entities. This
requires additional code to map the entities to database operations; however,
Object/Relational Mapping (O/RM) solutions can reduce the amount of custom
code required. Choose the ADO.NET Entity Framework, or another O/RM
framework such as the open source NHibernate framework, if you need more
flexibility.

® Implement entities by deriving them from a base class that provides basic
functionality and encapsulates common tasks. However, be careful not to
overload the base class with unrelated operations, which would reduce the
cohesiveness of entities derived from the base class and may result in main-
tainability and performance issues.

® Design entities to rely on data access logic components for database interaction.
Centralize implementation of all data access policies and related business logic.
For example, if your business entities access SQL Server databases directly, all
applications deployed to clients that use the business entities will require SQL
connectivity and logon permissions.

3. Choose your data access technology. Identify the functionality required for your
data access logic and choose a technology that meets these requirements. For
information on the range of data access technologies available on the Microsoft
platform, see Appendix C “Data Access Technology Matrix.”
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4. Design your data access components. Enumerate the data sources that you
will access and decide on the method of access for each data source. Determine
whether helper components are required or desirable to simplify development
and maintenance of data access components. Finally, identify relevant design
patterns. For example, consider using the Table Data Gateway, Query Object,
Repository, and other patterns. For more information, see Chapter 15, “Designing
Data Components.”

5. Design your service agents. Use the appropriate tool to add a service reference.
This will generate a proxy and the data classes that represent the data contract
from the service. Then determine how the service will be used in your application.
For most applications, you should access the functionality and data provided by
the service agents through data access components, which will provide a consis-
tent interface regardless of the data source. For smaller applications, the business
layer—or even the presentation layer—may access the service agent directly.

Relevant Design Patterns

Key patterns are organized by categories, as detailed in the following table. Consider
using these patterns when making design decisio ns for each category.

Category Relevant patterns

General Active Record. Include a data access object within a domain entity.
Data Mapper. Implement a mapping layer between objects and the database
structure that is used to move data from one structure to another while keeping
them independent.
Data Transfer Object. An object that stores the data transported between pro-
cesses, reducing the number of method calls required.
Domain Model. A set of business objects that represents the entities in a domain
and the relationships between them.
Query Object. An object that represents a database query.
Repository. An in-memory representation of a data source that works with domain
entities.
Row Data Gateway. An object that acts as a gateway to a single record in a data
source.
Table Data Gateway. An object that acts as a gateway to a table or view in a data
source and centralizes all of the select, insert, update, and delete queries.
Table Module. A single component that handles the business logic for all rows in a
database table or view.

Batching Parallel Processing. Allow multiple batch jobs to run in parallel to minimize the
total processing time.
Partitioning. Partition multiple large batch jobs to run concurrently.
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Category Relevant patterns

Transactions Capture Transaction Details. Create database objects, such as triggers and
shadow tables, to record changes to all tables belonging to the transaction.
Coarse Grained Lock. Lock a set of related objects with a single lock.
Implicit Lock. Use framework code to acquire locks on behalf of code that ac-
cesses shared resources.
Optimistic Offline Lock. Ensure that changes made by one session do not conflict
with changes made by another session.
Pessimistic Offline Lock. Prevent conflicts by forcing a transaction to obtain a lock
on data before using it.
Transaction Script. Organize the business logic for each transaction in a single
procedure, making calls directly to the database or through a thin database
wrapper.

For more information on the Domain Model, Table Module, Coarse-Grained
Lock, Implicit Lock, Transaction Script, Active Record, Data Mapper, Data Transfer
Object, Optimistic Offline Locking, Pessimistic Offline Locking, Query Object,
Repository, Row Data Gateway, and Table Data Gateway patterns, see Fowler,
Martin. Patterns of Enterprise Application Architecture. Addison-Wesley, 2002.

Or at http:/ /martinfowler.com/eaaCatalog/.

For more information on the Capture Transaction Details pattern, see “Data Patterns”
at http:/ /msdn.microsoft.com/en-us/library /ms998446.aspx.

Additional Resources

To more easily access Web resources on general data access guidelines and
information, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

® “.NET Data Access Architecture Guide” at
http:/ /msdn.microsoft.com/en-us/library /ms978510.aspx.

® “Concurrency Control” at
http:/ /msdn.microsoft.com/en-us/library /ms978457.aspx.

“Data Patterns” at http:/ /msdn.microsoft.com/en-us/library / ms998446.aspx.

“Designing Data Tier Components and Passing Data Through Tiers” at
http:/ /msdn.microsoft.com/en-us/library /ms978496.aspx.

® “Typing, storage, reading, and writing BLOBs” at
http:/ /msdn.microsoft.com/en-us/library /ms978510.aspx#daag_handlingblobs.

® “Using stored procedures instead of SQL statements” at
http:/ /msdn.microsoft.com/en-us/library /ms978510.aspx.

® “NHibernate Forge” community site at http://nhforge.org/Default.aspx.


http://martinfowler.com/eaaCatalog/
http://msdn.microsoft.com/en-us/library/ms998446.aspx
http://www.microsoft.com/architectureguide
http://msdn.microsoft.com/en-us/library/ms978510.aspx
http://msdn.microsoft.com/en-us/library/ms978457.aspx
http://msdn.microsoft.com/en-us/library/ms998446.aspx
http://msdn.microsoft.com/en-us/library/ms978496.aspx
http://msdn.microsoft.com/en-us/library/ms978510.aspx#daag_handlingblobs
http://msdn.microsoft.com/en-us/library/ms978510.aspx
http://nhforge.org/Default.aspx




Service Layer Guidelines

Overview

When providing application functionality through services, it is important to separate
the service functionality into a separate service layer. This chapter will help you to
understand how the service layer fits into the application architecture, and learn the
steps for designing the service layer. This includes guidance on the common issues
you face when designing the service layer, and the key patterns and technology con-
siderations for the service layer.

Within the service layer, you define and implement the service interface and the
data contracts (or message types). One of the more important concepts to keep in
mind is that a service should never expose details of the internal processes or the
business entities used within the application. In particular, you should ensure that
your business layer entities do not unduly influence your data contracts. The service
layer should provide translator components that translate data formats between the
business layer entities and the data contracts.

Figure 1 shows how a service layer fits into the overall design of your application.
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Figure 1
Overall view of a typical application showing the service layer

The services layer will usually include the following:

® Service interfaces. Services expose a service interface to which all inbound
messages are sent. You can think of a service interface as a facade that exposes
the business logic implemented in the application (typically, logic in the busi-
ness layer) to potential consumers.
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® Message types. When exchanging data across the service layer, data structures
are wrapped by message structures that support different types of operations. The
services layer will also usually include data types and contracts that define the data
types used in messages.

For more information about the components commonly used in the services layer, see
Chapter 10, “Component Guidelines.” For more information about designing service
interfaces, see Chapter 18, “Communication and Messaging.”

Design Considerations

There are many factors that you should consider when designing the service layer.
Many of these design considerations relate to proven practices concerned with
layered architectures. However, with a service, you must take into account message-
related factors. The main thing to consider is that a service uses message-based
interaction, typically over a network, which is inherently slower than direct in-
process interaction, and that interaction between the service and its consumers
will typically be asynchronous. In addition, messages passed between a service
and a consumer can be routed, modified, delivered in a different order to which
they were sent, or even lost if a guaranteed delivery mechanism is not in use.
These considerations require a design that will account for the nondeterministic
behavior of messaging. Consider the following guidelines when designing the
service layer:

® Design services to be application-scoped and not component-scoped. Service
operations should be coarse grained and focused on application operations.
Defining service operations that are too fine grained can result in performance
or scalability problems. However, you should ensure that the service does not
return very large unbounded volumes of data. For example, for a service that
may return a large amount of demographic data, you should provide an opera-
tion that returns an appropriately sized subset of the data rather than returning
all of the data in one call. You should ensure that the size of the subset is appro-
priate for your service and its consumers.

® Design services and data contracts for extensibility and without the assumption
that you know who the client is. In other words, data contracts should be designed
so that, if possible, you can extend them without affecting consumers of the service.
However, to avoid excessive complexity or to manage changes that are not back-
wards compatible, you may have to create new versions of the service interface that
operate alongside existing versions instead. You should not make assumptions about
the client, or about how they plan to use the service that you provide.
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Design only for the service contract. The service layer should implement and
provide only the functionality detailed in the service contract, and the internal
implementation and details of a service should never be exposed to external
consumers. Also, if you need to change the service contract to include new
functionality implemented by a service, and the new operations and types are
not backward compatible with the existing contracts, consider versioning your
contracts. Define new operations exposed by the service in a new version of a
service contract, and define and new schema types in a new version of the data
contract. For information about designing message contracts, see Chapter 18,
“Communication and Messaging.”

Separate service layer concerns from infrastructure concerns. Code to manage
crosscutting concerns should not be combined with service logic code within the
service layer. Doing so can lead to implementations that are difficult to extend and
maintain. Generally, you should implement code to manage crosscutting concerns
in separate components, and access these components from your business layer
components.

Compose entities from standard elements. When possible, use standard elements
to compose the complex types and data transfer objects used by your service.

Design to assume the possibility of invalid requests. You should never assume
that all messages received by the service are valid. Implement validation logic to
check all input based on value, range, and type; and reject or sanitize all invalid data.
For more information about validation, see Chapter 17, “Crosscutting Concerns.”

Ensure that the service can detect and manage repeated messages (idempotency).
When designing the service, implement well-known patterns such as Idempotent
Receiver and Replay Protection to ensure that duplicate messages are not processed,
or that repeated processing has no effect on the result.

Ensure that the service can manage messages arriving out of order (commutativity).
If it is possible that messages will arrive out of order, implement a design that will
store messages and then process them in the correct order.

Specific Design Issues

You must consider several common issues as you develop your service layer design.
These issues can be categorized into specific areas of the design. The following sections
provide guidelines for each category where mistakes are most often made:

Authentication
Authorization
Communication
Exception Management
Messaging Channels
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Message Construction
Message Endpoint
Message Protection
Message Routing
Message Transformation
Service Interface
Validation

For more information about message protocols, asynchronous communication, inter-
operability, performance, and technology options, see Chapter 18, “Communication
and Messaging.”

Authentication

Authentication is used to determine the identity of the service consumer. Designing an
effective authentication strategy for your service layer is important for the security
and reliability of your application. Failure to design a good authentication strategy
can leave your application vulnerable to spoofing attacks, dictionary attacks, session
hijacking, and other types of attacks. Consider the following guidelines when
designing an authentication strategy:

® Identify a suitable mechanism for securely authenticating users, taking advantage
of the features of the underlying platform where possible, and determine the trust
boundaries at which authentication must be applied.

Consider the implications of using different trust settings for executing service code.

Ensure that secure protocols such as Secure Sockets Layer (SSL) are used when
you use Basic authentication, or when credentials are passed as plain text. Con-
sider using message-level security mechanisms supported by the WS* standards
(Web Services Security, Web Services Trust, and Web Services SecureConversation)
with SOAP messages.

Authorization

Authorization is used to determine which resources or actions can be accessed by
an authenticated service consumer. Designing an effective authorization strategy
for your service layer is important for the security and reliability of your applica-
tion. Failure to design a good authorization strategy can leave your application
vulnerable to information disclosure, data tampering, and elevation of privileges.
Your authorization strategy should typically represent coarse grained actions or
activities rather than the resources needed to carry them out. Consider the follow-
ing guidelines when designing an authorization strategy:

® Set appropriate access permissions on resources for users, groups, and roles.
Execute services under the most restrictive account that is appropriate.
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® Avoid highly granular authorization if possible in order to maintain the effective-
ness and manageability of your authorization strategy.

® Use URL authorization and/or file authorization when using Windows authen-
tication.

® Where appropriate, restrict access to publicly accessible Web methods by using
declarative principle permission demands.

Communication

When designing the communication strategy for your service, the protocol you
choose should be based on the deployment scenario your service must support.
Consider the following guidelines when designing a communication strategy:

® Analyze your communication requirements and determine if you need request-
response or duplex communication, and if message communication must be one
way or two way. Also, determine whether you need to make asynchronous calls.

® Determine how to handle unreliable or intermittent communication, perhaps by
implementing a service agent or using a reliable message queuing system such as
Message Queuing.

® [f the service will be deployed within a closed network, consider using Transmis-
sion Control Protocol (TCP) to maximize communication efficiency. If the service
will be deployed into a public facing network, consider using the Hypertext
Transfer Protocol (HTTP).

® Consider using dynamic URL behavior with configured endpoints for maximum
flexibility. For example, use configuration or a directory service such as Universal
Discovery Description and Integration (UDDI) where practical rather than hard
coding endpoint URLs.

e Validate endpoint addresses in messages, and ensure you protect sensitive data in
messages.

Exception Management

Designing an effective exception management strategy for your service layer is impor-
tant for the security and reliability of your application. Failure to do so can make your
application vulnerable to denial of service (DoS) attacks, and can also allow it to reveal
sensitive and critical information. Raising and handling exceptions is an expensive
operation, so it is important for the design to take into account the potential impact on
performance. A good approach is to design a centralized exception management and
logging mechanism, and consider providing access points that support instrumenta-
tion and centralized monitoring in order to assist system administrators. Consider the
following guidelines when designing an exception management strategy:

® Catch only exceptions that you can handle, and consider how you will manage
message integrity when an exception occurs. Ensure that you correctly handle
unhandled exceptions, and avoid using exceptions to control business logic.
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® Use SOAP Fault elements or custom extensions to return exception details to
the caller.

® Ensure that you log exceptions, and that you do not reveal sensitive information
in exception messages or log files.

For more information on exception management techniques, see Chapter 17,
“Crosscutting Concerns.”

Messaging Channels

Communication between a service and its consumers consists of sending data through
a channel. In most cases, you will use channels provided by your chosen service infra-
structure, such as Windows Communication Foundation (WCF). You must understand
which patterns your chosen infrastructure supports, and determine the appropriate
channel for interaction with consumers of the service. Consider the following guide-
lines when designing message channels:

® Determine appropriate patterns for messaging channels, such as Channel Adapter,
Messaging Bus, and Messaging Bridge and choose those appropriate for your
scenario. Ensure that you also choose an appropriate service infrastructure com-
patible with requirements.

® Determine how you will intercept and inspect the data between endpoints if
necessary.

Ensure that you handle exception conditions on the channel.
Consider how you will provide access to clients that do not support messaging.

Message Construction

When data is exchanged between a service and consumer, it must be wrapped inside
a message. The format of that message is based on the types of operations you must
support. For example, you may be exchanging documents, executing commands, or
raising events. Consider the following guidelines when designing a message con-
struction strategy:

® Determine the appropriate patterns for message constructions, such as
Command, Document, Event, and Request-Reply and choose those appropriate
for your scenario.

e Divide very large quantities of data into smaller chunks, and send them in
sequence.

® When using slow message delivery channels, consider including expiration
information in messages that are time sensitive. The service should ignore
expired messages.
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Message Endpoint

The message endpoint represents the connection that applications use to interact with
your service. The implementation of your service interface represents the message end-
point. When designing the service implementation, you must consider the possibility
that duplicate or invalid messages can be sent to your service. Consider the following
guidelines when designing message endpoints:

Determine relevant patterns for message endpoints, such as Gateway, Mapper,
Competing Consumers, and Message Dispatcher and choose those appropriate
for your scenario.

Determine if you should accept all messages, or whether you need to implement
a filter to handle specific messages.

Design for idempotency in your message interface. Idempotency is the situation
where you could receive duplicate messages from the same consumer, but should
handle only one. In other words, an idempotent endpoint will guarantee that only
one message will be handled, and all duplicate messages will be ignored.

Design for commutativity in your message interface. Commutativity is related to
the order in which messages are received. In some cases, you may need to store
inbound messages so that they can be processed in the correct order.

Design for disconnected scenarios. For example, you might need to support guar-

anteed delivery by caching or storing messages for later delivery. Ensure you do
not attempt to subscribe to endpoints while disconnected.

Message Protection

When transmitting sensitive data between a service and its consumer, you should
design for message protection. You can use transport layer protection (such as IPSec
or SSL) or message-based protection (such as encryption and digital signatures).
Consider the following guidelines when designing message protection:

In most cases, you should consider using message-based security techniques to
protect message content. Message-based security helps to protect sensitive data
in messages by encrypting it, and a digital signature will help to protect against
repudiation and tampering of the messages. However, keep in mind that each
layer of security will affect performance.

If interactions between the service and the consumer are not routed through inter-
mediaries, such as other servers and routers, you can use transport layer security
such as IPSec or SSL. However, if the message passes through one or more inter-
mediaries, always use message-based security. With transport layer security, the
message is decrypted and then encrypted at each intermediary through which it
passes—which represents a security risk.



Chapter 9: Service Layer Guidelines 123

® For maximum security, consider using both transport layer and message-based
security in your design. Transport layer security will help to protect the headers
information that cannot be encrypted using message based security.

Message Routing

A message router is used to decouple a service consumer from the service implemen-
tation. There are three main types of routers that you might use: simple, composed,
and pattern-based. Simple routers use a single router to determine the final destina-
tion of a message. Composed routers combine multiple simple routers to handle
more complex message flows. Architectural patterns are used to describe different
routing styles based on simple message routers. Consider the following guidelines
when designing message routing:

® Determine relevant patterns for message routing, such as Aggregator, Content-
Based Router, Dynamic Router, and Message Filter and choose those appropriate
for your scenario.

® If sequential messages are sent from a consumer, the router must ensure that they
are all delivered to the same endpoint in the required order (commutativity).

® A message router may inspect information in the message to determine how to
route the message. As a result, you must ensure that the router can access that in-
formation. You may need to add routing information to the header. If you encrypt
the message you must ensure that the unencrypted header contains the informa-
tion required to route the message.

Message Transformation

When passing messages between a service and consumer, there are many cases
where the message must be transformed into a format that the consumer can under-
stand. You can use adapters to provide access to the message channel for clients that
do not support messaging, and translators to convert the message data into a format
that each consumer understands. Consider the following guidelines when designing
message transformation:

® Determine the requirements and locations for performing transformations. Take
into account the performance overhead of transformation, and try to minimize
the number of transformations you execute.

® Determine relevant patterns for message transformation, such as Canonical Data
Mapper, Envelope Wrapper, and Normalizer. However, use the Canonical Data Map-
per model only when this is necessary.

Use metadata to define the message format.
Consider using an external repository to store the metadata.
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Service Interface

The service interface represents the contract exposed by your service. The contract
defines the operations that your service supports and their associated parameters
and data transfer objects. When designing a service interface, you should consider
boundaries that must be crossed and the type of consumers that will access your
service. For example, service operations should be coarse grained and application
scoped. One of the biggest mistakes with service interface design is to treat the
service as a component with fine-grained operations. This results in a design that
requires multiple calls across physical or process boundaries, which can decrease
performance and increase latency. Consider the following guidelines when
designing a service interface:

® Consider using a coarse-grained interface to batch requests and minimize the
number of calls over the network.

® Avoid designing service interfaces in such a way that changes to the business
logic will affect the interface. However, if business requirement change, there
may be no other options.

Do not implement business rules in a service interface.

Consider using standard formats for parameters to provide maximum compat-
ibility with different types of clients. Do not make assumptions in your interface
design about the way that clients will use the service.

Do not use object inheritance to implement versioning for the service interface.

Disable tracing and debug-mode compilation for all services, except during
development and testing.

Validation

To protect the service layer, you should validate all requests received by it. Failure to do
so can leave your application vulnerable to both malicious attacks and errors caused by
invalid input. There is no comprehensive definition of what constitutes a valid input or
malicious input. In addition, how your application uses input influences the risk of the

exploit. Consider the following guidelines when designing a validation strategy:

® Consider centralizing your validation approach to maximize testability and reuse.
e Constrain, reject, and sanitize all message content, including parameters. Validate
for length, range, format, and type.

® Consider using schemas to validate messages. For information about validation
using schemas, see "Message Validation" at
http:/ /msdn.microsoft.com/en-us/library/cc949065.aspx and "Input/Data
Validation" at http://msdn.microsoft.com/en-us/library/cc949061.aspx.


http://msdn.microsoft.com/en-us/library/cc949065.aspx
http://msdn.microsoft.com/en-us/library/cc949061.aspx
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REST and SOAP

Representational State Transfer (REST) and SOAP represent two different styles
for implementing services. Technically, REST is an architectural pattern built with
simple verbs that overlay well on HTTP. While REST architectural principles could
be applied with protocols other than HTTP, in practice REST implementations are
used in conjunction with HTTP. SOAP is an XML-based messaging protocol that
can be used with any communication protocol, including HTTP.

The main difference between these two approaches is the way that the service state
is maintained. Do not think of the service state as the application or session state;
instead, think of it as the different states that an application passes through during
its lifetime. With SOAP, movement through different states can be accomplished
through interaction with a single service endpoint, which may encapsulate and
provide access to many operations and message types.

With REST, a limited set of operations is allowed, and these operations are applied
to resources represented and addressable by URIs (HTTP addresses). The messages
capture the current or required state of the resource. REST works well with Web
applications, so you can take advantage of HTTP support for non-XML MIME
types or streaming content from a service request. Service consumers navigating
through REST resources interact with URIs in the same way as a human user might
navigate through and interact with Web pages.

While both REST and SOAP can be used with most service implementations, the REST
approach is often better suited for publicly accessible services or cases where a service
can be accessed by unknown consumers. SOAP is much better suited to implementing
a range of procedural interactions, such as an interface between layers of an application.
With SOAP, you are not restricted to HTTP. The WS-* standards, which can be utilized
in SOAP, provide a standard and therefore interoperable method of dealing with com-
mon messaging issues such as security, transactions, addressing, and reliability. REST
can also provide the same type of functionality, but you must often create a custom
mechanism because only a few standards currently exist for these areas.

In general, you can use the same principles when designing SOAP based interactions
as you do for stateless REST interactions. Both approaches exchange data (the payload)
using verbs. In the case of SOAP, the set of verbs is open ended and is defined by the
service endpoint. In the case of REST, the set of verbs is constrained to preset verbs that

mirror the HTTP protocol. Consider the following guidelines when choosing between
REST and SOAP:

® SOAP is a protocol that provides a basic messaging framework upon which abstract
layers can be built, and is commonly used as an RPC framework that passes calls
and responses over networks using XML-formatted messages.
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SOAP handles issues such as security and addressing through its internal protocol
implementation, but requires a SOAP stack to be available.

REST is a technique that can utilize other protocols, such as JavaScript Object
Notation (JSON), the Atom publishing protocol, and custom Plain Old XML (POX)
formats.

REST exposes an application and data as a state machine, not just a service end-
point. It allows standard HTTP calls such as GET and PUT to be used to query
and modify the state of the system. REST is stateless by nature, meaning that
each individual request sent from the client to the server must contain all of the
information necessary to understand the request since the server does not store
the session state data.

Design Considerations for REST

REST represents an architecture style for distributed systems, and is designed to reduce
complexity by dividing a system into resources. The resources and the operations
supported by a resource are represented and exposed as a set of URIs over the HTTP
protocol. Consider the following guidelines when designing REST resources:

Identify and categorize resources that will be available to clients.

Choose an approach for resource representation. A good practice would be to use
meaningful names for REST starting points and unique identifiers for specific
resource instances. For example, http:/ /www.contoso.com/employee/ represents
an employee starting point. http://www.contoso.com/employee/smithah01 uses
an employee ID to indicate a specific employee.

Decide if multiple representations should be supported for different resources.
For example, you can decide if the resource should support an XML, Atom,

or JSON format and make it part of the resource request. A resource could be
exposed as both (for example, http:/ /www.contoso.com/example.atom and
http:/ /www.contoso.com/example.json).

Decide if multiple views should be supported for different resources. For
example, decide if the resource should support GET and POST operations,
or only GET operations. Avoid overuse of POST operations if possible, and
avoid putting actions in the URIL

Do not implement the maintenance of user session state within a service, and do
not attempt to use hypertext (such as hidden controls in Web pages) to manage
state. For example, when users submit requests such as adding an item to a
shopping cart, store the data in a persistent state store such as a database.


http://www.contoso.com/employee/
http://www.contoso.com/employee/smithah01
http://www.contoso.com/example.atom
http://www.contoso.com/example.json
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Design Considerations for SOAP

SOAP is a message-based protocol that is used to implement the message layer of a
service. The message is composed of an envelope that contains a header and body.
The header can be used to provide information that is external to the operation being
performed by the service. For example, a header may contain security, transaction,
or routing information. The body contains contracts, in the form of XML schemas,
which are used to implement the service. Consider the following guidelines when
designing SOAP messages:

® Determine how you will handle faults and errors, and how you will return
appropriate error information to clients. For more information, see “Exception
Handling in Service Oriented Applications” at http://msdn.microsoft.com/en-us/
library/cc304819.aspx.

® Define the schemas for the operations that can be performed by a service, the
data structures passed with a service request, and the errors or faults that can be
returned from a service request.

® Choose the appropriate security model for your services. For more information,
see “Improving Web Services Security: Scenarios and Implementation Guidance for
WCF” at http:/ /msdn.microsoft.com/en-us/library/cc949034.aspx.

® Avoid using complex types in message schemas. Try to use only simple types to
maximize interoperability.

For more information about REST and SOAP, see Chapter 25, “Designing Service
Applications.”

Technology Considerations

The following guidelines will help you to choose an appropriate implementation
technology for your service layer:

® Consider using ASPNET Web services (ASMX) for simplicity, but only when a
Web server running Microsoft Internet Information Services (IIS) is available.

® Consider using WCEF services if you require advanced features such as reliable
sessions and transactions, activity tracing, message logging, performance
counters, and support for multiple transport protocols.

e If you decide to use ASMX for your service, and you require message-based
security and binary data transfer, you may consider using Web Service
Extensions (WSE). However, in general, you should consider moving to
WCEF if you require WSE functionality.


http://msdn.microsoft.com/en-us/
http://msdn.microsoft.com/en-us/library/cc949034.aspx
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® If you decide to use WCF for your service:

Consider using HTTP transport based on SOAP specifications if you want
interoperability with non-WCF or non-Windows clients.

Consider using the TCP protocol and binary message encoding with
transport security and Windows authentication if you want to support
clients within an intranet.

Consider using the named pipes protocol and binary message encoding if
you want to support WCF clients on the same machine.

Consider defining service contracts that use an explicit message wrapper
instead of an implicit one. This allows you to define message contracts as
inputs and outputs for your operations, which means that you can extend
the data contracts included in the message contract without affecting the
service contract.

For more information about messaging technology options, see Chapter 18,
“Communication and Messaging.”

Deployment Considerations

The service layer can be deployed on the same tier as other layers of the application, or
on a separate tier in cases where performance and isolation requirements demand this.
However, in most cases the service layer will reside on the same physical tier as the
business layer in order to minimize the performance impact when exposing business
functionality. Consider the following guidelines when deploying the service layer:

® Deploy the service layer to the same tier as the business layer to improve appli-
cation performance, unless performance and security issues inherent within the
production environment prevent this.

® If the service is located on the same physical tier as the service consumer, consider
using the named pipes or shared memory protocols.

® [f the service is accessed only by other applications within a local network, consider
using TCP for communications.

® If the service is publicly accessible from the Internet, use HTTP for your transport
protocol.

For more information on deployment patterns, see Chapter 19, “Physical Tiers and
Deployment.”
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Design Steps for the Service Layer

The approach used to design a service layer starts by defining the service interface,
which consists of the contracts that you plan to expose from your service. This

is commonly referred to as Contract First Design. Once the service interface has
been defined, the next step is to design the service implementation; which is used
to translate data contracts into business entities and to interact with the business
layer. The following basic steps can be used when designing a service layer:

1. Define the data and message contracts that represent the schema used for
messages.

2. Define the service contracts that represent operations supported by your service.

3. Define the fault contracts that return error information to consumers of the
service.

4. Design transformation objects that translate between business entities and data
contracts.

5. Design the abstraction approach used to interact with the business layer.

You can use design tools such as the patterns & practices Web Service Software
Factory: Modeling Edition (also known as the Service Factory) to generate Web
services. This is an integrated collection of resources designed to help you quickly
and consistently build Web services that adhere to well-known architecture and
design patterns. For more information, see “Web Service Software Factory: Modeling
Edition” at http:/ /msdn.microsoft.com/en-us/library/cc487895.aspx.

For information about designing message contracts and Contract-First Design, see
Chapter 18, “Communication and Messaging.” For information about abstraction in
layered architectures, see Chapter 5, “Layered Application Guidelines.”


http://msdn.microsoft.com/en-us/library/cc487895.aspx

130 .NET Application Architecture Guide, 2nd Edition

Relevant Design Patterns

Key patterns are organized by categories as shown in the following table. Consider
using these patterns when making design decisions for each category.

Category
Communication

Messaging
Channels

Message
Construction

Relevant patterns

Duplex. Two-way message communication where both the service and the cli-
ent send messages to each other independently, irrespective of the use of the
One-Way or the Request-Reply pattern.

Fire and Forget. A one-way message communication mechanism used when no
response is expected.

Reliable Sessions. End to end reliable transfer of messages between a source
and a destination, regardless of the number or type of intermediaries that sepa-
rate the endpoints.

Request Response. A two-way message communication mechanism where the
client expects to receive a response for every message sent.

Channel Adapter. A component that can access the application’s APl or data
and publish messages on a channel based on this data, and can receive mes-
sages and invoke functionality inside the application.

Message Bus. Structure the connecting middleware between applications as a
communication bus that enables the applications to work together using mes-
saging.

Messaging Bridge. A component that connects messaging systems and repli-
cates messages between these systems.

Point-to-Point Channel. Send a message on a Point-to-Point Channel to ensure
that only one receiver will receive a particular message.

Publish-Subscribe Channel. Create a mechanism to send messages only

to the applications that are interested in receiving the messages, without
knowing the identity of the receivers.

Command Message. A message structure used to support commands.
Document Message. A structure used to transfer documents or a data
structure reliably between applications.

Event Message. A structure that provides reliable asynchronous event
notification between applications.

Request-Reply. Use separate channels to send the request and the reply.



Category
Message
Endpoint

Message
Protection
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Relevant patterns

Competing Consumer. Set multiple consumers on a single message queue and
have them compete for the right to process the messages, which allows the mes-
saging client to process multiple messages concurrently.

Durable Subscriber. In a disconnected scenario, messages are saved and then
made accessible to the client when connecting to the message channel in order
to provide guaranteed delivery.

Idempotent Receiver. Ensure that a service will only handle a message once.
Message Dispatcher. A component that sends messages to multiple consumers.
Messaging Gateway. Encapsulate message-based calls into a single interface in
order to separate it from the rest of the application code.

Messaging Mapper. Transform requests into business objects for

incoming messages, and reverse the process to convert business objects

into response messages.

Polling Consumer. A service consumer that checks the channel for messages at
regular intervals.

Selective Consumer. The service consumer uses filters to receive messages that
match specific criteria.

Service Activator. A service that receives asynchronous requests to invoke
operations in business components.

Transactional Client. A client that can implement transactions when interacting
with a service.

Data Confidentiality. Use message-based encryption to protect sensitive data in
a message.

Data Integrity. Ensure that messages have not been tampered with in transit.
Data Origin Authentication. Validate the origin of a message as an advanced
form of data integrity.

Exception Shielding. Prevent a service from exposing information about its inter-
nal implementation when an exception occurs.

Federation. An integrated view of information distributed across multiple ser-
vices and consumers.

Replay Protection. Enforce message idempotency by preventing an attacker
from intercepting a message and executing it multiple times.

Validation. Check the content and values in messages to protect a service from
malformed or malicious content.

(continued)
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Category
Message
Routing

Message
Transformation

REST

Service
Interface

SOAP

Relevant patterns

Aggregator. A filter that collects and stores individual related messages, com-
bines these messages, and publishes a single aggregated message to the output
channel for further processing.

Content-Based Router. Route each message to the correct consumer based on
the contents of the message; such as existence of fields, specified field values,
and so on.

Dynamic Router. A component that dynamically routes the message to a con-
sumer after evaluating the conditions/rules specified by the consumer.
Message Broker (Hub and Spoke). A central component that communicates
with multiple applications to receive messages from multiple sources, deter-
mines the correct destination, and route the message to the correct channel.
Message Filter. Prevent undesired messages, based on a set of criteria, from
being transmitted over a channel to a consumer.

Process Manager. A component that enables routing of messages through mul-
tiple steps in a workflow.

Canonical Data Mapper. Use a common data format to perform translations
between two disparate data formats.

Claim Check. Retrieve data from a persistent store when required.

Content Enricher. Enrich messages with missing information obtained from an
external data source.

Content Filter. Remove sensitive data from a message and minimize network
traffic by removing unnecessary data from a message.

Envelope Wrapper. A wrapper for messages that contains header information
used, for example, to protect, route, or authenticate a message.

Normalizer. Convert or transform data into a common interchange format when
organizations use different formats.

Behavior. Applies to resources that carry out operations. These resources gen-
erally contain no state of their own, and only support the POST operation.
Container. Builds on the entity pattern by providing the means to dynamically
add and/or update nested resources.

Entity. Resources that can be read with a GET operation, but can only be
changed by PUT and DELETE operations.

Store. Allows entries to be created and updated with the PUT operation.
Transaction. Resources that support transactional operations.

Facade. Implement a unified interface to a set of operations in order to provide a
simplified interface and reduce coupling between systems.

Remote Facade. Create a high level unified interface to a set of operations or
processes in a remote subsystem by providing a coarse-grained interface over
fine-grained operations in order to make that subsystem easier to use, and to
minimize calls across the network.

Service Interface. A programmatic interface that other systems can use to inter-
act with the service.

Data Contract. A schema that defines data structures passed with a service
request.

Fault Contracts. A schema that defines errors or faults that can be returned
from a service request.

Service Contract. A schema that defines operations that the service can perform.
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For more information on the Duplex and Request Response patterns, see “Designing
Service Contracts” at http:/ /msdn.microsoft.com/en-us/library /ms733070.aspx.

For more information on the Request-Reply pattern, see “Request-Reply” at
http:/ /www.eaipatterns.com/RequestReply.html.

For more information on the Command, Document Message, Event Message,
Durable Subscriber, Idempotent Receiver, Polling Consumer, and Transactional
Client patterns, see “Messaging Patterns in Service-Oriented Architecture, Part I” at
http:/ /msdn.microsoft.com/en-us/library /aa480027.aspx.

For more information on the Data Confidentiality and Data Origin
Authentication patterns, see “Chapter 2: Message Protection Patterns” at
http:/ /msdn.microsoft.com/en-us/library /aa480573.aspx.

For more information on the Replay Detection, Exception Shielding, and
Validation patterns, see “Chapter 5: Service Boundary Protection Patterns” at
http:/ /msdn.microsoft.com/en-us/library /aa480597.aspx.

For more information on the Claim Check, Content Enricher, Content Filter,
and Envelope Wrapper patterns, see “Messaging Patterns in Service Oriented
Architecture, Part 2” at http:/ /msdn.microsoft.com/en-us/library /aa480061.aspx.

For more information on the Remote Fagade pattern, see “P of EAA: Remote Fagade” at
http:/ /martinfowler.com/eaaCatalog/remoteFacade.html.

For more information on REST patterns such as Behavior, Container, and Entity, see
“REST Patterns” at http:/ /wiki.developer.mindtouch.com/REST/REST_Patterns.

For more information on the Aggregator, Content-Based Router, Publish-Subscribe,
Message Bus, and Point-to-Point patterns, see “Messaging patterns in Service-Oriented
Architecture, Part I” at http:/ /msdn.microsoft.com/en-us/library/aa480027.aspx.

Additional Resources
To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

® “Enterprise Solution Patterns Using Microsoft NET” at
http:/ /msdn.microsoft.com/en-us/library / ms998469.aspx.

® "Web Service Security Guidance” at
http:/ /msdn.microsoft.com/en-us/library/aa480545.aspx.

® "Improving Web Services Security: Scenarios and Implementation Guidance for WCF” at
http:/ /www.codeplex.com/WCFSecurityGuide.

® "WS-* Specifications” at http:/ /www.ws-standards.com /ws-atomictransaction.asp.
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http://msdn.microsoft.com/en-us/library/aa480573.aspx
http://msdn.microsoft.com/en-us/library/aa480597.aspx
http://msdn.microsoft.com/en-us/library/aa480061.aspx
http://martinfowler.com/eaaCatalog/remoteFacade.html
http://wiki.developer.mindtouch.com/REST/REST_Patterns
http://msdn.microsoft.com/en-us/library/aa480027.aspx
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http://www.codeplex.com/WCFSecurityGuide
http://www.ws-standards.com/ws-atomictransaction.asp
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Component Guidelines

Overview

Components provide a way to isolate specific sets of functionality within units that
you can distribute and install separately from other functionality. This chapter con-
tains some general guidelines for creating components, and describes the types of
components commonly found in each layer of applications that are designed using
the layered approach described elsewhere in this guide. However, the techniques for
building components are generally applicable irrespective of the application structure.

General Guidelines for Component Design

When designing components for use in your applications, consider the following
general guidelines:

e Apply the SOLID design principles to the classes within your component.
The SOLID principles are, briefly, the following:

® Single responsibility principle. A class should have only responsibility.

® Open/closed principle. Classes should be extensible without requiring
modification.

® Liskov substitution principle. Subtypes must be substitutable for their
base types.

® Interface segregation principle. Class interfaces should be client specific
and fine grained. Classes should expose separate interfaces for different
clients where the interface requirements differ.

® Dependency inversion principle. Dependencies between classes should
be replaced by abstractions to allow top down design without requiring
design of low level modules first. Abstractions should not depend upon
details—details should depend upon abstractions.
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® Design components to be highly cohesive. Do not overload components by
adding unrelated or mixed functionality. For example, always avoid mixing
data access logic and business logic within your business components. Where
functionality is cohesive, you can create assemblies that contain more than one
component and install components in the appropriate layers of your application—
even when the layers are physically separated.

® A component should not rely on internal details of other components. Each
component or object should call a method of another object or component, and
that method should have information about how to process the request and, if
appropriate, how to route it to appropriate subcomponents or other components.
This helps to create an application that is more maintainable and adaptable.

® Understand how components will communicate with each other. This requires
an understanding of the deployment scenarios your application must support.
You must determine if communication across physical boundaries or process
boundaries should be supported, or if all components will run within the same
process.

® Keep crosscutting code abstracted from the application-specific logic.
Crosscutting code refers to code related to security, communications, or opera-
tional management such as logging and instrumentation. Mixing the code that
implements these functions with the component logic can lead to a design
that is difficult to extend and maintain.

® Apply the key principles of the component-based architectural style. These
principles are that components should be reusable, replaceable, extensible,
encapsulated, independent, and not context specific. For information about
the component-based architectural style, see Chapter 3, “Architectural Patterns
and Styles.”

Layered Component Distribution

Each layer of an application will contain a series of components that implement the
functionality for that layer. These components should be cohesive and loosely coupled
to simplify reuse and maintenance. Figure 1 shows the types of components com-
monly found in each layer.
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Types of components commonly found in each layer

The following sections describe the components shown in Figure 1.
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Presentation Layer Components

Presentation layer components implement the functionality required to allow users
to interact with the application. The following types of components are commonly
found in the presentation layer:

® User Interface Components. The specific user interface for the application is en-
capsulated into user interface (UI) components. These are the application’s visual
elements used to display information to the user and accept user input. UI com-
ponents designed to work in a Separated Presentation pattern implementation are
sometimes called Views. In most cases, their specific role is to present the user with
an interface that represents the application’s underlying data and logic in the most
appropriate way, and to interpret user input gestures and forward them to pre-
sentation logic components that define how the input affects the underlying data
and application state. In some cases, the user interface components may contain
logic that is specific to the user interface implementation. In general, however, they
should contain as little application logic as possible as this can affect maintainability
and reuse, and make them hard to unit test.

® Presentation Logic Components. Presentation logic is the application code
that defines the logical behavior and structure of the application in a way that
is independent of any specific user interface implementation. Presentation logic
components are primarily concerned with implementing the application's use
cases (or user stories), and orchestrating the user’s interactions with the under-
lying logic and state of the application in a UI independent way. They are also
responsible for organizing data from the business layer in a consumable format
for the UI components; for example, they may aggregate data from multiple
sources, and transform data for display more easily. Presentation logic compo-
nents can be further subdivided into the following two categories:

® Presenter, Controller, Presentation Model, and ViewModel Components.
Used when implementing the Separated Presentation pattern, these kinds
of components often encapsulate presentation logic within the presentation
layer. To maximize reuse opportunities and testability, these components
are not specific to any specific Ul classes, elements, or controls.

® DPresentation Entity Components. These components encapsulate business
logic and data and make it easy for the UI and presentation logic compo-
nents in the presentation layer to consume; for example, by performing
data type conversion or by aggregating data from several sources. In some
cases, these are the business entities from the business layer consumed
directly by the presentation tier. In other cases, they may represent a subset
of the business entity components and be specifically designed to support
the presentation layer of the application. Presentation entities help to ensure
data consistency and validity in the presentation layer. In some separated
presentation patterns these components are sometimes referred to as models.
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For more information about designing your presentation layer, see Chapter 6,
“Presentation Layer Guidelines.” For more information about designing presenta-
tion components, see Chapter 11, “Designing Presentation Components.”

Services Layer Components

Your application may expose a service layer to interact with clients or other systems
using. Services layer components provide other clients and applications with a way
to access business logic in the application, and make use of the functionality of the
application by passing messages to and from it over a communication channel. The
following types of components are commonly found in the services layer:

® Service Interfaces. Services expose a service interface to which all inbound
messages are sent. The definition of the set of messages that must be exchanged
with a service in order for the service to perform a specific business task consti-
tutes a contract. You can think of a service interface as a fagade that exposes the
business logic implemented in the application (typically, logic in the business
layer) to potential consumers.

® Message Types. When exchanging data across the service layer, data structures
are wrapped by message structures that support different types of operations. For
example, you might have a Command message, a Document message, or another
type of message. These message types are the message contracts for communica-
tion between service consumers and providers. The services layer will usually also
expose data types and contracts that define the data types used in messages, and
isolate the internal data types from those contained in the message type. This
avoids exposure of internal data types to external consumers, which would cause
issues in terms of versioning the interface.

For more information about communication and messaging, see Chapter 18,
“Communication and Messaging.”

Business Layer Components

Business layer components implement the core functionality of the system, and
encapsulate the relevant business logic. The following types of components are
commonly found in the business layer:

® Application Fagade. This optional component typically provides a simplified
interface to the business logic components, often by combining multiple business
operations into a single operation that makes it easier to use the business logic,
and reduces dependencies because external callers do not need to know details
of the business components and relationships between them.
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® Business Logic Components. Business logic is defined as any application logic
that is concerned with the retrieval, processing, transformation, and management
of application data; application of business rules and policies; and ensuring data
consistency and validity. To maximize reuse opportunities, business logic compo-
nents should not contain any behavior or application logic that is specific to a use
case or user story. Business logic components can be further subdivided into the
following two categories:

® Business Workflow Components. After the Ul components collect input
from the user and pass it to the business layer, the application can use this
input to perform a business process. Many business processes involve mul-
tiple steps that must be performed in the correct order, and may interact
with each other through an orchestration. Business workflow components
define and coordinate long-running, multistep business processes, and can
be implemented using business process management tools. Business work-
flow components work with business process components that instantiate
and perform operations on workflow components. For more information
on business workflow components, see Chapter 14, “Designing Workflow
Components.”

® Business Entity Components. Business entities, or—more generally—
business objects, encapsulate the business logic and data necessary to
represent real world elements, such as Customers or Orders, within your
application. They store data values and expose them through properties;
contain and manage business data used by the application; and provide
stateful programmatic access to the business data and related functional-
ity. Business entities also validate the data contained within the entity
and encapsulate business logic to ensure consistency and to implement
business rules and behavior. For more information about business entity
components, see Chapter 13, “Designing Business Entities.”

There are many cases where business entities must be accessible to components and
services in both the business layer and the data layer. For example, business entities
can be mapped to the data source and accessed by business components. If the layers
are located on the same physical tier, the business entities can be shared directly
through references. However, you should still separate business logic from data access
logic. You can achieve this by moving business entities into a separate assembly that
can be shared by both the business services and data services assemblies. This is similar
to using a dependency inversion pattern, where business entities are decoupled from
the business and data layer so that both business and data layers are dependent on
business entities as a shared contract.
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For more information about designing your business layer, see Chapter 7, “Business
Layer Guidelines.” For more information about designing business components, see
Chapter 12, “Designing Business Components.” For more information about designing
business entity components, see Chapter 13, “Designing Business Entities.” For more
information about designing workflow components, see Chapter 14, “Designing
Workflow Components.”

Data Layer Components

Data layer components provide access to data that is hosted within the boundaries of
the system, and to data exposed by other networked systems. The following types
of components are commonly found in the data layer:

® Data Access Components. These components abstract the logic required to access
the underlying data stores. Most data access tasks require common logic that can
be extracted and implemented in separate reusable helper components or a suitable
support framework. This can reduce the complexity of the data access components
and centralize the logic, which simplifies maintenance. Other tasks that are common
across data layer components, and not specific to any set of components, may be
implemented as separate utility components. Helper and utility components are
often encapsulated in a library or framework so that they can easily be reused in
other applications.

® Service Agents. When a business component must use functionality provided by
an external service, you might need to implement code to manage the semantics of
communicating with that particular service. Service agents isolate the idiosyncra-
sies of calling diverse services from your application, and can provide additional
services such as caching, offline support, and basic mapping between the format
of the data exposed by the service and the format your application requires.

For more information about designing your data layer, see Chapter 8, “Data Layer
Guidelines.” For more information about designing data components, see Chapter 15,
“Designing Data Components.”
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Crosscutting Components

Many tasks carried out by the code of an application are required in more than
one layer. Crosscutting components implement specific types of functionality that
can be accessed from components in any layer. The following are common types of
crosscutting components:

e Components for implementing security. These may include components that
perform authentication, authorization, and validation.

® Components for implementing operational management tasks. These may
include components that implement exception handling policies, logging, perfor-
mance counters, configuration, and tracing.

e Components for implementing communication. These may include components
that communicate with other services and applications.

For more information about managing crosscutting concerns, see Chapter 17,
“Crosscutting Concerns.”

Relevant Design Patterns

Key patterns for components are organized by categories as detailed in the following
table. Consider using these patterns when making design decisions for each category.

Category Relevant patterns
Business Application Facade. Centralize and aggregate behavior to provide a uniform service
Components | layer.
Chain of Responsibility. Avoid coupling the sender of a request to its receiver by al-
lowing more than one object to handle the request.
Command. Encapsulate request processing in a separate command object with a
common execution interface.
Business Domain Model. A set of business objects that represents the entities in a domain
Entities and the relationships between them.
Entity Translator. An object that transforms message data types to business types
for requests, and reverses the transformation for responses.
Table Module. A single component that handles the business logic for all rows in a
database table or view.
Presentation | Entity Translator. An object that transforms message data types into business types
Entities for requests, and reverses the transformation for responses.
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Category Relevant patterns
Presentation | Application Controller. Implement a centralized point for handling screen navigation
Logic and the flow of an application.

Model-View-Controller. Separate the Ul code into three separate units: Model
(data), View (interface), and Controller (processing logic), with a focus on the View.
Two variations on this pattern include Passive View and Supervising Presenter, which
define how the View interacts with the Model.
Model-View-ViewModel. A variation on the presentation model pattern that uses the
Command pattern to communicate from the View to the ViewModel.
Model-View-Presenter. Separate request processing into three separate roles,
with the View being responsible for handling user input and passing control to a
Presenter object.
Passive View. Reduce the view to the absolute minimum by allowing the controller to
process user input and maintain the responsibility for updating the view.
Presentation Model. Move all view logic and state out of the view, and render the
view through data bind3ing and templates.
Supervising Presenter (or Supervising Controller). A variation of the MVC pattern in
which the controller handles complex logic, in particular coordinating between views,
but the view is responsible for simple view-specific logic.

Service Facade. Implement a unified interface to a set of operations in order to provide a

Interface simplified interface and reduce coupling between systems.
Remote Facade. Create a high level unified interface to a set of operations or
processes in a remote subsystem by providing a course-grained interface over fine-
grained operations in order to make that subsystem easier to use, and to minimize
calls across the network.
Service Interface. A programmatic interface that other systems can use to interact
with the service.

Workflows Data-Driven Workflow. A workflow that contains tasks whose sequence is deter-
mined by the values of data in the workflow or the system.
Human Workflow. A workflow that involves tasks performed manually by humans.
Sequential Workflow. A workflow that contains tasks that follow a sequence, where
one task is initiated after completion of the preceding task.
State-Driven Workflow. A workflow that contains tasks whose sequence is deter-
mined by the state of the system.

For more information on the Facade pattern, see Chapter 4, “Structural Patterns” in
Gamma, Erich, Richard Helm, Ralph Johnson, and John Vlissides. Design Patterns:
Elements of Reusable Object-Oriented Software. Addison Wesley Professional, 1995.

For more information on the Chain of Responsibility pattern, see “Patterns in Practice”
at http:/ /msdn.microsoft.com/en-us/magazine/cc546578.aspx.

For more information on the Command pattern, see 5, “Behavioral Patterns” in
Gamma, Erich, Richard Helm, Ralph Johnson, and John Vlissides. Design Patterns:
Elements of Reusable Object-Oriented Software. Addison Wesley Professional, 1995.

For more information on the Entity Translator pattern, see “Useful Patterns for Services”
at http:/ /msdn.microsoft.com/en-us/library/cc304800.aspx.


http://msdn.microsoft.com/en-us/magazine/cc546578.aspx
http://msdn.microsoft.com/en-us/library/cc304800.aspx
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For more information on the Data-Driven Workflow, Human Workflow, Sequential
Workflow, and State-Driven Workflow, see “Windows Workflow Foundation Overview”
at http://msdn.microsoft.com/en-us/library /ms734631.aspx and “Workflow Patterns”
at http:/ /www.workflowpatterns.com/.

For more information on the Application Controller and Model-View-Controller
(MVC) patterns, see Fowler, Martin. Patterns of Enterprise Application Architecture.
Addison-Wesley, 2002. Or at http:/ /martinfowler.com/eaaCatalog.

For more information on the Supervising Presenter and Presentation Model
patterns, see “Patterns in the Composite Application Library” at
http:/ /msdn.microsoft.com/en-us/library /dd458924.aspx.

For more information on the Remote Facade pattern, see “P of EAA: Remote Facade” at
http:/ /martinfowler.com/eaaCatalog/remoteFacade.html.

patterns & practices Offerings

For more information on relevant offerings available from the Microsoft patterns &
practices group, see the following resources:

® “Composite Client Application Guidance” at
http:/ /msdn.microsoft.com/en-us/library/cc707819.aspx.

® ‘"Enterprise Library” at http:/ /msdn.microsoft.com/en-us/library/cc467894.aspx.

® "Smart Client Software Factory” at
http:/ /msdn.microsoft.com/en-us/library/aa480482.aspx.

® '"Unity” (dependency injection mechanism) at
http:/ /msdn.microsoft.com/en-us/library /dd203101.aspx.

® "Web Client Software Factory” at
http:/ /msdn.microsoft.com/en-us/library /bb264518.aspx.

Additional Resources

To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

® “Integration Patterns” at http:/ /msdn.microsoft.com/en-us/library /ms978729.aspx.
® Martin, Robert C. and Micah Martin. Agile Principles, Patterns, and Practices in C#.
Prentice Hall, 2006.

® "User Interface Control Guidelines” at
http:/ /msdn.microsoft.com/en-us/library /bb158625.aspx.


http://msdn.microsoft.com/en-us/library/ms734631.aspx
http://www.workflowpatterns.com/
http://martinfowler.com/eaaCatalog
http://msdn.microsoft.com/en-us/library/dd458924.aspx
http://martinfowler.com/eaaCatalog/remoteFacade.html
http://msdn.microsoft.com/en-us/library/cc707819.aspx
http://msdn.microsoft.com/en-us/library/cc467894.aspx
http://msdn.microsoft.com/en-us/library/aa480482.aspx
http://msdn.microsoft.com/en-us/library/dd203101.aspx
http://msdn.microsoft.com/en-us/library/bb264518.aspx
http://www.microsoft.com/architectureguide
http://msdn.microsoft.com/en-us/library/ms978729.aspx
http://msdn.microsoft.com/en-us/library/bb158625.aspx
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Designing Presentation
Components

Overview

This chapter describes the steps you should follow when designing the user interface
components and presentation logic components that are part of your presentation
layer. Some of the stages are related to the design of the presentation layer itself,
while others focus more closely on the individual types of components you may
choose to build.

You should first understand the requirements for the Ul, and be able to select the
appropriate technology. Then you can decide how to bind your presentation logic
and data to the UI controls. You must also ensure that you understand the require-
ments for error handling and validation within the Ul The following sections of this
chapter describe in more detail the steps for designing presentation components.

Step 1 - Understand the Ul Requirements

Understanding Ul requirements is the key for making decisions on the Ul type, and the
technology and type of controls used to implement it. Your Ul requirements are driven
by the functionality to be supported by the application and by user expectations.

Start by identifying the users of application, and understanding the goals and tasks
these users wish to accomplish when using the application. Pay particular attention

to the sequencing of tasks or operations; and determine whether the user expects a
structured step-by-step user experience, or an ad-hoc unstructured experience where
they can initiate multiple tasks simultaneously. As part of this process, also determine
the information required by the user and the format in which it is expected. You may
decide to conduct a field study to help you understand the environment in which the
user will interact with the application. In addition, consider the current levels of user
experience, and compare this to the user experience required for your UI to ensure that
it is logical and intuitive. These factors will help you to create a user centered design.
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One factor that has a large impact on your choice of technology is the functionality
required in the Ul Identify if the UI must expose rich functionality or user interaction,
must be highly responsive, or requires graphical or animation support. Also consider
the data types, formats and presentation formatting requirements for data such as
dates, times, and currency from a localization perspective. In addition, identify the
personalization requirements of the application, such as allowing the user to change
the layout or styles at run time.

To make the Ul intuitive and easy to use, consider how you will lay out or compose
the interface; and how the user will navigate through the application’s UI. This will
help you to choose the appropriate controls and UI technologies. Understand the
physical display requirements (such as screen size and resolution) that you must
support, and determine accessibility requirements (such as large text or buttons, ink
input, or other specialized features). Decide how you will group related information
within sections of the Ul, avoid interface conflicts or ambiguity, and emphasize the
important elements. Identify ways to allow users to find information quickly and
easily in the application through the use of navigational controls, search functions,
clearly labeled sections, site maps, and other features as appropriate.

Step 2 - Determine the Ul Type Required

Based on your Ul requirements, you can make a decision on the type of UI for your
application. There are a number of different Ul types, each with their own strengths
and weaknesses. Often, you will find that your UI requirements can be fulfilled with
more than one Ul type. It is also possible that no single UI type completely covers all
of your Ul requirements. In this case, consider creating different UI types on top of

a shared set of business logic. An example is creating a call center application where
you want to expose some of the capabilities for customer self help on the Web and on
mobile devices.

Mobile applications can be developed as thin client or rich client applications. Rich
client mobile applications can support disconnected or occasionally connected scenarios.
Web or thin client mobile applications support connected scenarios only. Device
resources may also prove to be a constraint when designing mobile applications.

Rich client applications are usually stand-alone or networked applications with a
graphical user interface that display data using a range of controls, and are deployed
to a desktop or laptop computer for use by a local user. They are suitable for discon-
nected and occasionally connected scenarios because the application runs on the client
machine. A rich client Ul is a good choice when the Ul must support rich functionality
and rich user interaction or provide a highly dynamic and responsive user experience;
or when the application must work in both connected and disconnected scenarios,
take advantage of local system resources on the client machine, or integrate with
other applications on that machine.
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Rich Internet applications (RIAs) are usually Web applications with a rich graphical
user interface that run inside a browser. RIAs are typically used for connected scenarios.
ARIA is a good choice when your Ul must support a dynamic and responsive user
experience or use streaming media, and be widely accessible on a range of devices and
platforms. They can take advantage of the processing power of the client computer, but
cannot easily interact with other local system resources such as webcams, or with other
client applications such as Microsoft Office.

Web applications support connected scenarios and can support many different
browsers running on a range of operating systems and platforms. A Web Ul is a
good choice when your Ul must be standards-based, accessible on the widest range
of devices and platforms, and work only in a connected scenario. Web applications
are also well suited to applications whose content is to searchable by Web search
engines.

Console-based applications offer an alternative text only user experience, and typically
run within command shells such as a Command window or Power Shell. They are
most suitable for administrative or development tasks, and are unlikely to be part

of a layered application design.

Step 3 - Choose the Ul Technology

After you have identified the UI type for your UI components, you must choose
an appropriate technology. In general, your choices depend on the UI type you
have chosen. The following sections describe some appropriate technologies for
each Ul type:

Mobile client user interfaces can be implemented using the following presentation
technologies:

® Microsoft NET Compact Framework. This is a subset of the Microsoft .NET
Framework designed specifically for mobile devices. Use this technology for
mobile applications that must run on the device without guaranteed network
connectivity.

® ASP.NET for Mobile. This is a subset of ASP.NET, designed specifically for
mobile devices. ASP.NET for Mobile applications can be hosted on an Internet
Information Services (IIS) server. Use this technology for mobile Web applications
when you must support a wide range of mobile devices and browsers, and can
rely on a permanent network connection.

e Silverlight for Mobile. This subset of the Silverlight client requires the Silverlight
plug-in to be installed on the mobile device. Use this technology to port existing
Silverlight applications to mobile devices, or if you want to create a richer Ul than
is possible using other technologies. (At the time of writing, this technology is
announced but has not yet been released).
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Rich client user interfaces can be implemented using the following presentation
technologies:

Windows Presentation Foundation (WPF). WPF applications support more
advanced graphics capabilities, such as 2-D and 3-D graphics, display resolution
independence, advanced document and typography support, animation with
timelines, streaming audio and video, and vector-based graphics. WPF uses
Extensible Application Markup Language (XAML) to define the Ul, data binding,
and events. WPF also includes advanced data binding and templating capabilities.
WPF applications support developer/designer interaction—allowing developers
to focus on the business logic, while designers focus on the look and feel—by
separating the visual aspects of the UI from the underlying control logic. Use
this technology when you want to create rich media-based and interactive user
interfaces.

Windows Forms. Windows Forms has been part of the .NET Framework since
its release, and is ideally suited to line-of-business style applications. Even with
the availability of Windows Presentation Foundation (WPF), Windows Forms is
still a good choice for Ul design if your team already has technical expertise with
Windows Forms, or if the application does not have any specific rich media or
interaction requirements.

Windows Forms with WPF User Controls. This approach allows you to take
advantage of the more powerful Ul capabilities provided by WPF controls. You
can add WPF to an existing Windows Forms application, perhaps as a path for
gradual adaption to a fully WPF implementation. Use this approach to add rich
media and interactive capabilities to existing applications, but keep in mind that
WPF controls tend to work best on higher powered client machines.

WPF with Windows Forms User Controls. This approach allows you to
supplement WPF with Windows Forms controls that provide functionality
not provided by WPEF. You can use the WindowsFormsHost control provided
in the WindowsFormsIntegration assembly to add Windows Forms controls to
the UI Use this approach if you must use Windows Forms controls in a WPF
UI, but keep in mind that there are some restrictions and issues relating to
overlapping controls, interface focus, and the rendering techniques used by
the different technologies.

XAML Browser Application (XBAP) using WPFE. This technology hosts a
sandboxed WPF application in Microsoft Internet Explorer or Mozilla Firefox
on Windows. Unlike Silverlight, you can leverage the full WPF framework, but
there are some limitations related to accessing system resources from the partial
trust sandbox. XBAP requires Windows Vista, or both the .NET Framework 3.5
and the XBAP browser plug-in on the client desktop. XBAP is a good choice if
you have an existing WPF application that you want to deploy to the Web, or you
want to leverage the rich visualization and UI capabilities of WPF that are not
available in Silverlight.
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Rich Internet application user interfaces can be implemented using the following
presentation technologies:

e Silverlight. This is a browser-optimized subset of WPF that works cross platform
and cross browser. Compared to XBAP, Silverlight is a smaller, faster install. Due
to its small footprint and cross-platform support, Silverlight is a good choice for
graphical applications that do not require premium WPF graphics support, or that
do not require installation of the application on the client.

e Silverlight with AJAX. Silverlight natively supports Asynchronous JavaScript
and XML (AJAX) and exposes its object model to JavaScript located in the Web
page. You can use this capability to allow interaction between your Web page
components and the Silverlight application.

Web application user interfaces can be implemented using the following presentation
technologies:

® ASP.NET Web Forms. This is the fundamental UI design and implementation
technology for .NET Web applications. An ASP.NET Web Forms application
needs only to be installed on the Web server, with no components required on
the client desktop. Use this technology for Web applications that do not require the
additional features provided by AJAX, Silverlight, MVC, or Dynamic Data
described in this section.

® ASP.NET Web Forms with AJAX. Use AJAX with ASPNET Web Forms to process
requests between the server and client asynchronously to improve responsiveness,
provide a richer user experience, and reduce the number of post backs to the server.
AJAX s an integral part of ASPNET in the .NET Framework version 3.5 and later.

® ASP.NET Web Forms with Silverlight Controls. If you have an existing ASPNET
application, you can use Silverlight controls to provide a user experience with rich
visualization and UI capabilities, while avoiding the requirement to write a com-
pletely new Silverlight application. This is a good approach for adding Silverlight
rich media content to an existing Web application. The Silverlight controls and the
containing Web page can interact on the client using JavaScript.

e ASP.NET MVC. This technology allows you to use ASP.NET to build applica-
tions based on the Model-View-Controller (MVC) pattern. Use this technology
if you need to support test-driven development, and achieve a clear separation
of concerns between Ul processing and Ul rendering. This approach also helps
you to create clean HTML and avoids mixing presentation information with
logic code.

® ASPNET Dynamic Data. This technology allows you to create data-driven ASPNET
applications that leverage a Language-Integrated Query (LINQ) to Entities data
model. It is a good choice if you require a rapid development model for line-of-
business (LOB) style data-driven applications based on simple scaffolding, while
still supporting full customization.
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Console-based user interfaces can be implemented using the following presentation
technologies:

® Console Applications are text only applications that can be run from Command
shells and produce output to the standard output console and error console. These
applications often are built to take all input at time of invocation and run unattended.

e Power Shell Commandlets. Power Shell is a command-line shell and scripting
environment to provide comprehensive control and automation of system and
application administrative tasks. Commandlets are application-specific extensions
to the Power Shell environment that provide a more deeply integrated experience
into the Power Shell language.

For more information about the technologies listed in the previous sections, see
Appendix B, “Presentation Technology Matrix.”

Step 4 - Design the Presentation Components

After you choose the implementation technology for your UI, the next step is to
design your UI components and your presentation logic components. The types of
presentation components you may decide to use are the following:

® User Interface Components
® Presentation Logic Components
® Presentation Model Components

These components support a separation of concerns in the presentation layer, and
are often used to implement a separated presentation pattern such as MVP (Model-
View-Presenter) or MVC (Model-View-Controller) by dividing UI processing into
three distinct roles: Model, View, and Controller /Presenter. Separating the concerns
in the presentation layer in this way increases maintainability, testability, and oppor-
tunities for reuse. The use of abstraction patterns such as dependency injection also
makes it easier to test your presentation logic.

For general component design considerations, and more information on the compo-
nents commonly found in all the layers of an application, see Chapter 10, “Component
Guidelines.”

User Interface Components

UI components are the visual elements that display information to the user and accept
user input. Within a separated presentation pattern, they are typically referred to as
Views. Consider the following guidelines when designing your Ul components:

® Consider dividing your pages or windows into discrete user controls in order to
minimize complexity and to allow reuse of these user controls. Choose appropri-
ate UI components, and take advantage of the data-binding features of the controls
you use in the UL
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Try to avoid inheritance hierarchies of user controls and pages to enable code reuse.
Favor composition over inheritance and consider creating reusable presentation
logic components instead.

Try to avoid creating custom controls unless it is necessary for specialized dis-
play or data collection. If you find that your Ul requirements cannot be achieved
with the standard controls, consider buying a control toolkit before deciding to
write your own custom controls. If you must create custom controls, extend exist-
ing controls if possible instead of creating a new control. Consider extending
existing controls by attaching behaviors to them, rather than inheriting from
them, and consider implementing designer support for custom controls to make
it easier for developers to use them.

Presentation Logic Components

Presentation logic components handle the nonvisualization aspects of the user inter-
face. This will often include validation, responding to user actions, communicating
between UI components, and orchestrating user interactions. Presentation logic com-
ponents are not always necessary; create them only if you will perform significant
processing in the presentation layer that must be separated from the UI components,
or to improve opportunities for unit testing your presentation logic. Consider the
following guidelines when designing presentation logic components:

If the Ul requires complex processing or must communicate with other layers,
consider using presentation logic components to decouple this processing from
the UI components.

Use presentation logic components to store state related to (but not specific
to) the UI. Avoid implementing business logic and business rules, other than
input and data validation, within the presentation logic components. Also,
avoid implementing rendering or Ul specific logic in the presentation logic
components.

Use presentation logic components to help your application recover from a failure
or error by using them to make sure after recovery that the user interface is in a
consistent state.

Where the Ul requires complex workflow support, consider creating separate
workflow components that use a workflow system such as Windows Workflow
Foundation or a custom mechanism within the application’s business layer. For
more information, see Chapter 14, “Designing Workflow Components.”
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Presentation Model Components

Presentation model components represent data from your business layer in a con-
sumable format for your Ul and presentation logic components in the presentation
layer. Models typically represent data, and so they use the data access and possibly
the business layer components to collect that data. If the model also encapsulates
business logic, it is usually called a presentation entity. Presentation model compo-
nents may, for example, aggregate data from multiple sources, transform data for
the Ul to display more easily, implement validation logic, and may help to repre-
sent business logic and state within the presentation layer. They are typically used
to implement separated presentation patterns, such as MVP or MVC. Consider the
following guidelines when designing presentation model components:

® Determine if you require presentation model components. Typically, you might
use presentation layer models if the data or the format to be displayed is specific
to the presentation layer, or if you are using a separated presentation pattern such
as MVP or MVC.

e If you are working with data-bound controls, design or choose appropriate presen-
tation model components that you can easily bind to UI controls. If using custom
objects, collections, or data sets as your presentation model component format,
ensure that they implement the correct interfaces and events to support data
binding.

e If you perform data validation in the presentation layer, consider adding the
code for this to your presentation model components. However, also consider
how you can take advantage of centralized validation code or code libraries.

e Consider the serialization requirements for the data you will pass to your presen-
tation model components if this data will be passed over the network or stored on
disk on the client.

You must also choose a suitable data type for your presentation model components
and presentation entities. This choice is driven by the application requirements, and
constrained by your infrastructure and development capabilities. You must first choose
a data format for your presentation layer data and decide if your components will also
encapsulate business logic and state. Next, you must decide how you will present the
data within the user interface. The common data formats for presentation data are
the following:

® Custom class. Use a custom class if you want to represent your data as a complex
object that maps directly to your business entities. For example, you might create
a custom Order object to represent order data. You can also use a custom class to
encapsulate business logic and state and to perform presentation layer validation
or to implement custom properties.

® Array and Collection. Use an array or a collection when you must bind data to
controls such as list boxes and drop-down lists that use single column values.
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® DataSet and DataTable. Use a DataSet or a DataTable when you are working
with simple table-based data with data-bound controls such as grids, list boxes,
and drop-down lists.

® Typed Dataset. Use a Typed DataSet when you want tight coupling with your
business entities to avoid discrepancies due to database changes.

® XML. This format is useful when working with a Web client, where the data can
be embedded in a Web page or retrieved via a Web service or HTTP request. XML
is a good choice when you are using controls such as a tree view or grid. XML is
also easy to store, serialize, and pass over communication channels.

® DataReader. Use a DataReader to retrieve data when fully connected and the
data is to be accessed in a read-only, forward-only manner. The DataReader
provides an efficient way to process data from your database sequentially, or
to retrieve large volumes of data. However, it ties your logic very closely to the
schema of your database and is not generally recommended.

Presentation Entities

Presentation model components should, where possible, encapsulate both the data
from your business layer, and business logic and behavior. This helps to ensure
data consistency and validity in the presentation layer, and helps to improve the
user’s experience.

In some cases, your presentation model components may be the business entities
from your business layer, directly consumed by the presentation layer. In other
cases, your presentation model components may represent a subset of your business
entity components, specifically designed to support the presentation layer of your
application. For example, they may store the data in a format that is more easily
consumable by your UI and presentation logic components. Such components are
sometimes referred to as presentation entities.

When the business layer and presentation layer are both located on the client,

a typical scenario for rich client applications, you will usually consume the busi-
ness entities directly from the business layer. However, you may consider using
presentation entities if you must store or manipulate the business data in a way
that is distinct from the format or behavior of the business entities exposed by the
business layer.

When the business layer is located on a separate tier from the presentation layer, you
may be able to consume the business entities in the presentation tier by serializing
them across the network using data transfer objects, and then resurrecting them as
business entity instances on the presentation tier. Alternatively, you can resurrect the
data as presentation entities if the required format and behavior differs from that of
the business entities. Figure 1 shows this scenario.
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Presentation model components and presentation entities may be useful when the
presentation layer and business layer are on separate physical tiers
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Step 5 - Determine the Binding Requirements

Data binding provides a way to create a link between the controls in the user inter-
face and the data or logic components in your application. Data binding allows you
to display and interact with data from databases as well as data in other structures,
such as arrays and collections. Data binding is the bridge between a binding target
(typically a user interface control) and a binding source (typically a data structure,
model, or presentation logic component).

Binding Target Binding Source
-
Control Object Object
Binding Object
Object
Property | Property
N J N

Figure 2
Objects used in data binding

As shown in Figure 2, data binding normally involves four elements that interact

to update the properties of the bound control with values exposed by the binding
source. Data-bound controls are controls that are bound to data sources; for example,
a DataGrid control bound to a collection of objects. Data binding is often used with
separated presentation patterns to bind the UI components (the Views) to the pre-
senters or controllers (the presentation logic components) or to the presentation
layer model or entity components.

Support for data binding, and its implementation, varies for each Ul technology.

In general, most UI technologies allow you to bind controls to objects and lists of
objects. However, specific data binding technologies may require certain interfaces or
events to be implemented on the data sources in order to fully support data binding,
such as INotifyPropertyChanged in WPF or IBindingList in Windows Forms. If you
are using a separated presentation pattern, you must ensure that your presentation
logic and data components support the required interfaces or events to allow Ul
controls to be easily data bound to them.
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There are typically two common types of binding you can use, described in the
following list:

One-way binding. Changes to the source property automatically update the
target property, but changes to the target property are not propagated back

to the source property. This type of binding is appropriate if the control being
bound is implicitly read-only. An example of a one-way binding is a stock ticker.
If there is no need to monitor changes to the target property, using one-way
binding avoids unnecessary overhead.

Two-way binding. Changes to either the source property or the target property
automatically update the other. This type of binding is appropriate for editable
forms or other fully interactive Ul scenarios. Many editable controls in Windows
Forms, ASP.NET, and WPF support two-way binding so that changes in the data
source are reflected in the Ul control and changes in the UI control are reflected in
the data source.

Step 6 — Determine the Error Handling Strategy

UI components are the external boundary of your application, and so you should
design an appropriate error handling strategy to maximize application stability and
provide a positive user experience. Consider the following options when designing
an error handling strategy:

Design a centralized exception handling strategy. Exception and error handling
is a crosscutting concern, and should be implemented using separate components
that centralize the functionality and make it accessible across the layers of the
application. This also eases maintenance and promotes reusability.

Log exceptions. It is vital to log errors at system boundaries so that your support
organization can detect and diagnose errors. This is important for presentation
components, but can be challenging for code that is running on client machines.
Be careful how you log Personally Identifiable Information (PII) or security sensi-
tive information, and be aware of log size and location.

Display user friendly messages. In this strategy, you display a user friendly
message that shows the reason for the error and explains how the user can rectify
it. For example, data validation errors should be displayed in a way that makes it
clear which data is in error and why it is invalid. The message may also indicate
how the user can fix the data or enter valid data.

Allow retry. In this strategy, you display a user-friendly message that explains
the reason for the error and asks the user to retry the operation. This strategy is
useful when errors are due to a temporary exception situation such as resource
unavailability or a network timeout.

Display generic messages. If your application encounters an unexpected error,
you should log details of the error but display only a generic message to the user.
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Consider providing the user with a unique error code that they can present when
contacting your support organization. This strategy is useful when dealing with
unexpected exceptions. It is generally recommended that you close the application if
an unhandled exception occurs in order to prevent data corruption or security risks.

For more information about exception handling techniques, see Chapter 17,
“Crosscutting Concerns.” For information about Enterprise Library, which provides
useful features for implementing exception handling strategies, see Appendix F,
“patterns & practices Enterprise Library.”

Step 7 - Determine the Validation Strategy

An effective input validation strategy will help to filter unwanted and malicious
data and protect your application from vulnerabilities. Typically, input validation
lis performed by the presentation layer, whereas business rule validation is carries
out by components in the business layer. When designing a validation strategy,
tirst identify all data inputs that must be validated. For example, inputs from a
Web client in Form fields, parameters (such as GET and POST data and query
strings), hidden fields, and view state should all be validated. In general, you
should validate all data received from untrusted sources.

For applications that have both a client-side and a server-side component, such as
RIAs or rich client applications that call services on an application server, you must
perform validation on the server in addition to any validation you carry out on the
client. However, you can duplicate some of the validation on the client for usability
and performance reasons. Performing validation on the client is useful to give users
feedback quickly if they have entered invalid data. It can save time and bandwidth,
but be aware that a malicious attacker can bypass any validation you have imple-
mented on a client.

After you have identified the data to validate, decide on your validation techniques
for each item. The most common validation techniques are:

® Accept known good (Allow list, or positive validation). Accept only data that
satisfies the matching criteria, and reject all other.

® Reject known bad (Block list, or negative validation). Accept data that does not
contain a known set of characters or values.

® Sanitize. Eliminate or translate known bad characters or values in an effort to
make the input safe.

In general, you should accept known good values (Allow list) rather than try to
determine all the possible invalid or malicious values that must be rejected. If you
are not able to define fully the list of known good values, then you can supplement
the validation with a partial list of known bad values and/or sanitization as a second
line of defense.
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Different presentation technologies use different approaches to validating and reporting
validation problems to the user. WPF, for example, uses converters and validation
rule objects that are often connected using XAML, while Windows Forms provides
validating and binding events.

For more information about validation techniques, see Chapter 17, “Crosscutting
Concerns.” For information about Enterprise Library, which provides useful features
for validating objects and data both server-side and client-side, see Appendix F,
“patterns & practices Enterprise Library.”

patterns & practices Offerings

For more information on related offerings available from the Microsoft patterns &
practices group, see the following resources:

® Composite Client Application Guidance for WPF for both desktop and
Silverlight make it easier to create modular applications. For more information,
see “Composite Client Application Guidance” at
http:/ /msdn.microsoft.com/en-us/library/cc707819.aspx.

® Enterprise Library contains a series of application blocks that address
crosscutting concerns. For more information, see “Enterprise Library” at
http:/ /msdn.microsoft.com/en-us/library/cc467894.aspx.

® Software Factories speed development of specific types of application
such as Smart Clients, WPF applications, and Web Services. For more
information, see “patterns & practices: by Application Type” at
http:/ /msdn.microsoft.com/en-gb /practices /bb969054.aspx.

e Unity Application Block for both enterprise and Silverlight scenarios
provides features for implementing dependency injection, service location,
and inversion of control. For more information, see “Unity Application Block”
at http:/ /msdn.microsoft.com/en-us/library/dd203101.aspx.

Additional Resources
To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

® “Design Guidelines for Web Applications” at

http:/ /msdn.microsoft.com/en-us/library /ms978618.aspx.
® “Data Binding Overview” at

http:/ /msdn.microsoft.com/en-us/library /ms752347.aspx.

® “Design Guidelines for Exceptions” at
http:/ /msdn.microsoft.com/en-us/library /ms229014%28VS.80%29.aspx.
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http://msdn.microsoft.com/en-us/library/ms752347.aspx
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Designing Business Components

Overview

Designing business components is an important task; if you fail to design your
business components correctly, the result is likely to be code that is difficult to
maintain or extend. There are several types of business components you may use
when designing and implementing an application. Examples of these components
include business logic components, business entities, business process or workflow
components, and utility or helper components. This chapter starts with an overview
of the different types of business components you will find in most application
designs, with the primary focus on business logic components. It shows how dif-
ferent aspects of your application design, transactional requirements, and processing
rules affect the design you choose. Once you have an understanding of the require-
ments, the final step focuses on design patterns that support those requirements.

Step 1 - Identify Business Components Your Application
Will Use

Within the business layer, there are different types of components that you may need

to create or use to handle business logic. The goal of this step is to understand how you

identify these components, and discover which components your application requires.

The following guidelines will help you to decide which types of components you

require:

® Consider using business logic components to encapsulate the business logic and
state of your application. Business logic is application logic that is concerned with
the implementation of the business rules and behavior of your application, and
with maintaining overall consistency through processes such as data validation.
Business logic components should be designed to be easily testable and indepen-
dent of the presentation and the data access layers of your application.
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® Consider using business entities as part of a domain modeling approach to
encapsulate business logic and state into components that represent the real
world business entities from your business domain, such as products and
orders, which your application has to work with. For more information about
business entities, see Chapter 13, “Designing Business Entities.”

® Consider using business workflow components if your application must sup-
port multistep processes executed in a specific order; uses business rules that
require the interaction between multiple business logic components; or you want
to change the behavior of the application by updating the workflow as the appli-
cation evolves or requirements change. Also consider using business workflow
components if your application must implement dynamic behavior based on
business rules. In this case, consider storing the rules in a rules engine. Consider
using Windows Workflow Foundation to implement your workflow components.
Alternatively, consider an integration server environment such as BizTalk Server
if your application must process multiple steps that depend on external resources,
or has a process that must be executed as a long-running transaction. For more
information about workflow components, see Chapter, 14 “Designing Workflow
Components.” For more information about integration services, see Appendix D,
“Integration Technology Matrix.”

Step 2 - Make Key Decisions for Business Components

The overall design and type of application you are creating plays a role in the business
components that it will use to handle requests. For example, business components for
a Web application usually deal with message-based requests, while a Windows Forms
application will typically use event-based requests to interact directly with business
components. In addition, there are other factors to consider when working with dif-
ferent application types. Some of these factors are common across types, while some
are unique to an application type. Key decisions you must make with business compo-
nents include:

® Location. Will your business components be located on the client, on an applica-
tion server, or on both? Consider locating some or all business components on the
client if you have a stand-alone rich client or a Rich Internet Application (RIA), if
you want to improve performance, or if you are using a domain model design for
business entities. Consider locating some or all business components on an applica-
tion server if you must support multiple client types with common business logic,
if business components require access to resources not accessible from the client,
or for security reasons to protect the components within a managed and secured
server environment.
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® Coupling. How will your presentation components interact with your business
components? Should you use tight coupling where the presentation components
have direct knowledge of the business components, or loose coupling where an
abstraction is used to hide details of the business components? For simplicity, if
you have a rich client application or RIA with both sets of components located on
the client, you may consider tight coupling between presentation and business
components. However, loose coupling between presentation and business compo-
nents will improve testability and flexibility. If you have a rich client application
or RIA with business components located on an application server or Web server,
design the service interface to enable their interaction to be as loosely coupled as
possible.

® Interaction. If your business components are located on the same tier as your
presentation components, consider using component-based interactions through
events and methods, which maximizes performance. However, consider imple-
menting a service interface and using message-based interactions between the
presentation layer and business components if the business components are
located on a separate physical tier from your Web server; if you are designing a
Web application with loose coupling between the presentation and business
layers; or if you have a rich client or RIA application. If you have a rich client
application or RIA that is occasionally connected to an application server or
Web server, you must carefully design the service interface to allow your
client to resynchronize when connected.

When you use message-based interaction, consider how you will manage duplicate
requests and guarantee message delivery. Idempotency (the ability to ignore du-
plicate requests) is important if you are designing a service application, a message-
based application that uses a messaging system such as Microsoft Message Queuing,
or a Web application where a long running process may cause the user to attempt
the same action multiple times. Guaranteed delivery is important if you are design-
ing a message-based application that uses a messaging system such as Microsoft
Message Queuing, a service that uses message routers between the client and service,
or a service that supports fire and forget operations where the client sends a message
without waiting for a response. Also, consider that cached messages, which may be
stored awaiting processing, can become stale.
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Step 3 - Choose Appropriate Transaction Support

Business components are responsible for coordinating and managing any transactions
that may be required in your business layer. However, the first step is to determine if
transaction support is required. Transactions are used to ensure that a series of actions
executed against one or more resource managers, such as databases or message queues,
is completed as a single unit independent of other transactions. If any single action in a
series fails, all other actions must be rolled back to ensure the system is left in a consis-
tent state. For example, you might have an operation that updates three different tables
using multiple business logic components. If one of those updates fails, but two succeed,
the data source will be in an inconsistent state; which means that you now have invalid
data on which other operations may depend. The following options are available for
implementing transactions:

e System.Transactions uses business logic components to initiate and manage
transactions. Introduced in version 2.0 of the .NET Framework along with the
Lightweight Transaction Manager (LTM)), it deals with nondurable resource
managers or one durable resource manager. This approach requires explicit
programming against the TransactionScope type, and can escalate the trans-
action scope and delegate to a Distributed Transaction Coordinator (DTC) if
more than one durable resource manager is enlisted in the transaction. Consider
using System.Transactions if you are developing a new application that requires
transaction support, and you have transactions that span multiple nondurable
resource managers.

® WOCTF Transactions were introduced in version 3.0 of the NET Framework and
are built on top of the System.Transactions functionality. They provide a declara-
tive approach to transaction management implemented using a range of attributes
and properties, such as TransactionScopeRequired, TransactionAutoComplete, and
TransactionFlow. Consider using WCF Transactions if you must support transac-
tions when interacting with WCF services. However, consider whether a declarative
transaction definition is a requirement, rather than using code to manage transactions.

® ADO.NET Transactions, available since version 1.0 of the .NET Framework, require
the use of business logic components to initiate and manage transactions. They use
an explicit programming model where developers are required to manage non-
distributed transactions in code. Consider using ADO.NET Transactions if you are
extending an application that already uses ADO.NET Transactions, or if you are
using ADO.NET providers for database access and the transactions are limited to
a single resource. ADO.NET 2.0 and later additionally support distributed trans-
actions using the System.Transactions features described earlier in this list.
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® Database transactions are used for transaction management that can be incor-
porated into stored procedures, which may also simplify your business process
design. If transactions are initiated by business logic components, the database
transaction will be enlisted in the transaction created by the business component.
Consider using database transactions if you are developing stored procedures
that encapsulate all of the changes that must be managed by a transaction, or
you have multiple applications that use the same stored procedure and trans-
action requirements can be encapsulated within that stored procedures.

Be aware that systems that use distributed transactions can increase coupling between
sub-systems. Transactions that include remote systems are likely to affect performance
due to increased network traffic. Transactions are expensive and should execute quickly,
otherwise resources could be locked for excessive amounts of time which can lead to
time outs, or deadlocks.

Allow only highly trusted services to participate in transactions because external
services can to lock your internal resources through participation in the transaction.
If you are calling services to perform business processes, avoid creating atomic
transactions that span these calls unless you cannot avoid this.

Step 4 - Identify How Business Rules Are Handled

Managing business rules can be one of the more challenging aspects of application
design. Generally, you should always keep business rules within the business layer.
However, exactly where in the business layer should they go? You can use business
logic or workflow components, a business rule engine, or use a domain model design
with rules encapsulated in the model. Consider the following options for handling
business rules:

® Business Logic Components can be used to handle simple rules or very complex
rules, depending on the design pattern used to implement the business logic com-
ponents. Consider using business logic components for tasks or document-oriented
operations in Web applications or within services, if you are not implementing a
domain model design for business entities, or you are using an external source
that contains the business rules.

® Workflow Components are used when you want to decouple business rules from
business entities, or the business entities you are using do not support the encap-
sulation of business rules, or when you have to encapsulate business logic that
coordinates the interaction between multiple business entities.
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® Business Rules Engines provides a way for non developers to establish and
modify rules, but they also add complexity and overhead to an application and
should only be used where appropriate. In other words, you would only use a
rules engine if you have rules that must be adjusted based on different factors
associated with the application. Consider using a business rules engine if you
have volatile business rules that must be modified on a regular basis; to support
customization and offer flexibility; or you want to allow business users to man-
age and update rules. Ensure that only the rules users should be able to modify
are exposed, and that unauthorized users cannot modify rules that are critical to
correct business logic behavior.

® Domain Model Design can be used to encapsulate business rules within business
entities. However, a domain model design can be difficult to get right, and tends
to focus on a specific viewpoint or context. Consider encapsulating rules in a
domain model if you have a rich client application or RIA where parts of the busi-
ness logic are deployed on the client and the domain model entities are initialized
and persisted in memory, or you have a domain model that can be maintained
within the session state associated with Web or service applications. If you locate
parts of the domain model on the client, you should mirror the model on the
server to apply rules and behavior, and to ensure security and maintainability.

Step 5 - Identify Patterns That Fit the Requirements

Behavioral patterns are based on observing the behavior of a system in action and
looking for repeatable processes. With business components, the patterns you might
use are usually behavioral design patterns. In other words, patterns that are focused
on the behavior of an application at the design level. Much work has been done identi-
fying and defining patterns that occur in different types of applications and in different
layers of an application design. It is not feasible to try to learn all of the patterns that
have been defined; however, you should have a good understanding of different
pattern types and be able to examine your scenario to identify behavior that could
be expressed as a pattern. The following table describes patterns that are commonly
used with business components.



Pattern
Adapter

Command

Chain of
Responsibility

Decorator

Dependency
Injection

Facade

Factory

Transaction
Script
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Recommendation

Allow classes that have incompatible interfaces to work together, allowing developers
to implement sets of polymorphic classes that provide alternative implementations
for an existing class.

Recommended for rich client applications with menus, toolbars, and keyboard
shortcut interactions that are used to execute the same commands against
different components. Can also be used with the Supervising Presenter pattern
to implement commands.

Chain request handlers together so that each handler can examine the request
and either handle it or pass it on to the next handler in the chain. An alternative to
“if, then, else” statements, with the ability to handle complex business rules.
Extend the behavior of an object at run time to add or modify operations that will
be performed when executing a request. Requires a common interface that will be
implemented by decorator classes, which can be chained together to handle com-
plex business rules.

Create and populate members (fields and properties) of objects using a separate
class, which usually creates these dependencies at run time based on configuration
files. Configuration files define containers that specify the mapping or registra-
tions of object types. Application code can also define the mapping or registration
of objects. Provides a flexible approach to modifying behavior and implementing
complex business rule.

Provide coarse-grained operations that unify the results from multiple business
logic components. Typically implemented as a remote facade for message-based
interfaces into the business layer, and used to provide loose coupling between
presentation and business layers.

Create object instances without specifying the concrete type. Requires objects that
implement a common interface or extend a common base class.

Recommended for basic CRUD operations with minimal business rules. Trans-
action script components also initiate transactions, which means all operations
performed by the component should represent an atomic unit of work. With this
pattern, the business logic components interact with other business components
and data components to complete the operation.

Although this list represents many of the common patterns you might use with busi-
ness components, there are many other patterns associated with business components.
The main goal when choosing a pattern is to ensure that it fits the scenario and does
not add more complexity than necessary.
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Additional Resources

To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.
® For more information on business component design, see “Application
Architecture for NET: Designing Applications and Services”
http:/ /msdn.microsoft.com/en-us/library /ms954595.aspx.
® For more information on performance in business layers and components, see the
following resources:
® “Architecture and Design Review of a .NET Application for Performance and Scalabil-
ity” at http:/ /msdn.microsoft.com/en-us/library /ms998544.aspx.
® “Design Guidelines for Application Performance” at
http:/ /msdn.microsoft.com/en-us/library /ms998541.aspx.
® For more information on implementing transactions in business components, see
the following resources:
® “Introducing System.Transactions in the .NET Framework 2.0” at
http:/ /msdn.microsoft.com/en-us/library /ms973865.aspx.
® “Transactions in WCF” at
http:/ /msdn.microsoft.com/en-us/library /ms730266.aspx.
® “Transaction Processing in .NET 3.5” at
http:/ /msdn.microsoft.com/en-us/library /w97s6fw4.aspx.
® For more information on implementing workflow in business components, see
the following resources:
® “Introduction to the Windows Workflow Foundation Rules Engine” at
http:/ /msdn.microsoft.com/en-us/library/aa480193.aspx.
® “Windows Workflow Foundation” at
http:/ /msdn.microsoft.com/en-us/library /ms735967.aspx.
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Designing Business Entities

Overview

Business entities store data values and expose them through properties; they contain
and manage business data used by an application and provide stateful programmatic
access to the business data and related functionality. Business entities should also
validate the data contained within the entity and encapsulate business logic to ensure
consistency and to implement business rules and behavior. Therefore, designing or
choosing appropriate business entities is vitally important for maximizing the per-
formance and efficiency of your business layer.

This chapter will help you to understand the design of business entity components.
It starts by looking at different data formats and how data will be used in your appli-
cation. Next, you will learn how the data format you choose determines the way
that business rules can be implemented in your design. Finally, you will learn about
design options for custom objects, and how to support serialization with different
data formats.

For general component design considerations, and more information on the compo-
nents commonly found in the layers of an application, see Chapter 10, “Component
Guidelines.”
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Step 1 - Choose the Representation

In this step, you will learn about the different ways of representing business entities,
and see the benefits and liabilities of each, to help you choose the correct representa-
tion for your scenario. The following list describes the most common format options:

® Custom Business Objects. These are common language runtime (CLR) objects
that describe entities in your system. An object/relational mapping (O/RM) tech-
nology such as the ADO.NET Entity Framework (EF) or NHibernate can be used
to create these objects (for more information, see Additional Resources at the end
of this chapter). Alternatively, you can create them manually. Custom business
objects are appropriate if you must encapsulate complex business rules or behavior
along with the related data. If you need to access your custom business objects
across AppDomain, process, or physical boundaries, you can implement a service
layer that provides access via Data Transfer Objects (DTO) and operations that
update or edit your custom business objects.

® DataSet or DataTable. DataSets are a form of in-memory database that usually
maps closely to an actual database schema. DataSets are typically used only if
you are not using an O/RM mapping mechanism and you are building a data-
oriented application where the data in your application logic maps very closely
to the database schema. DataSets cannot be extended to encapsulate business
logic or business rules. Although DataSets can be serialized to XML, they
should not be exposed across process or service boundaries.

® XML. This is a standards-based format that contains structured data. XML
is typically used to represent business entities only if your presentation layer
requires it or if your logic must work with the content based on its schema; for
example, a message routing system where the logic routes messages based on
some well-known nodes in the XML document. Be aware that using and manip-
ulating XML can use large amounts of memory.

Step 2 - Choose a Design for Business Entities

If you have determined that custom objects provide the best representation for
business entities, the next step is to design those objects. The design approach used
for custom objects is based on the sort of object that you plan to use. For example,
domain model entities require in-depth analysis of a business domain, while table
module entities require an understanding of the database schema. The following

is a list of common design approaches when using business objects:
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® Domain Model is an object-oriented design pattern. The goal in a domain model
design is to define business objects that represent real world entities within the
business domain. When using a domain model design, the business or domain
entities contain both behavior and structure. In other words, business rules and
relationships are encapsulated within the domain model. The domain model
design requires in-depth analysis of the business domain and typically does
not map to the relational models used by most databases. Consider using the
domain model design if you have complex business rules that relate to the bus-
iness domain, you are designing a rich client and the domain model can be
initialized and held in memory, or you are not working with a stateless business
layer that requires initialization of the domain model with every request. For
more information on the Domain Model and Domain-Driven Design, see the
section “Domain-Driven Design” later in this chapter.

® Table Module is an object-oriented design pattern. The objective of a table module
design is to define entities based on tables or views within a database. Operations
used to access the database and populate the table module entities are usually
encapsulated within the entity. However, you can also use data access components
to perform database operations and populate table module entities. Consider
using the table module approach if the tables or views within the database closely
represent the business entities used by your application, or if your business logic
and operations relate to a single table or view.

® Custom XML objects represent deserialized XML data that can be manipulated
within your application code. The objects are instantiated from classes defined with
attributes that map properties within the class to elements and attributes within
the XML structure. The Microsoft .NET Framework provides components that
can be used to deserialize XML data into objects and serialize objects into XML.
Consider using custom XML objects if the data you are consuming is already in
XML format (for example, XML files or database operations that return XML as
the result set); you need to generate XML data from non-XML data sources; or
you are working with read-only document-based data.

When using custom objects, your business entities are not all required to follow the
same design. For example, one aspect of the application with complex rules may require
a Domain Model design. However, the remainder of the application may use XML
objects, a Table Module design, or domain objects as appropriate.
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Step 3 — Determine Serialization Support

You must determine how you will transfer business entities across boundaries. In
most cases, to pass data across physical boundaries such as AppDomain, process,
and service interface boundaries, you must serialize the data. You may also decide
to serialize the data when crossing logical boundaries; however, keep in mind the
performance impact in this case. Consider the following options for transferring
business entities:

® Expose serializable business entities directly only if required. If another layer in
your application, on the same physical tier, is consuming your business entities,
the most straightforward approach is to expose your business entities directly
through serialization. However, the disadvantage of this approach is that you
create a dependency between the consumers of your business entities and their
implementation. Therefore, this approach is not generally recommended unless
you can maintain direct control over the consumers of your business entities and
remote access to your business entities between physical tiers is not required.

e Convert business entities into serializable data transfer objects. To decouple the
consumers of your data from the internal implementation of your business layer,
consider translating business entities into special serializable data transfer objects.
Data Transfer Object (DTO) is a design pattern used to package multiple data struc-
tures into a single structure for transfer across boundaries. Data transfer objects are
also useful when the consumers of your business entities have a different data rep-
resentation or model, for example a presentation tier. This approach makes it possible
to change the internal implementation of the business layer without affecting any
consumers of the data, and allows you to version your interfaces more easily. This
approach is recommended when having external clients consuming data.

® Expose XML directly. In some cases, you may serialize and expose your business
entities as XML. The .NET Framework provides extensive serialization support for
XML data. In most cases, attributes on your business entities are used to control
serialization into XML.

For more information about data schemas for service interfaces, see Chapter 9,
“Service Layer Guidelines.” For more information about communicating between
layers and tiers, see Chapter 18, “Communication and Messaging.”

Domain Driven Design

Domain Driven Design (DDD) is an object-oriented approach to designing software
based on the business domain, its elements and behaviors, and the relationships
between them. It aims to enable software systems that are a realization of an under-
lying business domain by defining a domain model expressed in the language of
business domain experts. The domain model can be viewed as a framework from
which solutions can then be rationalized.
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To apply Domain Driven Design, you must have a good understanding of the
business domain you want to model, or be skilled in acquiring such business
knowledge. The development team will often work with business domain experts
to model the domain. Architects, developers, and subject matter experts have
diverse backgrounds, and in many environments will use different languages to
describe their goals, designs and requirements. However, within Domain Driven
Design, the whole team agrees to only use a single language that is focused on the
business domain, and which excludes any technical jargon.

As the core of the software is the domain model, which is a direct projection of this
shared language, it allows the team to quickly find gaps in the software by analyzing
the language around it. The creation of a common language is not merely an exercise
in accepting information from the domain experts and applying it. Quite often,
communication problems within development teams are due not only to misun-
derstanding the language of the domain, but also due to the fact that the domain’s
language is itself ambiguous. The Domain Driven Design process holds the goal

not only of implementing the language being used, but also improving and refining
the language of the domain. This in turn benefits the software being built, since the
model is a direct projection of the domain language.

The domain model is expressed using entities, value objects, aggregate roots, reposi-
tories, and domain services; organized into coarse areas of responsibility known as
Bounded Contexts.

Entities are objects in the domain model that have a unique identity that does not
change throughout the state changes of the software. Entities encapsulate both state
and behavior. An example of entity could be a Customer object that represents and
maintains state about a specific customer, and implements operations that can be
carried out on that customer.

Value objects are objects in the domain model that are used to describe certain aspects
of a domain. They do not have a unique identity and are immutable. An example of
value object could be a Transaction Amount or a Customer Address.

Aggregate Roots are entities that group logically related child entities or value objects
together, control access to them, and coordinate interactions between them.

Repositories are responsible for retrieving and storing aggregate roots, typically
using an Object/Relational Mapping (O/RM) framework.

Domain services represent operations, actions, or business processes; and provide
functionality that refers to other objects in the domain model. At times, certain func-
tionality or an aspect of the domain cannot be mapped to any objects with a specific
lifecycle or identity; such functionality can be declared as a domain service. An example
of a domain service could be catalog pricing service within the e-commerce domain.
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In order to help maintain the model as a pure and helpful language construct, you must
typically implement a great deal of isolation and encapsulation within the domain
model. Consequently, a system based on Domain Driven Design can come at a relatively
high cost. While Domain Driven Design provides many technical benefits, such as
maintainability, it should be applied only to complex domains where the model and the
linguistic processes provide clear benefits in the communication of complex informa-
tion, and in the formulation of a common understanding of the domain.

For a summary of domain driven design techniques, see “Domain Driven Design
Quickly” at http:/ /www.infoq.com/minibooks/domain-driven-design-quickly.
Alternatively, see “Domain-Driven Design: Tackling Complexity in the Heart of Software”
by Eric Evans (Addison-Wesley, ISBN: 0-321-12521-5) and “Applying Domain-Driven
Design and Patterns” by Jimmy Nilsson (Addison-Wesley, ISBN: 0-321-26820-2).

Additional Resources

To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

® For more information on design patterns for business entities, see
“Enterprise Solution Patterns Using Microsoft NET” at
http:/ /msdn.microsoft.com/en-us/library /ms998469.aspx.

® For more information on designing business entities, see “Integration Patterns” at
http:/ /msdn.microsoft.com/en-us/library /ms978729.aspx.
® For more information on domain-driven design, see the following resources:
® “An Introduction To Domain-Driven Design” at
http:/ /msdn.microsoft.com/en-us/magazine/dd419654.aspx.
® “Domain Driven Design and Development in Practice” at
http:/ /www.infoq.com/articles/ddd-in-practice.
® For more information on design patterns for the business layer, see “Service
Orientation Patterns” at http:/ /msdn.microsoft.com/en-us/library/aa532436.aspx.

® For more information on the ADO.NET Entity Framework, see “The ADO.NET
Entity Framework Overview” at http:/ /msdn.microsoft.com/en-us/library/
aa697427(VS.80).aspx.

® For information on business entity design with Microsoft Dynamics, see “Business
Entities” at http:/ /msdn.microsoft.com/en-us/library /ms940455.aspx.

e For information on business entity modeling with Microsoft Dynamics, see
“Modeling Entities” at http:/ /msdn.microsoft.com/en-us/library/aa475207.aspx.

® For information on using business entities with Office Business
Applications (OBA), see “Building Office Business Applications” at
http:/ /msdn.microsoft.com/en-us/library /bb266337.aspx.

® For more information on the open source NHibernate framework, see “NHibernate
Forge” at http:/ /nhforge.org/Default.aspx.
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Designing Workflow Components

Overview

There are many scenarios where a user’s tasks must be completed in an ordered way
based on the completion of specific steps, or to satisfy a set of underlying business rules.
Workflow components can be used to encapsulate the tasks and to coordinate the steps
required to complete them. Workflow components can also support tasks that are
dependent on the information being processed, such as the data entered by the user
or by dynamic business rules that define a business process.

This chapter examines different scenarios and provides guidance on how to design
workflow components. It starts with a look at how real world scenarios map to
key workflow scenarios to help you to identify the appropriate workflow style
for your application. Next, it examines how requirements and rules affect the
options you have for implementing workflow components. The final step provides
guidance on designing workflow components to support the different options that
are available.

For general component design considerations, and more information on the compo-
nents commonly found in the layers of an application, see Chapter 10, “Component
Guidelines.”
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Step 1 - Identify the Workflow Style Using Scenarios

There are three basic types of workflow style: sequential, state machine, and data
driven. With sequential workflow, a task moves through a specific set of steps until it
is completed. With a state machine workflow, activities are defined as a set of states
and events that cause transitions from one state to another. With data driven work-
flow, activities are executed based on information associated with data. As a result,
the first step in designing workflow components is to understand the style of work-
flow you must support. The following list provides guidance on when to use each of
the three basic workflow styles:

® Sequential workflow style. In this style, the workflow controls the sequence of
activities and decides which of the steps will execute next. Although a sequen-
tial workflow can include conditional branching and looping, the path it follows
is predictable. Consider sequential workflows if you must execute a series of
predefined steps to accomplish a certain task; or for scenarios such as systems
management, business to business orchestration, and business rule processing.

® State machine workflow style. In this style, the workflow acquires a given state
and waits for events to occur before moving into another state. Consider the state-
machine style if you require workflows designed for event driven scenarios, user
interface page flows such as a wizard interface, or order processing systems where
the steps and processes applied depend on data within the order.

® Data driven workflow style. In this style, information in the document deter-
mines which activities the workflow will execute. It is appropriate for tasks such
as a document approval process.

Step 2 - Choose an Authoring Mode

You can use code, markup languages, or a combination of both code and markup to
author workflows. The approach you take depends on the authoring mode require-
ments for your solution. The authoring mode you choose will also influence how you
will package and distribute the application. The choices available are the following;:

® Code-only. Choose this option if the workflow will not change much over time,
if you have complex business rules that cannot be easily expressed using markup,
if your development team is more familiar with authoring managed code rather
than creating markup using a visual designer, or if you want to create new work-
flow types that are not possible using the markup option. Code-only workflows
are also easy to integrate into your source code control system.

® Code-separation. Choose this option if you have complex business rules that are
encapsulated by business components, or you want to provide users or adminis-
trators with the ability to modify some aspects of the workflows using workflow
designers.



Chapter 14: Designing Workflow Components 175

® Markup. Choose this option if the workflow will change more frequently over
time, if your business rules associated with the workflow can be easily expressed
using markup languages, you do not need to create new workflow types, and you
need the flexibility to update the workflow model without rebuilding the work-
flow types referenced by the model.

Step 3 - Determine How Rules Will Be Handled

At this point, you should have identified the workflow style and determined an
authoring mode for creating workflows. The next step is to determine how your
workflow will handle the business rules. The option you choose is based on the
complexity, durability, and management requirements associated with the business
rules. Consider the following factors for handling business rules in workflow
components:

e If rules are complex, you should consider a code-only or code-separation
authoring mode. Business components can be used to implement and encap-
sulate the rules, allowing the workflow to coordinate their execution.

® If rules are not durable, you should consider a markup authoring mode for
simple or data-driven rules. However, if the rules are managed by an external
system such as a business rules engine, consider a code-only or code-separation
authoring mode.

® If business users, administrators, or analysts will manage rules, you should
consider a solution that uses a markup authoring mode that provides a visual
designer or other rule editing facility, or supports a Domain Specific Language
(DSL). However, if the rules are managed by an external system such as a
business rules engine, consider a code-separation authoring mode.

Step 4 - Choose a Workflow Solution

Now that you have an understanding of the workflow style, authoring mode, and
rule handling requirements for your workflow, the next step is to choose a workflow
solution. The choice you make is based on capabilities that each solution provides.
The following technologies are available on the Microsoft platform:

¢ Windows Workflow Foundation (WF). WF provides a developer centric solution
for creating sequential, state-machine, and data driven workflows. It supports
code-only, code-separation, and markup authoring modes. Designer support is
available through Visual Studio 2005 with extensions and directly in Visual Studio
2008 and higher. WF includes protocol facilities for secure, reliable, transacted
data exchange, activity tracking, a broad choice of transport and encoding options,
and provides support for long running workflows that can persist across system
shutdowns and restarts.
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® Workflow Services. Workflow Services provides integration between Windows
Communication Foundation (WCF) and Windows Workflow Foundation (WF)
to provide WCF-based services for workflow. Starting with Microsoft .NET
Framework 3.5, WCF has been extended to provide support for workflows
exposed as services and the ability to call services from within workflows. In
addition, Microsoft Visual Studio 2008 includes new templates and tools that
support workflow services.

® Microsoft Office SharePoint Services (MOSS). MOSS is a content management
and collaboration platform that provides workflow support based on WE. MOSS
provides a solution for human workflow and collaboration in the context of a
Microsoft Office SharePoint® server. You can define approval-based workflows
related to SharePoint list items using the Web interface, and define conditional
and data driven workflows using the SharePoint designer or the Windows
Workflow Designer in Visual Studio. For workflow customization, you can
use the WF object model within Visual Studio. However, MOSS is suitable
only if your business layer is confined to a single SharePoint site and does
not require access to information in other sites.

e BizTalk Server. BizTalk supports sequential, state-machine, and data driven work-
flows; and code-separation, and markup authoring modes. It enables electronic
document exchange relationships between companies using Electronic Data
Interchange (EDI) and/or XML formats; and contains powerful orchestration
capabilities for designing and executing long running, loosely coupled business
processes and workflows with reliable store and forward messaging capabilities.
BizTalk integrates with heterogeneous applications and systems through adapters,
and provides a business rules engine and Business Activity Monitoring. If you
must interact with non-Microsoft systems, perform EDI operations, or imple-
ment Enterprise Service Bus (ESB) patterns, consider using the ESB Toolkit for
BizTalk Server.

Step 5 - Design Business Components to Support Workflow

In general, you should implement workflows that involve a multistep or long
running process within separate components, and ensure that you handle all fault
conditions within the workflows by exposing suitable exceptions. When designing
business workflows, you must consider method invocations that require no reply,
or have long response times. If the component must execute a specified set of steps
sequentially and synchronously, consider using the pipeline pattern. Alternatively,
if the process steps can be executed asynchronously in any order, consider using the
event pattern.

Use the following sections to understand how you design workflows using the
technologies available on the Microsoft platform.
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Windows Workflow Foundation

The business components you might design to use Windows Workflow Foundation
(WF) include custom workflow, activity, and state objects; as well as custom services.
The components you require depend on the workflow style and authoring mode. The
following list describes the process for creating the three basic types of workflows,
custom services, and workflow markup using WEF:

® When designing sequential workflows, you define or use existing Activity classes
(code-only and code-separation), define custom workflow classes (code-only),
and define business process components that interact with workflow components
(code-only).

® When designing state machine workflows, you define state classes used to repre-
sent different states of the process (code-only and code-separation), define or use
existing events that trigger state changes (code-only and code-separation), define
or use existing Activity classes that manage state transitions (code-only and code-
separation), define custom workflow classes (code-only), and define business
process components that interact with workflow components (code-only).

® When designing data driven workflows, you define or use existing Activity
classes (code-only and code-separation), define or use existing Condition classes
to interact with data providers (code-only and code-separation), define custom
workflow classes (code-only), and define business process components that
interact with workflow components (code-only).

® When designing custom services, you define or use existing Activity classes to
interact with the service, define a service interface that supports the required
operations, design the service using proven practices, and choose the appro-
priate host for your service (IIS, Workflow Appliance Software (WAS), or
WorkflowServiceHost).

® When designing workflow markup, you can use the Visual Studio designer
(available as an extension to Visual Studio 2005 and included in Visual Studio
2008 and higher) or the SharePoint Designer to build workflows based on
SharePoint lists. Alternatively, you can use a third party designer to create
markup associated with the third party product, or hand-code the markup
using appropriate XAML syntax.

BizTalk Server

BizTalk can support either a code-separation or a markup authoring mode. With BizTalk,
you may need to design workflow components that are used within a BizTalk orches-
tration. Examples of workflow components include adapters and connectors. You
may also need to create services that provide operations required by the workflow,

or design business components that handle requests from BizTalk workflows.
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You can also use BizTalk without writing custom components, which represents a
markup authoring mode. In other words, if only simple operations are required, you
can take advantage of the message transformation and function definition features
of BizTalk Server. The following list describes the process for creating workflows
using BizTalk:

® When designing workflow components for BizTalk, you define a class that
implements the appropriate interface and then register the class with COM.

® When designing business components for BizTalk, you define classes that sup-
port the required operations. You can initiate atomic transactions within business
components that are called by an orchestration if required, and you should design
the business layer to support the required operations using proven practices.

® When designing custom services, you define or use existing BizTalk classes to
interact with the service, define a service interface that supports required opera-
tions, design the service using proven practices, and choose the appropriate host
for your service (IIS or WAS).

Figure 1 shows how all of these components can work together to support a BizTalk

workflow.
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Components working together to support a BizTalk workflow
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BizTalk with ESB

The Microsoft Enterprise Service Bus (ESB) Toolkit extends BizTalk with capabilities
focused on building connected, service oriented applications. The ESB Toolkit consists
of components that support and implement a messaging environment, making it easier
to build message-based enterprise applications. Components provided by the toolkit
include:

ESB Web Services. These provide key Microsoft ESB Toolkit capabilities. The
services provided include the following:

® Jtinerary on-ramp Web services that accept external messages and submits
them for processing.

® Resolver Web service that allows external applications to call the Resolver
Framework to look up ESB endpoints based on resolution mechanisms sup-
ported by the Resolver Framework, such as business rules policies, UDDI
registrations, static invocation, WS-MetadataExchange interface, and the
content of the message.

e Transformation Web service that provides features to transform message
content and fulfill business requirements. Transformations can take place
directly on an incoming message or on messages retrieved from the BizTalk
MessageBox database.

® Exception Handling Web service that accepts exception messages from external
sources and publishes them to the ESB Exception Management Framework.
From there, the fault processor pipeline will normalize, track, and publish the
exception message to the ESB Management Portal.

e UDDI Web service that allows applications and users to look up endpoints based
on the service name, business provider, or business category; it also allows appli-
cations and users to manipulate the business providers, services, and categories
stored in a UDDI repository.

e BizTalk Operations Web service that exposes information about BizTalk hosts,
orchestration, applications, and status.

ESB Management Portal. This provides features such as exception and fault
tracking, message resubmission, alerts and notifications, UDDI integration,
reporting and analytics, and configuration capabilities.

ESB Pipeline Interop Components. These include Java Messaging Service (JMS)
and namespace components for use in BizTalk pipelines.

Exception Management Framework. This can capture exceptions from both
BizTalk messaging and orchestration subsystems and generate fault messages.

ESB Resolver and Adapter Provider Framework. This implements a pluggable
and configurable architecture for dynamically resolving endpoints and transform
requirements, and for routing messages.
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® Itinerary Processing. This mechanism provides a lightweight capability for
dynamically describing, submitting, and executing multiple service invocations
or routing/transformation requests.

® ESB Sample Applications. These demonstrate usage of the Microsoft ESB
Toolkit, demonstrating how you can take advantage of the features it provides
in your own SOA and ESB applications.

Using Windows Workflow Foundation and BizTalk Together

There are many cases where Windows Workflow Foundation (WF) or BizTalk may
not individually provide full support for the workflows you must implement. When
faced with this situation you can often take advantage of the appropriate features
from both workflow solutions within the same application. Consider using WF and
BizTalk together when you want to implement business rule workflow using WF
components in a code-only authoring mode that interacts with the BizTalk rules
engine, when you have existing WF workflows that must be invoked from a BizTalk
orchestration, when you are writing a SharePoint workflow that must execute a
BizTalk orchestration, or when a WF workflow must integrate with heterogeneous
or legacy systems.

Additional Resources

To more easily access Web resources on workflow technologies, see the online version
of the bibliography at: http://www.microsoft.com/architectureguide.

® “Introduction to Programming Windows Workflow Foundation” at
http:/ /msdn.microsoft.com/en-us/library /ms734696.aspx.

® “Microsoft BizTalk ESB Toolkit” at
http:/ /msdn.microsoft.com/en-us/library /dd897973.aspx.
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Designing Data Components

Overview

Data layer components provide access to data that is hosted within the boundaries of
the system, and data exposed by other networked systems. It contains components
such as data access components that provide functionality for accessing the data
hosted within the system boundaries, and service agent components that provide
functionality for accessing data exposed by other back-end systems through Web
services. Additionally it may also contain components that provide helper functions
and utilities.

This chapter will help you to understand the basic steps for designing your data com-
ponents. The first step is to identify the constraints associated with the data to be
accessed, which will help you to choose an appropriate data access technology. The
next step is to choose a mapping strategy and then determine your data access
approach, which includes identifying the business entities to be used and the format
of entities. Then you can determine how the data access components will connect

to the data source. Finally, you determine the error handling strategy to manage the
data source exceptions.
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Step 1 - Choose a Data Access Technology

The choice of an appropriate data access technology must take into account the type
of data you are dealing with and how you want to manipulate that data within the
application. Certain technologies are better suited to specific scenarios. Use the
following guidelines to map your application scenarios to the available data access
technology solutions:

ADO.NET Entity Framework. Consider using the ADO.NET Entity Framework
(EF) if you want to create a data model and map it to a relational database; map
a single class to multiple tables using inheritance; or query relational stores other
than the Microsoft SQL Server family of products. EF is appropriate when you
have an object model that you must map to a relational model using a flexible
schema, and you need the flexibility of separating the mapping schema from the
object model. If you use EF, also consider using;:

e LINQ to Entities. Consider using LINQ to Entities if you must execute
queries over strongly typed entities, or must execute queries against rela-
tional data using LINQ syntax.

ADO.NET Data Services Framework. ADO.NET Data Services is built on top of
EF and allows you to expose parts of your Entity Model through a REST interface.
Consider using the ADO.NET Data Services Framework if you are developing

a RIA or an n-tier rich client application, and you want to access data through a
resource-centric service interface.

ADO.NET Core. Consider using ADO.NET Core if you need to use a low level
API for full control over data access your application, you want to leverage the
existing investment made into ADO.NET providers, or you are using traditional
data access logic against the database. ADO.NET Core is appropriate if do not
need the additional functionality offered by the other data access technologies,
or you are building an application that must support a disconnected data access
experience.

ADO.NET Sync Services. Consider using ADO.NET Sync Services if you are
designing an application that must support occasionally connected scenarios, or
requires collaboration between databases.

LINQ to XML. Consider using LINQ to XML if you are using XML data in your
application, and you want to execute queries using the LINQ syntax.

For more information on data access technologies on the Microsoft platform, see
Appendix C, “Data Access Technology Matrix.”



Chapter 15: Designing Data Components 183

Step 2 - Choose How to Retrieve and Persist Business Objects
from the Data Store

After you have identified your data source requirements, the next step is to choose
a strategy for populating your business objects or business entities from the data
store and for persisting them back to the data store. An impedance mismatch typi-
cally exists between an object-oriented data model and the relational data store
that sometimes makes it difficult to translate between them. There are a number of
approaches to handling this mismatch, but these approaches differ in terms of the
data types, structure, transactional techniques, and in how the data is manipulated.
The most common approaches use Object/Relational Mapping (O/RM) tools and
frameworks. The type of entity you use in your application is the main factor in
deciding how to map those entities to data source structures. Use the following
guidelines to help you choose how to retrieve and persist business objects from
the data store:

® Consider using an O/RM framework that translates between domain entities
and the database. If you are working in a greenfield environment, where you
have full control over the database schema, you can use an O/RM tool to gener-
ate a schema to support the object model and provide a mapping between the
database and domain entities. If you are working in a brownfield environment,
where you must work with an existing database schema, you can use an O/RM
tool to help you to map between the domain model and relational model.

® A common pattern associated with OO design is domain model, which is based
on modeling entities on objects within a domain. See the Chapter 13, “Designing
Business Entities” later in this chapter for information on domain driven design
techniques.

® Ensure you group your entities correctly to achieve a high level of cohesion. This
may mean that you require additional objects within your domain model, and that
related entities are grouped into aggregate roots.

® When working with Web applications or services, group entities and provide
options for partially loading domain entities with only the required data. This
minimizes the use of resources by avoiding holding initialized domain models
for each user in memory, and allows applications to handle higher user load.
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Step 3 - Determine How to Connect to the Data Source

Now that you know how the data access components map to the data source, you
should identify how to connect to the data source, protect user credentials, and
perform transactions. Use the guidelines in the following sections to help you
choose an appropriate approach:

e Connections
® Connection Pooling
® Transactions and Concurrency

Connections

Connections to data sources are a fundamental part of the data layer. The data layer
should coordinate all data source connections, making use of the data access infrastruc-
ture. Creating and managing connections uses valuable resources in both the data layer
and the data source. Use the following guidelines to ensure that you design an appro-
priate technique for connecting to data sources:

® Ensure that you open connections to the data source as late as possible and close
them as early as possible. This will ensure that the resources are locked for as short
a duration as possible, and are more freely available to other processes. If you have
nonvolatile data, use optimistic concurrency to mitigate the cost of locking data
in the database. This avoids the overhead of locking database rows, including the
connection that must be kept open during a lock.

® Perform transactions through a single connection where possible. This allows you
to use the transaction features of ADO.NET without requiring the services of a
distributed transaction coordinator.

® Use connection pooling and tune performance based on results obtained by running
simulated load scenarios. Consider tuning connection isolation levels for data
queries. If you are building an application with high-throughput requirements,
special data operations may be performed at lower isolation levels than the rest
of the transaction. Combining isolation levels can have a negative impact on data
consistency, so you must carefully analyze this option on a case by case basis.

® For security reasons, avoid using a System or User Data Source Name (DSN) to
store connection information.

® Design retry logic to manage the situation where the connection to the data source
is lost or times out.

® Batch commands and execute them against the database where possible to reduce
round trips to the database server.

Another important aspect that you must consider is the security requirements associ-
ated with accessing your data source. In other words, how will data access components
authenticate with a data source, and what are the authorization requirements? Use the
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following guidelines to ensure that you design a secure approach for connecting to
data sources:

® Prefer Windows authentication to SQL Server authentication. If you are using
Microsoft SQL Server, consider using Windows authentication with a trusted
subsystem.

® If you do use SQL authentication, ensure that you use custom accounts with
strong passwords, limit the permissions of each account within SQL Server
using database roles, add ACLs to any files used to store connection strings,
and encrypt connection strings in configuration files.

® Use accounts with least privilege in the database, and require callers to send
identity information to the data layer for auditing purposes.

® Do not store passwords for user validation in a database; either plaintext or
encrypted. Instead, store password hashes that use a salt value (random bits
used as one of the inputs to the hashing function).

® If you are using SQL statements to access the data source, understand your
trust boundaries and use the parameterized approach to create queries instead
of string concatenation to protect against SQL injection attacks.

® Protect sensitive data sent over the network to and from SQL Server. Be aware
that Windows authentication protects credentials, but not application data. Use
IPSec or SSL to protect the data in the channel.

Connection Pooling

Connection pooling allows applications to reuse a connection from the pool, or
create new connection and add it to the pool if no suitable connection is available.
When applications close a connection, it is released back into the pool and the
underlying connection remains open. This means that ADO.NET is not required to
create a new connection and open it against the data source every time. Although
pooling open connections does consume resources, it reduces data access delays
and makes applications run more efficiently when suitable pooled connections are
available. Other issues that affect connection pooling are the following;:

® To maximize the effectiveness of connection pooling, consider using a trusted
subsystem security model and avoid impersonation if possible. By using the
minimum number of credential sets, you increase the likelihood that an existing
pooled connection can be reused and reduce the change of a connection pool
overflow. If every call uses different credentials, ADO.NET must create a new
connection every time.

® Connections that remain open for long periods can hold on to resources on the serv-
er. A typical cause is opening connections early and closing them late (for example,
by not explicitly closing and disposing a connection until it goes out of scope).

® Connections can be held open for long periods when using DataReader objects,
which are only valid while the connection is open.
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Transactions and Concurrency

If you have business critical operations in your application, consider wrapping them
in transactions. Transactions allow you to execute associated actions on a database
as an atomic unit, and ensure database integrity. A transaction is only considered
complete if all information and actions are complete, and the associated database
changes are made permanent. Transactions support undo (rollback) database actions
following an error, which helps to preserve the integrity of data in the database. Use
the following guidance to help you design transactions:

If you are accessing a single data source, use connection-based transactions whenever
possible. If you are using manual or explicit transactions, consider implementing
the transaction within a stored procedure. If you cannot use transactions, imple-
ment compensating methods to revert the data store to its previous state.

If you are using long-running atomic transactions, avoid holding locks for long
periods. In such scenarios, use compensating locks instead. If transactions take a
long time to complete, consider using asynchronous transactions that call back to
the client when complete. Also, consider the use of multiple active result sets in
transaction-heavy concurrent applications to avoid potential deadlock issues.

If the chance of a data conflict from concurrent users is low (for example, when
users are generally adding data or editing different rows), consider using opti-
mistic locking during data access so that the last update applied is valid. If the
chance of a data conflict from concurrent users is high (for example, when users
are likely to be editing the same rows), consider using pessimistic locking during
data access so that updates can only be applied to the latest version. Also con-
sider concurrency issues when accessing static data within the application or
when using threads to perform asynchronous operations. Static data is not
inherently thread safe, which means that changes made in one thread will
affect other threads using the same data.

Keep transactions as short as possible to minimize lock durations and improve
concurrency. However, consider that short and simple transactions may result in a
chatty interface if it requires multiple calls to achieve one operation.

Use the appropriate isolation level. The tradeoff is data consistency versus conten-
tion. A high isolation level will offer higher data consistency at the price of overall
concurrency. A lower isolation level improves performance by lowering conten-
tion at the cost of consistency.
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In general, you can choose from three types of transaction support, as described in
the following list:

® System.Transactions namespace classes provides as part of the. NET Framework for
both implicit and explicit transaction support. Consider using System.Transactions
if you are developing a new application that requires transaction support, or if you
have transactions that span multiple nondurable resource managers. For most trans-
actions, the recommended approach is to use the implicit model provided by the
TransactionScope object in the System.Transactions namespace. Although implicit
transactions are not as fast as manual, or explicit, transactions, they are easier to
develop and lead to middle tier solutions that are flexible and easy to maintain.
If you do not want to use the implicit model for transactions, you can implement
manual transactions using the Transaction class in System.Transactions.

® ADO.NET Transactions based on a single database connection. This is the most
efficient approach for client controlled transactions on a single data store. Consider
using ADO.NET Transactions if you are extending an application that already uses
ADO.NET Transactions, you are using ADO.NET providers for database access
and the transactions are limited to a single database, or you are deploying your
application into an environment that does not support version 2.0 of the .NET
Framework. You use ADO.NET commands to begin, commit, and roll back the
operations performed within the transaction.

e T-SQL (Database) Transactions controlled by commands executed in the data-
base. These are most efficient for server controlled transactions on a single
data store, where the database manages all aspects of the transaction. Con-
sider using database transactions if you are developing stored procedures
that encapsulate all of the changes that must be managed by a transaction,
or you have multiple applications that use the same stored procedure and
transaction requirements can be encapsulated within that stored procedures.

Step 4 - Determine Strategies for Handling Data Source Errors

In this step, you should design an overall strategy to handle data source errors. All
exceptions associated with data sources should be caught by the data access layer.
Exceptions concerning the data itself, and data source access and timeout errors,
should be handled in this layer and passed to other layers only if the failures affect
application responsiveness or functionality. Use the guidelines in the following
sections to help you choose an appropriate approach:

® [Exceptions
® Retry Logic
® Timeouts
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Exceptions

A centralized exception management strategy will enable consistent handling of ex-
ceptions. Exception handling is a crosscutting concern, so consider implementing

the logic in separate components that you can share across layers. Pay particular
attention to exceptions that propagate through trust boundaries and to other layers
or tiers, and design for unhandled exceptions so they do not result in application
reliability issues or exposure of sensitive application information. The following
approach will help you in designing the exception management strategy:

® Determine exceptions that should be caught and handled in the data access layer.
Deadlocks, connection issues, and optimistic concurrency checks can often be
resolved within the data layer.

® Consider implementing a retry process for operations where data source errors or
timeouts occur, but only where it is safe to do so.

® Design an appropriate exception propagation strategy. For example, allow excep-
tions to bubble up to boundary layers where they can be logged and transformed
as necessary before passing them to the next layer.

® Design an appropriate logging and notification strategy for critical errors and
exceptions that does not reveal sensitive information.

® Consider using existing frameworks such as the patterns & practices Enterprise
Library to implement a consistent exception handling and management strategy.

Retry Logic

Design retry logic to handle errors, such as those that may occur during server

or database failover. Retry logic should catch any errors that occur while con-
necting to the database or executing commands (queries or transactions) against
the database. There may be multiple causes for the error. When an error occurs,
the data component should reestablish connectivity by closing any existing con-
nections and attempting to make a new connection, and then re-execute failed
commands if necessary. It should retry the process only a certain number of times,
and then finally give up and return a failure exception. Ensure that queries and
requests, and any subsequent retries, are executed asynchronously so that they

do not render the application unresponsive.
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Timeouts

Identifying the appropriate value for connection and command timeouts is very
important. Setting a connection or command timeout value that is higher than the
client timeout (for example, in the case of a Web application, the browser or Web
server request timeout) can result in the client request timing out before the database
connection is opened. Setting a low value will cause the error handler to invoke the
retry logic. If a timeout occurs while executing a transaction, database resources may
remain locked after the connection is closed when connection pooling is enabled.

In such cases, when the connection is closed, it should be discarded so that is not
returned to the pool. This results in the transaction being rolled back, freeing the
database resources.

Step 5 - Design Service Agent Objects (Optional)

Service agents are objects that manage the semantics of communicating with external
services, isolate your application from the idiosyncrasies of calling diverse services,
and provide additional services such as basic mapping between the format of the
data exposed by the service and the format your application requires. They may also
implement caching, and offline or intermittent connection support. Follow the steps
below to design the service agent objects:

1. Use the appropriate tool to add a service reference. This will generate a proxy and
the data classes that represent the data contract from the service.

2. Determine how the service will be used in your application. For most applications,
the service agent acts as an abstraction layer between your business layer and the
remote service, and can provide a consistent interface regardless of the data format.
In smaller applications, the presentation layer, may access the service agent directly.

Additional Resources

To more easily access Web resources on general data access guidelines, see the online
version of the bibliography at: http:/ /www.microsoft.com/architectureguide.

® “.NET Data Access Architecture Guide” at
http:/ /msdn.microsoft.com/en-us/library /ms978510.aspx.

“Data Patterns” at http:/ /msdn.microsoft.com/en-us/library /ms998446.aspx.

”Designing Data Tier Components and Passing Data Through Tiers” at
http:/ /msdn.microsoft.com/en-us/library /ms978496.aspx.


http://www.microsoft.com/architectureguide
http://msdn.microsoft.com/en-us/library/ms978510.aspx
http://msdn.microsoft.com/en-us/library/ms998446.aspx
http://msdn.microsoft.com/en-us/library/ms978496.aspx
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Quality Attributes

Overview

Quality attributes are the overall factors that affect run-time behavior, system design,
and user experience. They represent areas of concern that have the potential for
application wide impact across layers and tiers. Some of these attributes are related
to the overall system design, while others are specific to run time, design time, or
user centric issues. The extent to which the application possesses a desired combi-
nation of quality attributes such as usability, performance, reliability, and security
indicates the success of the design and the overall quality of the software application.

When designing applications to meet any of the quality attributes requirements, it is
necessary to consider the potential impact on other requirements. You must analyze
the tradeoffs between multiple quality attributes. The importance or priority of each
quality attribute differs from system to system; for example, interoperability will
often be less important in a single use packaged retail application than in a line of
business (LOB) system.

This chapter lists and describes the quality attributes that you should consider when
designing your application. To get the most out of this chapter, use the table on the
following pages to gain an understanding of how quality attributes map to system and
application quality factors, and read the description of each of the quality attributes.
Then use the sections containing key guidelines for each of the quality attributes to
understand how that attribute has an impact on your design, and to determine the
decisions you must make to addresses these issues. Keep in mind that the list of
quality attributes in this chapter is not exhaustive, but provides a good starting
point for asking appropriate questions about your architecture.
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Common Quality Attributes

The following table describes the quality attributes covered in this chapter. It catego-
rizes the attributes in four specific areas linked to design, runtime, system, and user
qualities. Use this table to understand what each of the quality attributes means in
terms of your application design.

Category Quality attribute Description
Design Conceptual Conceptual integrity defines the consistency and coherence
Qualities Integrity of the overall design. This includes the way that components

or modules are designed, as well as factors such as coding
style and variable naming.

Maintainability Maintainability is the ability of the system to undergo
changes with a degree of ease. These changes could impact
components, services, features, and interfaces when adding
or changing the functionality, fixing errors, and meeting new
business requirements.

Reusability Reusability defines the capability for components and
subsystems to be suitable for use in other applications and
in other scenarios. Reusability minimizes the duplication of
components and also the implementation time.



Category
Run-time
Qualities

System
Qualities

User
Qualities

Quality attribute
Availability

Interoperability

Manageability

Performance

Reliability

Scalability

Security

Supportability

Testability

Usability
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Description

Availability defines the proportion of time that the system is
functional and working. It can be measured as a percent-
age of the total system downtime over a predefined period.
Availability will be affected by system errors, infrastructure
problems, malicious attacks, and system load.
Interoperability is the ability of a system or different systems
to operate successfully by communicating and exchanging
information with other external systems written and run by
external parties. An interoperable system makes it easier

to exchange and reuse information internally as well as
externally.

Manageability defines how easy it is for system administra-
tors to manage the application, usually through sufficient
and useful instrumentation exposed for use in monitoring
systems and for debugging and performance tuning.
Performance is an indication of the responsiveness of a
system to execute any action within a given time interval. It
can be measured in terms of latency or throughput. Latency
is the time taken to respond to any event. Throughput is the
number of events that take place within a given amount of
time.

Reliability is the ability of a system to remain operational over
time. Reliability is measured as the probability that a system
will not fail to perform its intended functions over a specified
time interval.

Scalability is ability of a system to either handle increases in
load without impact on the performance of the system, or the
ability to be readily enlarged.

Security is the capability of a system to prevent malicious

or accidental actions outside of the designed usage, and to
prevent disclosure or loss of information. A secure system
aims to protect assets and prevent unauthorized modification
of information.

Supportability is the ability of the system to provide informa-
tion helpful for identifying and resolving issues when it fails
to work correctly.

Testability is a measure of how easy it is to create test criteria
for the system and its components, and to execute these
tests in order to determine if the criteria are met. Good test-
ability makes it more likely that faults in a system can be
isolated in a timely and effective manner.

Usability defines how well the application meets the require-
ments of the user and consumer by being intuitive, easy to
localize and globalize, providing good access for disabled
users, and resulting in a good overall user experience.
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The following sections describe each of the quality attributes in more detail, and
provide guidance on the key issues and the decisions you must make for each one:

Availability
Conceptual Integrity
Interoperability
Maintainability
Manageability
Performance
Reliability
Reusability
Scalability

Security
Supportability
Testability

User Experience / Usability

Availability

Availability defines the proportion of time that the system is functional and working.
It can be measured as a percentage of the total system downtime over a predefined
period. Availability will be affected by system errors, infrastructure problems,
malicious attacks, and system load. The key issues for availability are:

® A physical tier such as the database server or application server can fail or become
unresponsive, causing the entire system to fail. Consider how to design failover
support for the tiers in the system. For example, use Network Load Balancing for
Web servers to distribute the load and prevent requests being directed to a server
that is down. Also, consider using a RAID mechanism to mitigate system failure
in the event of a disk failure. Consider if there is a need for a geographically
separate redundant site to failover to in case of natural disasters such as earth-
quakes or tornados.

® Denial of Service (DoS) attacks, which prevent authorized users from accessing
the system, can interrupt operations if the system cannot handle massive loads in
a timely manner, often due to the processing time required, or network configura-
tion and congestion. To minimize interruption from DoS attacks, reduce the attack
surface area, identify malicious behavior, use application instrumentation to expose
unintended behavior, and implement comprehensive data validation. Consider
using the Circuit Breaker or Bulkhead patterns to increase system resiliency.

® Inappropriate use of resources can reduce availability. For example, resources
acquired too early and held for too long cause resource starvation and an inability
to handle additional concurrent user requests.
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Bugs or faults in the application can cause a system wide failure. Design for
proper exception handling in order to reduce application failures from which
it is difficult to recover.

Frequent updates, such as security patches and user application upgrades, can
reduce the availability of the system. Identify how you will design for run-time
upgrades.

A network fault can cause the application to be unavailable. Consider how you
will handle unreliable network connections; for example, by designing clients
with occasionally-connected capabilities.

Consider the trust boundaries within your application and ensure that sub-
systems employ some form of access control or firewall, as well as extensive
data validation, to increase resiliency and availability.

Conceptual Integrity

Conceptual integrity defines the consistency and coherence of the overall design.
This includes the way that components or modules are designed, as well as factors
such as coding style and variable naming. A coherent system is easier to maintain
because you will know what is consistent with the overall design. Conversely, a
system without conceptual integrity will constantly be affected by changing inter-
faces, frequently deprecating modules, and lack of consistency in how tasks are
performed. The key issues for conceptual integrity are:

Mixing different areas of concern within your design. Consider identifying
areas of concern and grouping them into logical presentation, business, data,
and service layers as appropriate.

Inconsistent or poorly managed development processes. Consider performing an
Application Lifecycle Management (ALM) assessment, and make use of tried and
tested development tools and methodologies.

Lack of collaboration and communication between different groups involved in
the application lifecycle. Consider establishing a development process integrated
with tools to facilitate process workflow, communication, and collaboration.

Lack of design and coding standards. Consider establishing published guide-
lines for design and coding standards, and incorporating code reviews into
your development process to ensure guidelines are followed.

Existing (legacy) system demands can prevent both refactoring and progression
toward a new platform or paradigm. Consider how you can create a migration
path away from legacy technologies, and how to isolate applications from external
dependencies. For example, implement the Gateway design pattern for integra-
tion with legacy systems.
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Interoperability

Interoperability is the ability of a system or different systems to operate successfully
by communicating and exchanging information with other external systems written
and run by external parties. An interoperable system makes it easier to exchange and
reuse information internally as well as externally. Communication protocols, interfaces,
and data formats are the key considerations for interoperability. Standardization is
also an important aspect to be considered when designing an interoperable system.
The key issues for interoperability are:

® Interaction with external or legacy systems that use different data formats. Consider
how you can enable systems to interoperate, while evolving separately or even
being replaced. For example, use orchestration with adaptors to connect with
external or legacy systems and translate data between systems; or use a canonical
data model to handle interaction with a large number of different data formats.

® Boundary blurring, which allows artifacts from one system to defuse into another.
Consider how you can isolate systems by using service interfaces and/or mapping
layers. For example, expose services using interfaces based on XML or standard
types in order to support interoperability with other systems. Design components
to be cohesive and have low coupling in order to maximize flexibility and facili-
tate replacement and reusability.

® [ack of adherence to standards. Be aware of the formal and de facto standards for
the domain you are working within, and consider using one of them rather than
creating something new and proprietary.

Maintainability

Maintainability is the ability of the system to undergo changes with a degree of ease.
These changes could impact components, services, features, and interfaces when
adding or changing the application’s functionality in order to fix errors, or to meet
new business requirements. Maintainability can also affect the time it takes to restore
the system to its operational status following a failure or removal from operation for
an upgrade. Improving system maintainability can increase availability and reduce
the effects of run-time defects. An application’s maintainability is often a function of
its overall quality attributes but there a number of key issues that can directly affect
maintainability:
® Excessive dependencies between components and layers, and inappropriate cou-
pling to concrete classes, prevents easy replacement, updates, and changes; and
can cause changes to concrete classes to ripple through the entire system. Consider
designing systems as well-defined layers, or areas of concern, that clearly delineate
the system’s UI, business processes, and data access functionality. Consider imple-
menting cross-layer dependencies by using abstractions (such as abstract classes
or interfaces) rather than concrete classes, and minimize dependencies between
components and layers.
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® The use of direct communication prevents changes to the physical deployment of
components and layers. Choose an appropriate communication model, format, and
protocol. Consider designing a pluggable architecture that allows easy upgrades and
maintenance, and improves testing opportunities, by designing interfaces that allow
the use of plug-in modules or adapters to maximize flexibility and extensibility.

® Reliance on custom implementations of features such as authentication and autho-
rization prevents reuse and hampers maintenance. To avoid this, use the built-in
platform functions and features wherever possible.

® The logic code of components and segments is not cohesive, which makes them
difficult to maintain and replace, and causes unnecessary dependencies on other
components. Design components to be cohesive and have low coupling in order
to maximize flexibility and facilitate replacement and reusability.

® The code base is large, unmanageable, fragile, or over complex; and refactoring
is burdensome due to regression requirements. Consider designing systems as
well defined layers, or areas of concern, that clearly delineate the system’s U,
business processes, and data access functionality. Consider how you will manage
changes to business processes and dynamic business rules, perhaps by using a
business workflow engine if the business process tends to change. Consider
using business components to implement the rules if only the business rule
values tend to change; or an external source such as a business rules engine
if the business decision rules do tend to change.

® The existing code does not have an automated regression test suite. Invest in test
automation as you build the system. This will pay off as a validation of the system’s
functionality, and as documentation on what the various parts of the system do and
how they work together.

® Lack of documentation may hinder usage, management, and future upgrades.
Ensure that you provide documentation that, at minimum, explains the overall
structure of the application.

Manageability

Manageability defines how easy it is for system administrators to manage the
application, usually through sufficient and useful instrumentation exposed for
use in monitoring systems and for debugging and performance tuning. Design
your application to be easy to manage, by exposing sufficient and useful instru-
mentation for use in monitoring systems and for debugging and performance
tuning. The key issues for manageability are:

® Lack of health monitoring, tracing, and diagnostic information. Consider creating
a health model that defines the significant state changes that can affect application
performance, and use this model to specify management instrumentation require-
ments. Implement instrumentation, such as events and performance counters, that
detects state changes, and expose these changes through standard systems such as
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Event Logs, Trace files, or Windows Management Instrumentation (WMI). Capture
and report sufficient information about errors and state changes in order to enable
accurate monitoring, debugging, and management. Also, consider creating manage-
ment packs that administrators can use in their monitoring environments to
manage the application.

® Lack of runtime configurability. Consider how you can enable the system behavior
to change based on operational environment requirements, such as infrastructure
or deployment changes.

® Lack of troubleshooting tools. Consider including code to create a snapshot of the
system’s state to use for troubleshooting, and including custom instrumentation
that can be enabled to provide detailed operational and functional reports. Con-
sider logging and auditing information that may be useful for maintenance and
debugging, such as request details or module outputs and calls to other systems
and services.

Performance

Performance is an indication of the responsiveness of a system to execute specific
actions in a given time interval. It can be measured in terms of latency or through-
put. Latency is the time taken to respond to any event. Throughput is the number of
events that take place in a given amount of time. An application’s performance can
directly affect its scalability, and lack of scalability can affect performance. Improving
an application’s performance often improves its scalability by reducing the likelihood
of contention for shared resources. Factors affecting system performance include the
demand for a specific action and the system’s response to the demand. The key issues
for performance are:

® Increased client response time, reduced throughput, and server resource over
utilization. Ensure that you structure the application in an appropriate way and
deploy it onto a system or systems that provide sufficient resources. When com-
munication must cross process or tier boundaries, consider using coarse-grained
interfaces that require the minimum number of calls (preferably just one) to
execute a specific task, and consider using asynchronous communication.

® Increased memory consumption, resulting in reduced performance, excessive
cache misses (the inability to find the required data in the cache), and increased
data store access. Ensure that you design an efficient and appropriate caching
strategy:.
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® Increased database server processing, resulting in reduced throughput. Ensure
that you choose effective types of transactions, locks, threading, and queuing
approaches. Use efficient queries to minimize performance impact, and avoid
fetching all of the data when only a portion is displayed. Failure to design for
efficient database processing may incur unnecessary load on the database server,
failure to meet performance objectives, and costs in excess of budget allocations.

® Increased network bandwidth consumption, resulting in delayed response times and
increased load for client and server systems. Design high performance communica-
tion between tiers using the appropriate remote communication mechanism. Try to
reduce the number of transitions across boundaries, and minimize the amount of
data sent over the network. Batch work to reduce calls over the network.

Reliability

Reliability is the ability of a system to continue operating in the expected way over

time. Reliability is measured as the probability that a system will not fail and that

it will perform its intended function for a specified time interval. The key issues for

reliability are:

® The system crashes or becomes unresponsive. Identify ways to detect failures
and automatically initiate a failover, or redirect load to a spare or backup system.
Also, consider implementing code that uses alternative systems when it detects a
specific number of failed requests to an existing system.

® Qutput is inconsistent. Implement instrumentation, such as events and performance
counters, that detects poor performance or failures of requests sent to external sys-
tems, and expose information through standard systems such as Event Logs, Trace
files, or WMIL. Log performance and auditing information about calls made to other
systems and services.

® The system fails due to unavailability of other externalities such as systems, net-
works, and databases. Identify ways to handle unreliable external systems, failed
communications, and failed transactions. Consider how you can take the system
offline but still queue pending requests. Implement store and forward or cached
message-based communication systems that allow requests to be stored when the
target system is unavailable, and replayed when it is online. Consider using Win-
dows Message Queuing or BizTalk Server to provide a reliable once-only delivery
mechanism for asynchronous requests.
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Reusability

Reusability is the probability that a component will be used in other components or
scenarios to add new functionality with little or no change. Reusability minimizes the
duplication of components and the implementation time. Identifying the common
attributes between various components is the first step in building small reusable
components for use in a larger system. The key issues for reusability are:

® The use of different code or components to achieve the same result in different places;
for example, duplication of similar logic in multiple components, and duplication
of similar logic in multiple layers or subsystems. Examine the application design
to identify common functionality, and implement this functionality in separate
components that you can reuse. Examine the application design to identify cross-
cutting concerns such as validation, logging, and authentication, and implement
these functions as separate components.

® The use of multiple similar methods to implement tasks that have only slight
variation. Instead, use parameters to vary the behavior of a single method.

e Using several systems to implement the same feature or function instead of
sharing or reusing functionality in another system, across multiple systems, or
across different subsystems within an application. Consider exposing function-
ality from components, layers, and subsystems through service interfaces that
other layers and systems can use. Use platform agnostic data types and struc-
tures that can be accessed and understood on different platforms.

Scalability

Scalability is ability of a system to either handle increases in load without impact on
the performance of the system, or the ability to be readily enlarged. There are two
methods for improving scalability: scaling vertically (scale up), and scaling horizon-
tally (scale out). To scale vertically, you add more resources such as CPU, memory,
and disk to a single system. To scale horizontally, you add more machines to a farm
that runs the application and shares the load. The key issues for scalability are:

® Applications cannot handle increasing load. Consider how you can design layers
and tiers for scalability, and how this affects the capability to scale up or scale out
the application and the database when required. You may decide to locate logical
layers on the same physical tier to reduce the number of servers required while
maximizing load sharing and failover capabilities. Consider partitioning data
across more than one database server to maximize scale-up opportunities and
allow flexible location of data subsets. Avoid stateful components and subsystems
where possible to reduce server affinity.
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® Users incur delays in response and longer completion times. Consider how you
will handle spikes in traffic and load. Consider implementing code that uses addi-
tional or alternative systems when it detects a predefined service load or a number
of pending requests to an existing system.

® The system cannot queue excess work and process it during periods of reduced
load. Implement store-and-forward or cached message-based communication
systems that allow requests to be stored when the target system is unavailable,
and replayed when it is online.

Security

Security is the capability of a system to reduce the chance of malicious or accidental
actions outside of the designed usage affecting the system, and prevent disclosure or
loss of information. Improving security can also increase the reliability of the system by
reducing the chances of an attack succeeding and impairing system operation. Securing
a system should protect assets and prevent unauthorized access to or modification

of information. The factors affecting system security are confidentiality, integrity,

and availability. The features used to secure systems are authentication, encryption,
auditing, and logging. The key issues for security are:

® Spoofing of user identity. Use authentication and authorization to prevent spoofing
of user identity. Identify trust boundaries, and authenticate and authorize users
crossing a trust boundary.

® Damage caused by malicious input such as SQL injection and cross-site scripting.
Protect against such damage by ensuring that you validate all input for length,
range, format, and type using the constrain, reject, and sanitize principles. Encode
all output you display to users.

® Data tampering. Partition the site into anonymous, identified, and authenticated
users and use application instrumentation to log and expose behavior that can be
monitored. Also use secured transport channels, and encrypt and sign sensitive
data sent across the network

® Repudiation of user actions. Use instrumentation to audit and log all user inter-
action for application critical operations.

® Information disclosure and loss of sensitive data. Design all aspects of the
application to prevent access to or exposure of sensitive system and application
information.

® Interruption of service due to Denial of service (DoS) attacks. Consider reducing
session timeouts and implementing code or hardware to detect and mitigate
such attacks.



202 .NET Application Architecture Guide, 2nd Edition

Supportability

Supportability is the ability of the system to provide information helpful for iden-
tifying and resolving issues when it fails to work correctly. The key issues for
supportability are:

Lack of diagnostic information. Identify how you will monitor system activity
and performance. Consider a system monitoring application, such as Microsoft
System Center.

Lack of troubleshooting tools. Consider including code to create a snapshot of the
system’s state to use for troubleshooting, and including custom instrumentation
that can be enabled to provide detailed operational and functional reports. Con-
sider logging and auditing information that may be useful for maintenance and
debugging, such as request details or module outputs and calls to other systems
and services.

Lack of tracing ability. Use common components to provide tracing support
in code, perhaps though Aspect Oriented Programming (AOP) techniques or
dependency injection. Enable tracing in Web applications in order to trouble-
shoot errors.

Lack of health monitoring. Consider creating a health model that defines the
significant state changes that can affect application performance, and use this
model to specify management instrumentation requirements. Implement instru-
mentation, such as events and performance counters, that detects state changes,
and expose these changes through standard systems such as Event Logs, Trace
files, or Windows Management Instrumentation (WMI). Capture and report
sufficient information about errors and state changes in order to enable accurate
monitoring, debugging, and management. Also, consider creating management
packs that administrators can use in their monitoring environments to manage
the application.

Testability

Testability is a measure of how well system or components allow you to create test
criteria and execute tests to determine if the criteria are met. Testability allows faults
lin a system to be isolated in a timely and effective manner. The key issues for test-

ability are:

Complex applications with many processing permutations are not tested consis-
tently, perhaps because automated or granular testing cannot be performed if the
application has a monolithic design. Design systems to be modular to support
testing. Provide instrumentation or implement probes for testing, mechanisms to
debug output, and ways to specify inputs easily. Design components that have
high cohesion and low coupling to allow testability of components in isolation
from the rest of the system.
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® Lack of test planning. Start testing early during the development life cycle. Use
mock objects during testing, and construct simple, structured test solutions.

® Poor test coverage, for both manual and automated tests. Consider how you
can automate user interaction tests, and how you can maximize test and code
coverage.

® Input and output inconsistencies; for the same input, the output is not the
same and the output does not fully cover the output domain even when all
known variations of input are provided. Consider how to make it easy to
specify and understand system inputs and outputs to facilitate the construc-
tion of test cases.

User Experience / Usability

The application interfaces must be designed with the user and consumer in mind
so that they are intuitive to use, can be localized and globalized, provide access for
disabled users, and provide a good overall user experience. The key issues for user
experience and usability are:

® Too much interaction (an excessive number of clicks) required for a task. Ensure
you design the screen and input flows and user interaction patterns to maximize
ease of use.

® Incorrect flow of steps in multistep interfaces. Consider incorporating workflows
where appropriate to simplify multistep operations.

® Data elements and controls are poorly grouped. Choose appropriate control types
(such as option groups and check boxes) and lay out controls and content using
the accepted Ul design patterns.

® Feedback to the user is poor, especially for errors and exceptions, and the appli-
cation is unresponsive. Consider implementing technologies and techniques
that provide maximum user interactivity, such as Asynchronous JavaScript and
XML (AJAX) in Web pages and client-side input validation. Use asynchronous
techniques for background tasks, and tasks such as populating controls or per-
forming long-running tasks.
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Additional Resources

To more easily access Web resources on implementing and auditing quality
attributes, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.
® “Implementing System-Quality Attributes” at
http:/ /msdn.microsoft.com/en-us/library /bb402962.aspx.
® "Software Architecture in the New Economy” at
http:/ /msdn.microsoft.com/en-us/library/cc168642.aspx.
® "Quality-Attribute Auditing: The What, Why, and How” at
http:/ /msdn.microsoft.com/en-us/library /bb508961.aspx.

® Feathers, Michael. Working Effectively With Legacy Code. Prentice Hall, 2004.

® Baley, Kyle and Donald Belcham. Brownfield Application Development in .NET.
Manning Publications Co, 2008.

® Nygard, Michael. Release It!: Design and Deploy Production-Ready Software. Pragmatic
Bookshelf, 2007.


http://www.microsoft.com/architectureguide
http://msdn.microsoft.com/en-us/library/bb402962.aspx
http://msdn.microsoft.com/en-us/library/cc168642.aspx
http://msdn.microsoft.com/en-us/library/bb508961.aspx
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Crosscutting Concerns

Overview

The majority of applications you design will contain common functionality that
spans layers and tiers. This functionality typically supports operations such authen-
tication, authorization, caching, communication, exception management, logging
and instrumentation, and validation. Such functionality is generally described as
crosscutting concerns because it affects the entire application, and should be central-
ized in one location in the code where possible. For example, if code that generates
log entries and writes to the application logs is scattered throughout your layers
and tiers, and the requirements related to these concerns change (such as logging
to a different location), you may have to update the relevant code throughout the
entire system. Instead, if you centralize the logging code, you can change the be-
havior by changing the code in just one location.

This chapter will help you to understand the role that crosscutting concerns play

in applications, identify the areas where they occur in your applications, and learn
about the common issues faced when designing for crosscutting concerns. There are
several different approaches to handling this functionality, from common libraries
such as the patterns & practices Enterprise Library, to Aspect Oriented Programming
(AOP) methods where metadata is used to insert crosscutting code directly into the
compiled output or during run time execution.



206 .NET Application Architecture Guide, 2nd Edition

General Design Considerations

The following guidelines will help you to understand the main factors for managing
crosscutting concerns:

Examine the functions required in each layer, and look for cases where you can
abstract that functionality into common components, perhaps even general pur-
pose components that you configure depending on the specific requirements of
each layer of the application. It is likely that these kinds of components will be
reusable in other applications.

Depending how you physically distribute the components and layers of your
application, you may need to install the crosscutting components on more than
one physical tier. However, you still benefit from reusability and reduced devel-
opment time and cost.

Consider using the Dependency Injection pattern to inject instances of cross-
cutting components into your application based on configuration information.
This allows you to change the crosscutting components that each section uses
easily, without requiring recompilation and redeployment of your application.
The patterns & practices Unity library provides comprehensive support for the
Dependency Injection pattern. Other popular Dependency Injection libraries
include StructureMap, Ninject, and Castle Windsor (see Additional Resources
at the end of this chapter for more information).

Consider using a third-party library of components that are highly configurable and
can reduce development time. An example is the patterns & practices Enterprise
Library, which contains application blocks designed to help you implement caching,
exception handling, authentication and authorization, logging, exception handling,
validation, and cryptography functions. It also contains mechanisms that imple-
ment policy injection and a dependency injection container that make it easier to
implement solutions for a range of crosscutting concerns. For more information
about Enterprise Library, see Appendix F, “patterns & practices Enterprise Library.”
Another common library is provided by the Castle Project (see Additional Resources
at the end of this chapter for more information).

Consider using Aspect Oriented Programming (AOP) techniques to weave the
crosscutting concerns into your application, rather than having explicit calls in
the code. The patterns & practices Unity mechanism and the Enterprise Library
Policy Injection Application Block support this approach. Other examples include
Castle Windsor and PostSharp (see Additional Resources at the end of this chap-
ter for more information).
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Specific Design Issues
The following sections list the key areas to consider as you develop your architecture,
and contain guidelines to help you avoid the common issues in each area:

Authentication

Authorization

Caching

Communication

Configuration Management

Exception Management

Logging and Instrumentation

State Management

Validation

Authentication

Designing a good authentication strategy is important for the security and reliability
of your application. Failure to design and implement a good authentication strategy
can leave your application vulnerable to spoofing attacks, dictionary attacks, session
hijacking, and other types of attacks. Consider the following guidelines when
designing an authentication strategy:

® Identify your trust boundaries and authenticate users and calls across the trust
boundaries. Consider that calls might need to be authenticated from the client as
well as from the server (mutual authentication).

Enforce the use of strong passwords or password phrases.

If you have multiple systems within the application or users must be able
to access multiple applications with the same credentials, consider a single
sign-on strategy.

® Do not transmit passwords over the wire in plain text, and do not store passwords
in a database or data store as plain text. Instead, store a hash of the password.

For more information about designing an authentication strategy, and techniques for
implementing it, see “Additional Resources” at the end of this chapter.
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Authorization

Designing a good authorization strategy is important for the security and reliability
of your application. Failure to design and implement a good authorization strategy
can make your application vulnerable to information disclosure, data tampering,
and elevation of privileges. Consider the following guidelines when designing an
authorization strategy:

Identify your trust boundaries and authorize users and callers across the trust
boundary.

Protect resources by applying authorization to callers based on their identity,
groups, or roles. Minimize granularity by limiting the number of roles you use
where possible.

Consider using role-based authorization for business decisions. Role-based
authorization is used to subdivide users into groups (roles) and then set permis-
sions on each role rather than on individual users. This eases management by
allowing you to administer a smaller set of roles rather than a larger set of users.

Consider using resource-based authorization for system auditing. Resource-based
authorization sets permissions on the resource itself; for example, an access control
list (ACL) on a Windows resource uses the identity of the original caller to deter-
mine access rights to the resource. If you use resource-based authorization in WCE,
you must to impersonate the original caller through the client or presentation layer,
through the WCF service layer, and to the business logic code that accesses the
resource.

Consider using claims-based authorization when you must support federated
authorization based on a mixture of information such as identity, role, permis-
sions, rights, and other factors. Claims-based authorization provides additional
layers of abstraction that make it easier to separate authorization rules from the
authorization and authentication mechanism. For example, you can authenticate
a user with a certificate or with username/password credentials and then pass
that claim-set to the service to determine access to resources.

For more information about designing an authorization strategy, and techniques for
implementing it, see “Additional Resources” at the end of this chapter.
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Caching

Caching can improve the performance and responsiveness of your application.
However, a poorly designed caching strategy can degrade performance and respon-
siveness. You should use caching to optimize reference data lookups, avoid network
round trips, and avoid unnecessary and duplicate processing. When you implement
caching, you must decide when to load the cache data and how and when to remove
expired cached data. Try to preload frequently used data into the cache asynchro-
nously or by using a batch process to avoid client delays. Consider the following
guidelines when designing a caching strategy:

Choose an appropriate location for the cache. If your application is deployed in Web
farm, avoid using local caches that must be synchronized; instead consider using a
transactional resource manager such as Microsoft® SQL Server® or a product that
supports distributed caching, such as “Memcached” from Danga Interactive or the
Microsoft project code named “Velocity” (see Additional Resources at the end of this
chapter for more information).

Consider caching data in a ready-to-use format when working with an in-memory
cache. For example, use a specific object instead of caching raw database data.
Consider using Microsoft Velocity to implement in-memory caching.

Do not cache volatile data, and do not cache sensitive data unless you encrypt it.

® Do not depend on data still being in your cache; it may have been removed.

Implement a mechanism to handle cache failures, perhaps by reloading the item
from the source.

Be especially careful when accessing the cache from multiple threads. If you are
using multiple threads, ensure that all access to the cache is thread-safe to main-
tain consistency.

For more information about designing a caching strategy, see “Design Steps for
Caching” later in this chapter.
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Communication

Communication is concerned with the interaction between components across layers
and tiers. The mechanism you choose depends on the deployment scenarios your
application must support. Consider the following guidelines when designing com-
munication mechanisms:

e Consider using message-based communication when crossing physical or process
boundaries; and object-based communication when in process (when crossing
only logical boundaries). To reduce round trips and improve communication per-
formance across physical and process boundaries, design coarse-grained (chunky)
interfaces that communicate less often but with more information in each commu-
nication. However, where appropriate, consider exposing a fine-grained (chatty)
interface for use by in process calls and wrapping these calls in a coarse-grained
facade for use by processes that access it across physical or process boundaries.

e If your messages do not need to be received in a specific order and do not have
dependencies on each other, consider using asynchronous communication to
avoid blocking processing or UI threads.

® Consider using Microsoft Message Queuing to queue messages for later delivery
in case of system or network interruption or failure. Message Queuing can per-
form transacted message delivery and supports reliable once-only delivery.

® Choose an appropriate transport protocol, such as HTTP for Internet communi-
cation and TCP for intranet communication. Consider how you will determine
the appropriate message exchange patterns, connection based or connectionless
communication, reliability guarantees (such as service level agreements), and
authentication mechanism.

® Ensure that you protect messages and sensitive data during communication by
using encryption, digital certificates, and channel security features.

For more information about designing a communication strategy, see Chapter 18,
“Communication and Messaging.”

Configuration Management

Designing a good configuration management mechanism is important for the secu-
rity and flexibility of your application. Failure to do so can make your application
vulnerable to a variety of attacks, and also leads to an administrative overhead for
your application. Consider the following guidelines when designing for configura-
tion management:

® Carefully consider which settings must be externally configurable. Verify that there
is an actual business need for each configurable setting, and provide the minimal
configuration options necessary to meet these requirements. Excessive configu-
rability can result in systems that are more complicated, and may leave the system
vulnerable to security breaches and malfunctions due to incorrect configuration.
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® Decide if you will store configuration information centrally and have it down-
loaded or applied to users at startup (for example, though Active Directory Group
Policy). Consider how you will restrict access to your configuration information.
Consider using least privileged process and service accounts, and encrypt sensi-
tive information in your configuration store.

® Categorize the configuration items into logical sections based on whether they
apply to users, application settings, or environmental settings. This makes it
easier to divide configuration when you must support different settings for
different sets of users, or multiple environments.

® Categorize the configuration items into logical sections if your application has
multiple tiers. If your server application runs in a Web farm, decide which parts
of the configuration are shared and which parts are specific to the machine on
which the application is running. Then choose an appropriate configuration store
for each section.

® Provide a separate administrative Ul for editing configuration information.

Exception Management

Designing a good exception management strategy is important for the security and
reliability of your application. Failure to do so can make it very difficult to diagnose
and solve problems with your application. It can also leave your application vulnerable
to Denial of Service (DoS) attacks, and it may reveal sensitive and critical information.
Raising and handling exceptions is an expensive process, so it is important that the
design also takes into account performance issues. A good approach is to design a
centralized exception management mechanism for your application, and to consider
providing access points within your exception management system (such as WMI
events) to support enterprise level monitoring systems such as Microsoft System
Center. Consider the following guidelines when designing an exception manage-
ment strategy:

® Design an appropriate exception propagation strategy that wraps or replaces excep-
tions, or adds extra information as required. For example, allow exceptions to bubble
up to boundary layers where they can be logged and transformed as necessary
before passing them to the next layer. Consider including a context identifier so that
related exceptions can be associated across layers to assist in performing root cause
analysis of errors and faults. Also ensure that the design deals with unhandled excep-
tions. Do not catch internal exceptions unless you can handle them or you must add
more information, and do not use exceptions to control application flow.

® Ensure that a failure does not leave the application in an unstable state, and that
exceptions do not allow the application to reveal sensitive information or process
details. If you cannot guarantee correct recovery, allow the application to halt with
an unhandled exception in preference to leaving it running in an unknown and
possibly corrupted state.
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® Design an appropriate logging and notification strategy for critical errors and
exceptions that stores sufficient details about the exception to allow support staff
to recreate the scenario, but does not reveal sensitive information in exception
messages and log files.

For more information about designing an exception management strategy, see
“Design Steps for Exception Management” later in this chapter.

Logging and Instrumentation

Designing a good logging and instrumentation strategy is important for the security
and reliability of your application. Failure to do so can make your application vul-
nerable to repudiation threats, where users deny their actions, and log files may be
required for legal proceedings to prove wrongdoing. You should audit and log activ-
ity across the layers of your application, which can help to detect suspicious activity
and provide early indication of a serious attack. Auditing is usually considered most
authoritative if the audits are generated at the precise time of resource access, and
by the same routines that access the resource. Instrumentation can be implemented by
using performance counters and events to give administrators information about
the state, performance, and health of an application. Consider the following guide-
lines when designing a logging and instrumentation strategy:

® Design a centralized logging and instrumentation mechanism that captures system-
and business-critical events. Avoid logging and instrumentation that is too fine
grained, but consider additional logging and instrumentation that is configurable
at run time for obtaining extra information and to aid debugging.

® C(Create secure log file management policies. Do not store sensitive information in
the log files, and protect log files from unauthorized access. Consider how you
will access and pass auditing and logging data securely across application layers,
and ensure that you suppress but correctly handle logging failures.

® Consider allowing your log sinks, or trace listeners, to be configurable so that
they can be modified at run time to meet deployment environment requirements.
Libraries such as the patterns & practices Enterprise Library are useful for imple-
menting logging and instrumentation in your applications. Other popular libraries
include NLog and log4net (see Additional Resources at the end of this chapter for
more information).

For more information about logging and instrumentation, see “Design Steps for
Exception Management” later in this chapter.
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State Management

State management concerns the persistence of data that represents the state of a compo-
nent, operation, or step in a process. State data can be persisted using different formats
and stores. The design of a state management mechanism can affect the performance of
your application; maintaining even small volumes of state information can adversely
affect performance and the ability to scale out your application. You should only persist
data that is required, and you must understand the options that are available for man-
aging state. Consider the following guidelines when designing a state management
mechanism:

® Keep your state management as lean as possible; persist the minimum amount of
data required to maintain state.

® Make sure that your state data is serializable if it must be persisted or shared
across process and network boundaries.

® Choose an appropriate state store. Storing state in process and in memory is the
technique that can offer the best performance, but only if your state does not have
to survive process or system restarts. Persist your state to a local disk or local SQL
Server if you want it available after a process or system restart. Consider storing
state in a central location such as a central SQL Server if state is critical for your
application, or if you want to share state between several machines.

Validation

Designing an effective validation mechanism is important for the usability and reli-
ability of your application. Failure to do so can leave your application open to data
inconsistencies, business rule violations, and a poor user experience. In addition,
failing to adequately validate input may leave your application vulnerable to secu-
rity issues such as cross-site scripting attacks, SQL injection attacks, buffer overflows,
and other types of input attacks. Unfortunately there is no standard definition that
can differentiate valid input from malicious input. In addition, how your application
actually uses the input influences the risks associated with exploitation of the vulner-
ability. Consider the following guidelines when designing a validation mechanism:

® Whenever possible, design your validation system to use allow lists that define
specifically what is acceptable input, rather than trying to define what comprises
invalid input. It is much easier to widen the scope of an allow list later than it is to
narrow a block list.

® Do not rely on only client-side validation for security checks. Instead, use client-
side validation to give the user feedback and improve the user experience. Always
use server-side validation to check for incorrect or malicious input because client-
side validation can be easily bypassed.
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® Centralize your validation approach in separate components if it can be reused,
or consider using a third-party library such as the patterns & practices Enterprise
Library Validation Block. Doing so will allow you to apply a consistent validation
mechanism across the layers and tiers of your application.

® Be sure to constrain, reject, and sanitize user input. In other words, assume that all
user input is malicious. Identify your trust boundaries and validate all input data
for length, format, type, and range as it crosses trust boundaries.

For more information about designing a validation strategy, see “Design Steps for
Validating Input and Data” later in this chapter.

Design Steps for Caching

Caching can play a vital role in maximizing performance. However, it is important
to design an appropriate strategy for caching, as you can reduce performance by
applying inappropriate techniques. The following steps will help you to design
an appropriate caching strategy for your application.

Step 1 - Determine the Data to Cache

It is important to determine, as part of your application design, the data that is suit-
able for caching. Create a list of the data to cache in each layer of your application.
Consider caching the following types of data:

® Application-wide data. Consider caching relatively static data that applies to all
users of the application. Examples are product lists and product information.

® Relatively static data. Consider caching data that is fully static, or which does
not change frequently. Examples are constants and fixed values read from con-
figuration or a database.

® Relatively static Web pages. Consider caching the output of Web pages or sections
of Web pages that do not change frequently.

® Stored procedure parameters and query results. Consider caching frequently
used query parameters and query results.

Step 2 - Determine Where to Cache Data

When deciding on where to cache data, there are typically two things you must
consider: the physical location of the cache, and the logical location of the cache.

The physical location will either be in-memory, or disk-based using files or a data-
base. In-memory caching may be performed using the ASPNET cache mechanism,
Enterprise Library Caching Application Block, or a distributed in-memory caching
mechanism such as Microsoft project code named “Velocity” or the Danga Interactive
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“Memcached” technology. An in-memory cache is a good choice when the data is
used frequently by the application, the cached data is relatively volatile and must

be frequently reacquired, and the volume of cached data is relatively small. A file
system-based or database cache is a good choice when accessing data from the cache
store is more efficient when compared to acquiring the data from the original store,
the cached data is relatively less volatile, and the services for reacquiring the data
are not always available. The disk-based approach is also ideal when the volume
of cached data is relatively large, or the cached data must survive process and
machine restarts.

The logical location of the cache describes the location within the application logic.
It is important to cache the data as close as possible to the location where it will be
used to minimize processing and network round trips, and to maximize the per-
formance and responsiveness of the application. Consider the following guidelines
when deciding on the logical location of the cache data:

® Consider caching on the client when the data is page specific or user specific,
does not contain sensitive information, and is lightweight.

® Consider caching on a proxy server or Web server (for Web applications) when
you have relatively static pages that are requested frequently by clients, your
pages are updated with a known frequency, or the results are returned from Web
services. Also, consider this approach where you have pages that can generate
different output based on HTTP parameters, and those parameters do not often
change. This is particularly useful when the range of outputs is small.

® Consider caching data in the presentation layer when you have relatively static
page outputs, you have small volumes of data related to user preferences for a
small set of users, or you have UI controls that are expensive to create. Also con-
sider this approach when you have data that must be displayed to the user and is
expensive to create; for example, product lists and product information.

® Consider caching data in the business layer when you must maintain state for a
service, business process, or workflow; or when relatively static data is required to
process requests from the presentation layer and this data is expensive to create.

® Consider caching data in the data layer when you have input parameters for a
frequently called stored procedure in a collection, or you have small volumes of
raw data that are returned from frequently executed queries. Consider caching
schemas for typed datasets in the data layer.

® Consider caching in a separate table inside the database any data that requires con-
siderable query processing to obtain the result set. This may also be appropriate
when you have very large volumes of data to cache, where you implement a paging
mechanism to read sections of the data for display in order to improve performance.
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Step 3 — Determine the Format of Your Data to Cache

After you have determined the data that you must cache and decided where to cache
it, the next important task is to identify the format for the cached data. When you are
caching data, store it in a format optimized for the intended use so that it does not
require additional or repeated processing or transformation. This type of cached data
is a good choice when you must cache data using an in-memory cache, you do not
need to share the cache across processes or computers, you do not need to transport
cached data between memory locations, and you must cache raw data such as
DataSets, DataTables, and Web pages.

If you must store or transport the cached data, consider serialization requirements.
Serializing the cached data is a good choice when you will cache data in a disk-based
cache, or you will store session state on a separate server or in a SQL Server database.
It is also a good approach when you must share the cache across process or computers,
transport the cached data between memory locations, or cache custom objects. You
can choose to serialize your data using an XML serializer or a binary serializer. An
XML serializer is a good choice when interoperability is your key concern. If perfor-
mance is your key concern, consider using a binary serializer.

Step 4 - Determine a Suitable Cache Management Strategy

You must determine an appropriate cache expiration and cache flushing policy.
Expiration and flushing relate to the removal of cached data from the cache store.
The difference is that flushing might remove valid cache items to make space for
more frequently used items, whereas expiration removes invalid and expired items.
Check the capabilities of your underlying cache system; not all of these options are
available in all cache implementations.

Design a cache expiration strategy that will maintain the validity of the data and
items in the cache. When deciding on the cache expiration policy, consider both
time-based expiration and notification-based expiration as follows:

® In a time-based expiration policy, the cached data is expired or invalidated based
on relative or absolute time intervals. This is a good choice when the cache data is
volatile, the cached data is regularly updated, or the cached data is valid for only
a specific time or interval. When choosing a time-based expiration policy, you can
choose an absolute time expiration policy or a sliding time expiration policy. An
absolute time expiration policy allows you to define the lifetime of cached data by
specifying the time at which it will expire. A sliding time expiration policy allows
you to define the lifetime of cached data by specifying the interval between the
last access and the time at which it will expire.
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® In a notification-based expiration policy, the cached data is expired or invalidated
based on notifications from internal or external sources. This is a good choice
when you are working with nonvolatile cache data, the cached data is updated
at irregular intervals, or the data is valid unless changed by external or inter-
nal systems. Common sources of notifications are disk file writes, WMI events,
SQL dependency notifications, and business logic operations. A notification will
expire or invalidate the dependent cache item(s).

Design a cache flushing strategy so that storage, memory, and other resources are
used efficiently. When deciding on the cache flushing strategy, you can choose explicit
flushing or scavenging as follows:

® Explicit flushing requires you to determine when an item should be flushed
and then remove it. This is good choice when you must support the scenario of
removing damaged or obsolete cached data, you are working with custom stores
that do not support scavenging, or you are working with a disk-based cache.

® Scavenging requires you to determine the conditions and heuristics in which
an item should be scavenged. This is good choice when you want to activate
scavenging automatically when system resources become scarce, you want to
remove seldom used or unimportant items from the cache automatically, or
you are working with a memory-based cache.

Common scavenging heuristics include the following;:

® The Least Recently Used algorithm scavenges the items that have not been used
for the longest period of time.

® The Least Frequently Used algorithm scavenges the items that have been used
least frequently since they were loaded.

® The Priority algorithm instructs the cache to assign a priority to cached items and
attempt to preserve those with highest priority when it scavenges the cache.

Step 5 - Determine How to Load the Cache Data

Choosing the appropriate option for loading your cache helps to maximize the perfor-
mance and responsiveness of your application. When determining how to populate
the cache, consider how much of the data you want to be available when the applica-
tion starts or when you initially load the cache, and the implications on application
startup time and performance. For example, you may decide to pre-load data into the
cache when the application initializes, or to acquire and cache data only when it is
requested. Loading data into the cache at application startup can increase an applica-
tion’s responsiveness, but also increases its startup time. On the other hand, loading
data into the cache only when it is first accessed decreases startup time but can also
reduce initial responsiveness.
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You can use either proactive or reactive loading when designing your cache population
strategy, as follows:

® Choose proactive loading to retrieve all of the data for the application when it starts
and then cache it for the lifetime of the application. Proactive loading is a good
choice if your cached data is relatively static or has a known update frequency, a
known lifetime, and a known size. If you do not know the size of the data, you
might exhaust system resources loading it all. It is also a good choice if the source
for your cached data is a slow database; or data is retrieved across a slow network
or from an unreliable Web service.

® Choose reactive loading to retrieve data as it is requested by the application and
cache it for future requests. Reactive loading is a good choice if your cached data
is relatively volatile, you are not sure of your cache data lifetime, your cached
data volume is large, and your cache data source is reliable and responsive.

Design Steps for Exception Management

A robust and well designed exception management strategy can simplify applica-
tion design, and improve security and manageability. It can also make it easier for
developers to create the application, and reduces development time and cost. The
following steps will help you to design an appropriate exception management
strategy for your application.

Step 1 - Identify Exceptions That You Want to Handle

When designing exception management for your application, it is important to iden-
tify the exceptions that you want to handle. You should handle system or application
exceptions such as those raised by users accessing system resources for which they
do not have permission; and system failures due to disk, CPU, or memory issues.
You must also identify the business exceptions that you want to handle. These are
exceptions caused by actions such as violations of business rules.

Step 2 - Determine Your Exception Detection Strategy

Your design should mandate that structured exception handling is used consistently
throughout the entire application. This creates a more robust application that is less
likely to be left in an inconsistent state. Structured exception handling provides a way
to manage exceptions using try, catch, and finally blocks to detect errors occurring
within your code, and react to them appropriately.

The key considerations when detecting exceptions are to only catch the exception when
you must gather exception details for logging, add relevant extra information to the ex-
ception, clean up any resources used in the code block, or retry the operation to recover
from the exception. Do not catch an exception and then allow it to propagate up the
call stack if you do not need to carry out any of these tasks.
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Step 3 - Determine Your Exception Propagation Strategy

Consider the following exception propagation strategies. Your application can (and
should) use a mixture of any or all of these strategies depending on the requirements
of each context:

® Allow exceptions to propagate. This strategy is useful in that you do not need
to gather exception details for logging, add relevant extra information to the
exception, clean up any resources used in the code block, or retry the operation
to recover from the exception. You simply allow the exception to propagate up
through the code stack.

® Catch and rethrow exceptions. In this strategy, you catch the exception, carry
out some other processing, and then rethrow it. Usually, in this approach, the
exception information remains unaltered. This strategy is useful when you have
to clean up resources, log exception information, or if you need to attempt to
recover from the error.

® Catch, wrap, and throw exceptions. In this strategy, you catch generic exceptions
and react to them by cleaning up resources or performing any other relevant pro-
cessing. If you cannot recover from the error, you wrap the exception within another
exception that is more relevant to the caller and then throw the new exception so
that it can be handled by code higher in the code stack. This strategy is useful when
you want to keep the exception relevancy and/or provide additional information to
the code that will handle the exception.

® Catch and discard exceptions. This is not the recommended strategy, but might
be suitable in some specific scenarios. You catch the exception and proceed with
normal application execution. If required, you can log the exception and perform
resource cleanup. This strategy may be useful for system exceptions that do not
affect user operations, such as an exception raised when a log is full.

Step 4 - Determine Your Custom Exception Strategy

Consider if you need to design custom exceptions or if you can use just the standard
NET Framework exception types. Do not use a custom exception if a suitable excep-
tion is already available in your exception hierarchy or within the .NET Framework.
However, use a custom exceptions if your application must identify and handle

a specific exception in order to avoid using conditional logic or if it must include
additional information to suit a specific requirement.

If you do need to create custom exception classes, ensure that the class name ends
with “Exception,” and implement the standard constructors for your custom excep-
tion class—including the serialization constructor. This is important in order to
integrate with the standard exception mechanism. Implement a custom exception
by deriving from a suitable more general exception in order to specialize it to meet
your requirements.
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In general, when designing your exception management strategy, you should create
an exception hierarchy and organize your custom exceptions within it. This helps
users to quickly analyze and trace problems. Your custom exceptions should indicate
the layer in which the exception occurred, the component in which the exception
might have occurred, and the type of exception that occurred (such as a security,
system, or business exception).

Consider storing your application’s exception hierarchy in a single assembly that can
be referenced throughout your application code. This helps to centralize the manage-
ment and deployment of your exception classes. Also, consider how you will marshal
exceptions across boundaries. The .NET Framework Exception classes support serial-
ization. When you are designing custom exception classes, ensure that they also
support serialization.

Step 5 - Determine Appropriate Information to Gather

When handling exceptions, one of the most important aspects is a sound strategy
for gathering exception information. The information captured should accurately
represent the exception condition. It should also be relevant and informative to the
audience. Audiences usually fall into one of the three categories: end users, applica-
tion developers, and operators. Analyze the audience you are addressing by looking
into the scenario and individual context.

End users require a meaningful and well presented description. When gathering
exception information for end users, consider providing user friendly message that
indicates the nature of the error, and information on how to recover from the error
if this is appropriate. Application developers require more detailed information in
order to assist with problem diagnosis.

When gathering exception information for application developers, make sure you
provide the precise location in the code where the exception occurred; and excep-
tion details such as the exception type and state of the system when the exception
occurred. Operators require relevant information that allows them to react appropri-
ately and take the necessary recovery steps. When gathering exception information
for operators, consider providing exception details and knowledge that will assist
operators to locate the people to notify and the information they will require to
solve the problem.

Irrespective of the audience that will receive the exception information, it is useful

to provide rich exception information. Store the information in a log file for later
examination, and analysis of exception frequency and details. By default, you should
capture at least the date and time, machine name, exception source and type, excep-
tion message, stack and call traces, application domain name, assembly name and
version, thread ID, and user details.
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Step 6 — Determine Your Exception Logging Strategy

There is a range of options available for logging exception information. The following
key considerations will help you to choose a logging option:

® Choose Windows Event Log or Windows Eventing 6.0 when your application is
deployed on a single machine, you need to leverage existing tools to view the log,
or reliability is a prime concern.

® Choose a SQL Database when your application is deployed in a farm or cluster,
you need to centralize your logging, or you need flexibility as to how the excep-
tion information is structured and logged.

® Choose a custom log file when your application is deployed on single machine,
you need complete flexibility for choosing the log format, or you want a simple
and easy to implement log store. Ensure that you limit the size of the log file by
trimming or consolidating the log periodically to prevent it becoming too large.

® Choose Message Queuing as a delivery mechanism to pass exception messages
to their final destination when reliability is your prime concern, your applications
are deployed in farm or cluster, or you must centralize logging.

For any application, you can choose a mix of these options depending upon your
scenario and exception policy. For example, security exceptions may be logged to
the Security Event Log and business exceptions may be logged to a database.

Step 7 - Determine Your Exception Notification Strategy

As part of your exception management design, you must also decide on your
notification strategy. Exception management and logging are often not sufficient

in enterprise applications. You should consider complementing them with notifica-
tions to ensure that administrators and operators are made aware of exceptions.
You can use technologies such as WMI events, SMTP e-mail, SMS text messages,

or other custom notification systems.

Consider using external notification mechanisms such as log monitoring systems
or a third-party environment that detects the error conditions in the log data and
raises appropriate notifications. This is a good choice when you want to decouple
your monitoring and notification system from your application code and have just
logging code inside your applications. Alternatively, consider adding custom noti-
fication mechanisms inside your application when you want to generate immediate
notifications without relying on external monitoring systems.
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Step 8 — Determine How to Handle Unhandled Exceptions

When an exception is not handled until the last point or boundary, and there is no way
to recover from the exception before returning control to the user, your application
must handle this unhandled exception. For unhandled exceptions, you should gather
the required information, write it to a log or audit file, send any notifications required
for the exception, perform any cleanup required, and finally communicate the error
information to the user.

Do not expose all of the exception details. Instead, provide a user friendly generic
error message. In the case of clients that have no user interface, such as Web services,
you might choose to throw a generic exception in place of detailed exception. This
prevents system details from being exposed to the end-user.

Consider using the patterns & practices Exception Handling Application Block
and the patterns & practices Logging Application Block to implement a consistent
exception management, logging, and notification strategy for your applications.
The Exception Handling Application Block supports a range of exception handling
options, and the Logging Application Block can receive, format, and send log mes-
sages and notifications to a wide range of logs and other destinations. For more
information, see Appendix F, “patterns & practices Enterprise Library.”

Design Steps for Validating Input and Data

The following steps will help you to design an appropriate validation strategy for your
application. When designing input and data validation for your application, the first
task is to identify the trust boundaries and key scenarios when data should be validated.
Next, identify the data to be validated and the location where it should be validated. You
should also determine how to implement a reusable validation strategy. Finally, deter-
mine the validation strategy appropriate for your application.

Step 1 - Identify your Trust Boundaries

Trust boundaries define the separation between trusted and untrusted data. Data on
one side of the trust boundary is trusted and, on the other side, it is not trusted. You
should first identify data that is crossing trust boundaries to determine what you
must validate. Consider the use of input validation and data validation at every trust
boundary to mitigate security threats such as cross-site scripting and code injection.
Examples of trust boundaries are a perimeter firewall, the boundary between the
Web server and database server, and the boundary between your application and a
third-party service.
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Identify the systems and subsystems that your application communicates with, and
the outer system boundaries that are crossed when writing to files on a server, making
calls to the database server, or calling a Web service. Identify the entry points at the
trust boundaries and the exit points where you write data from client input or from
un-trusted sources such as shared databases.

Step 2 - Identify Key Scenarios

After you identify the trust boundaries within your application, you should define the
key scenarios where you must validate data. All user entered data should be considered
malicious until validated. For example, in a Web application, data in the presentation
layer that should be validated includes values in form fields, query strings, and hidden
fields; parameters sent in GET and POST requests; uploaded data (malicious users can
intercept HTTP requests and modify the contents); and cookies (which reside on the
client machine and could be modified).

In the business layer, business rules impose a constraint on the data. Any violation of
these rules is assumed to be a validation error, and the business layer should raise an
error to represent the violation. If you use a rules engine or workflow, ensure that it
validates the results for each rule based upon the information required for that rule
and the conclusions made from the evaluation of previous rules.

Step 3 - Determine Where to Validate

In this step, you determine where to perform validation—on the client, or on both
the server and the client. Never depend on client-side validation alone. Use client-
side validation to provide a more interactive Ul, but always implement server-side
validation to validate the data securely within your trust boundary. Data and busi-
ness rules validation on the client can reduce round trips to the server and improve
user experience. In a Web application, the client browser should support DHTML
and JavaScript, ideally implemented in a separate .js file to provide reusability and
to allow the browser to cache it. The simplest approach in a Web application is to use
the ASP.NET validation controls. This is a set of server controls that can validate data
client side, and will automatically validate server side as well.

Server-side data and business rules validation can be implemented using ASPNET
validation controls in a Web application. Alternatively, for both Web and other types
of applications, consider using the patterns & practices Validation Application Block
to create validation logic that can be reused across layers. The Validation Application
Block can be used in Windows Forms, ASP.NET, and WPF applications. For more
information about the Validation Application Block, see Appendix F, “patterns &
practices Enterprise Library.”
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Step 4 - Identify Validation Strategies

The common strategies for data validation are:

® Accept known good (allow list or positive validation): Accept only data that
satisfies specific criteria, and reject all other. Use this strategy where possible,
as it is the most secure approach.

® Reject known bad (block list or negative validation): Accept data that does not
meet specific criteria (such as containing a specified set of characters). Use this
strategy cautiously and as a secondary line of defense as it is very difficult to
create a complete list of criteria for all known invalid input.

® Sanitize: Eliminate or translate characters in an effort to make the input safe. As
with the block list (negative validation) approach, use this strategy cautiously
and as a secondary line of defense as it is very difficult to create a complete list
of criteria for all known invalid input.

Relevant Design Patterns

Key patterns connected with crosscutting concerns can be organized into categories,
as shown in the following table. Consider using these patterns when making design
decisions for each category.

Category Relevant patterns

Caching Cache Dependency. Use external information to determine the state of data
stored in a cache.

Page Cache. Improve the response time for dynamic Web pages that are ac-
cessed frequently, but that change less often and consume a large amount of
system resources to construct.

Communication Intercepting Filter. A chain of composable filters (independent modules) that
implement common pre-processing and post-processing tasks during a Web
page request.

Pipes and Filters. Route messages through pipes and filters that can modify or
examine the message as it passes through the pipe.

Service Interface. A programmatic interface that other systems can use to
interact with the service.

For more information on the Page Cache, Intercepting Filter, and Service
Interface patterns, see “Enterprise Solution Patterns Using Microsoft .NET” at
http:/ /msdn.microsoft.com/en-us/library /ms998469.aspx.

For more information on the Pipes and Filters pattern, see “Integration Patterns” at
http:/ /msdn.microsoft.com/en-us/library /ms978729.aspx.


http://msdn.microsoft.com/en-us/library/ms998469.aspx
http://msdn.microsoft.com/en-us/library/ms978729.aspx
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patterns & practices Solution Assets

For more information on related solution assets available from the Microsoft patterns &
practices group, see the following resources:

Enterprise Library provides a series of application blocks that simplify
common tasks such as caching, exception handling, validation, logging,
cryptography, credential management, and facilities for implementing
design patterns such as Inversion of Control and Dependency Injection.
For more information, see the “Microsoft Enterprise Library” at

http:/ /msdn2.microsoft.com/en-us/library/cc467894.aspx.

Unity Application Block is a lightweight, extensible dependency
injection container that helps you to build loosely coupled
applications. For more information, see “Unity Application Block” at
http:/ /msdn.microsoft.com/en-us/library/cc468366.aspx.

Additional Resources

To more easily access Web resources, see the online version of the bibliography at:
http:/ /www.microsoft.com/architectureguide.

For more information on authentication and authorization, see the following articles:

“Authorization” at http:/ /msdn.microsoft.com/en-us/library/cc949059.aspx.

“ Authorization In WCF-Based Services” at

http:/ /msdn.microsoft.com/en-us/magazine /cc948343.aspx.
“Designing Application-Managed Authorization” at

http:/ /msdn.microsoft.com/en-us/library / ms954586.aspx.
“Enterprise Authorization Strategy” at

http:/ /msdn.microsoft.com/en-us/library /bb417064.aspx.
“Federated Identity: Scenarios, Architecture, and Implementation” at
http:/ /msdn.microsoft.com/en-us/library/aa479079.aspx.
“Guidance on Patterns & Practices: Security” at

http:/ /msdn.microsoft.com/en-us/library /ms954624.aspx.

“Trusted Subsystem Design” at
http:/ /msdn.microsoft.com/en-us/library /aa905320.aspx.


http://msdn2.microsoft.com/en-us/library/cc467894.aspx
http://msdn.microsoft.com/en-us/library/cc468366.aspx
http://www.microsoft.com/architectureguide
http://msdn.microsoft.com/en-us/library/cc949059.aspx
http://msdn.microsoft.com/en-us/magazine/cc948343.aspx
http://msdn.microsoft.com/en-us/library/ms954586.aspx
http://msdn.microsoft.com/en-us/library/bb417064.aspx
http://msdn.microsoft.com/en-us/library/aa479079.aspx
http://msdn.microsoft.com/en-us/library/ms954624.aspx
http://msdn.microsoft.com/en-us/library/aa905320.aspx
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For more information on the remaining topics covered in this chapter, see the
following articles:

“Caching Architecture Guide for NET Framework Applications” at
http:/ /msdn.microsoft.com/en-us/library /ms978498.aspx.

“Cohesion and Coupling” at
http:/ /msdn.microsoft.com/en-us/magazine/cc947917 .aspx.

® Duffy, Joe. Concurrent Programming on Windows. Addison-Wesley 2009.
® “Enterprise Solution Patterns Using Microsoft NET” at

http:/ /msdn.microsoft.com/en-us/library / ms998469.aspx.

“Exception Management Architecture Guide” at

http:/ /msdn.microsoft.com/en-us/library /ms954599.aspx.
“Integration Patterns” at

http:/ /msdn.microsoft.com/en-us/library /ms978729.aspx.

“Microsoft Project Code Named Velocity” at
http:/ /msdn.microsoft.com/en-us/data/cc655792.aspx.

For information on some of the popular third party libraries and frameworks
that you might find useful for managing crosscutting concerns, see the following
resources:

Castle Project at http:/ /www.castleproject.org /index.html.

Ninject at http:/ /ninject.org/.

PostSharp at http:/ /www.postsharp.org/.

StructureMap at http://structuremap.sourceforge.net/Default.htm.
memcached at http:/ /www.danga.com/memcached/.

NLog at http:/ /www.nlog-project.org/.

log4net at http:/ /logging.apache.org/log4net/.
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Communication and Messaging

Overview

One of the key factors that affect the design of an application—particularly a distributed
application—is the way that you design the communication infrastructure for each
part of the application. Components must communicate with each other; for example,
to send user input to the business layer, and then to update the data store through the
data layer. When components are located on the same physical tier, you can often rely
on direct communication between these components. However, if you deploy com-
ponents and layers on physically separate servers and client machines—as is likely
in most scenarios—you must consider how the components in these layers will com-
municate with each other efficiently and reliably.

In general, you must choose between direct communication (such as method calls
between components) and message-based communication. There are many advan-
tages to using message-based communication, such as the ability to decouple your
components from each other. Decoupling components not only improves maintain-
ability but can also provide flexibility that makes it easier to change your deployment
strategy in the future. However, message-based communication raises issues that you
must consider