Analysis of Software Cost Models with Rejuvenation *

Tadashi Dohi
Dept. of Industrial and Systems Engineering
Hiroshima University
Higashi-Hiroshima 739-8527, Japan
dohi@gal.sys.hiroshima-u.ac.jp

Abstract

Software rejuvenation is a preventive maintenance tech-
nique that has been extensively studied in the recent litera-
ture. In this paper, we extend the classical result by Huang,
Kintala, Kolettis and Fulton (1995), and in addition pro-
pose a modified stochastic model to generate the software
rejuvenation schedule. More precisely, the software reju-
venation models are formulated via the semi-Markov pro-
cess, and the optimal software rejuvenation schedule which
minimizes the expected costs per unit time in the steady-
state are derived analytically for respective cases. Further,
we develop non-parametric algorithms to estimate the opti-
mal software rejuvenation schedules, provided that the sta-
tistical complete (unsensored) sample data of failure time
is given. In numerical examples, we compare two models
in terms of economic justification, and examine asymptotic
properties for the statistical estimation algorithms.

1. Introduction

Demands on software reliability and availability have in-
creased tremendously due to the nature of present day ap-
plications. They impose stringent requirements in terms
of cumulative downtime and failure free operation of soft-
ware, since in many cases, the consequences of software
failure can lead to huge economic losses or risk to human
‘life. However, these requirements are very difficult to de-
sign and guarantee, particularly in applications of nontrivial
complexity.

When software application executes continuously for
long periods of time, it ages due to the error conditions that
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accrue with time and/or load. Software aging will affect the
performance of the application and eventually cause it to
fail. Huang ez al. [1] report this phenomenon in telecom-
munications billing applications where over time the appli-
cation experiences a crash or a hang failure. Avritzer and
Weyuker [2] discuss aging in telecommunication switch-
ing software where the effect manifests as gradual perfor-
mance degradation. Software aging has also been observed
in widely-used software like Netscape and xrn. Perhaps the
most vivid example of aging in safety critical systems is the
Patriot’s software [3], where the accumulated errors led to a
failure that resulted in loss of human life.

Resource leaking and other problems causing software to
age are due to the software faults whose fixing is not always
possible because, for example, application developer may
not have the access to the source code. Furthermore, it is al-
most impossible to fully test and verify if a piece of software
is fault-free. Testing software becomes harder if it is com-
plex, and further more testing cycle times are often reduced
due to smaller release time requirements. Common expe-
rience suggests that most software failures are transient in
nature [4]. Since transient failures will disappear if the op-
eration is retried later in slightly different context, it is diffi-
cult to characterize their root origin. Therefore, the residual
faults have to be tolerated in the operational phase. Usual
strategies to deal with failures in operational phase are re-
active in nature; they consist of action taken after failure.

Recently, a complementary approach to handle transient
software failures, called software rejuvenation, was pro-
posed [1]. Software rejuvenation is a preventive and proac-
tive (as opposite to being reactive) solution that is particu-
larly useful for counteracting the phenomenon of software
aging. It involves stopping the running software occasion-
ally, cleaning its internal state and restarting it. Cleaning the
internal state of a software might involve garbage collec-
tion, flushing operating system kernel tables, reinitializing
internal data structures, etc. An extreme, but well known
example of rejuvenation is a hardware reboot. Apart from
being used in an ad-hoc manner by almost all computer
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users, rejuvenation has been used in high assurance sys-
tems, including continuously available telecommunication
systems [1, 2] and high consequence systems [5]. Although
the fault in the software still remains, performing rejuvena-
tion periodically removes or minimizes potential error con-
ditions due to that fault, thus preventing failures that might
have unacceptable consequences.

Rejuvenation has the same motivation and advan-
tages/disadvantages as preventive maintenance policies in
hardware systems. Any rejuvenation typically involves an
overhead, but, on the other hand, prevents more severe fail-
ures to occur. The application will of course be unavailable
during rejuvenation, but since this is a scheduled downtime
the cost is expected to be much lower than the cost of an
unscheduled downtime caused by failure. Hence, an impor-
tant issue is to determine the optimal schedule to perform
software rejuvenation in terms of availability and cost.

In this paper, we extend the classical result by Huang et
al. [1], and in addition propose a modified stochastic model
to determine the optimal software rejuvenation schedule.
More precisely, the software rejuvenation models are for-
mulated via the semi-Markov process, and the optimal soft-
ware rejuvenation schedules which minimize the expected
costs per unit time in the steady-state are derived analyti-
cally for respective cases. Further, since the failure time dis-
tribution can not be easily estimated from a few data sam-
ples, we develop non-parametric statistical algorithms to
estimate the optimal software rejuvenation schedules, pro-
vided that the statistical complete (unsensored) sample data
of failure times is given. These can be useful in determin-
ing optimal rejuvenation schedule in the early position of
the operational phase. In numerical examples, we exam-
ine asymptotic properties of the statistical estimation algo-
rithms.

2. Related work

In recent years, considerable attention has been devoted
to the phenomenon of software aging. For extensive sur-
veys, the reader is referred to [6]. The studies of aging-
related failures are based on two approaches: measurement-
based and modeling-based. The measurement-based ap-
proach is concentrated on the detection and validation of
the existence of software aging and estimating its effects
on system resources [7], [8]. The modeling-based approach
is aimed at evaluating the effectiveness of software rejuve-
nation and determining the optimal schedules to perform
rejuvenation. Next, we present the brief overview of the
previous work related to modeling-based approaches.

A great deal of research effort on modeling software ag-
ing and rejuvenation considers continuously running soft-
ware systems. Huang er al. [1] used continuous time
Markov chain to model software rejuvenation. They con-
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sidered the two-step failure model where the application
goes from the initial robust (clean) state to a failure prob-
able (degraded) state from which two actions are possible:
rejuvenation or transition to failure state. Both rejuvenation
and recovery from failure return the software system to the
robust state. Garg et al. [9] introduced into the model the
idea of periodic rejuvenation. To deal with deterministic in-
terval between successive rejuvenations the system behav-
ior was represented through a Markov regenerative stochas-
tic Petri net model. The subsequent work [10] involves ar-
rival and queueing of jobs in the system and computes load
and time dependent rejuvenation policy. The above mod-
els consider the effect of aging as crash/hang failure, re-
ferred to as hard failures, which result in unavailability of
the software. However, due to the aging the software sys-
tem can exhibit soft failures, that is, performance degrada-
tion. In [11] the performance degradation is modeled by the
gradual decrease of the service rate. Both effects of aging,
hard failures that result in an unavailability and soft fail-
ures that result in performance degradation, are considered
in the model of transaction based software system presented
in [12]. This model was recently generalized in [13] by con-
sidering multiple servers.

The fine grained software rejuvenation model presented
in [14] takes a different approach to characterize the effect
of software aging. It assumes that the degradation process
consists of a sequence of additive random shocks; the sys-
tem is considered out of service as soon as the appropriate
parameter reaches an assigned threshold level.

Several studies considered software with a finite mission
time. The work in [15] analyzes the effects of checkpointing
and rejuvenation used together on the expected completion
time of a software program. The use of preventive on-board
maintenance that includes periodic software and system re-
juvenation is proposed and analyzed in [5].

The cost-based models considered in this paper have
similar but somewhat generalized mathematical structure to
that in Huang et al. [1]. However, the approaches taken
to estimate the optimal software rejuvenation schedules are
quite different. Note that in the above literature, the failure
time distribution needs to be specified to derive the opti-
mal rejuvenation schedule and to calculate several reliabil-
ity measures. This seems to be restrictive, since the deter-
mination of the theoretical distribution from the real data
is rather troublesome, and needs both the goodness-of-fit
test and the parameter estimation based on several candidate
distribution functions. Although in the existing modeling-
based approach, the failure time distribution is fixed, for
instance, the Weibull distribution, this has not yet been val-
idated for software aging. By contrast, our approach does
not depend on the kind of distribution function and can pro-
vide non-parametric estimators of the optimal software re-
juvenation schedules which minimize the expected costs per



unit time in the steady-state. Thus we provide a very pow-
erful approach for the application of the rejuvenation to a
real system operation.

3. Model description

3.1. Basic model

First, we introduce the basic software rejuvenation
model proposed by Huang er. al [1]. Although they for-
mulated it as a simple continuous-time Markov chain, we
extend their result in the more general mathematical frame-
work. In particular, we regard the software rejuvenation
models as continuous-time semi-Markov processes. Define
the following four states:

State 0:
State 1:
‘State 2:
State 3:

Suppose that all the states mentioned above are regener-
ation points. More specifically, let Z be the random time
interval when the highly robust state changes to the fail-
ure probable state, having the common distribution function
Pr{Z < t} = Fy(t) with finite mean po (> 0). Just after
the state becomes the failure probable state, a system failure
may occur with a positive probability. Without loss of gen-
erality, we assume that the random variable Z is observable
during the system operation [1, 9]. The transition diagram
for Model 1 is depicted in Fig. 1.

Define the failure time X (from State 1) and the repair
time Y, having the distribution functions Pr{X < t} =
Fy(t) and Pr{Y < t} = F,(t) with finite means Ay (> 0)
and p, (> 0), respectively. If the system failure occurs
before triggering a software rejuvenation, then the repair is
started immediately at that time and is completed after the
random time Y elapses. Otherwise, the software rejuvena-
tion is started. Note that in the basic model referred to as
Model 1 the software rejuvenation cycle is measured from
the time instant just after the system enters State 1 from
State 0. Denote the distribution functions of the time to
software rejuvenation and its system overhead by F;.(t) and
F.(t) (with mean p, (> 0)), respectively. After completing
the repair or the rejuvenation, the software system becomes
as good as new, and the software age is initiated at the be-
ginning of the next highly robust state. Consequently, we
define the time interval from the beginning of the system
operation to the next one as one cycle, and the same cy-
cle is repeated again and again. If we consider the time to
software rejuvenation as a constant ¢y, then it follows that

1 ift>1
Fr(8) = U(t = to) = {0 other;vis?e.

highly robust state (normal operation state)
failure probable state
failure state

software rejuvenation state.

¢Y)
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completion of
repair

completion of
rejuvenation

system failure rejuvenation

Figure 1. State transition diagram of Model 1

completion of
state rejuvenation

change

system failure rejuvenation

completion of repair

Figure 2. State transition diagram of Model 2

We call t9 (> 0) as the software rejuvenation schedule in
this paper and U(-) is the unit step function. Hence, the
underlying stochastic process is the semi-Markov process
with four regeneration states. Note that under the assump-
tion that the sojourn times in all states are exponentially dis-
tributed, Model 1 is reduced to the one in Huang er al. [1].

3.2. Modified model

The next model is a modification of the basic model.
When the repair is completed after the system failure, is
the software system really renewed? Probably, the answer
is “NO” in many cases. If one distinguishes a software re-
pair and the software rejuvenation, an additional rejuvena-
tion might be needed after the software repair. For exam-
ple, restarting the system after repair might require some
cleanup and resuming the process execution at the check-
pointed state. Such an additional rejuvenation policy has
not been considered in the literature in spite of the prac-
tical need. Figure 2 is the transition diagram for Model
2. In this model, the software rejuvenation is performed
just after the completion of repair as well as at the con-
stant time #q after the failure probable state is entered, i.e.,
min{Z +X +Y,Z + to}.



4. Cost analysis

For each semi-Markov process described in Sec-
tion 3, define the transition probability Qi;(t) (4,7 =
0,--+,3,5 # j). Also, we define the Laplace Stieltjes
transform (LST) of the transition probability by g;;(s)
f0°° exp{—st}dQi;(t). For Model 1, it is straightforward
to obtain

gor(s) = /Oooexp{—st}dFo(t), )
() = [ en(-s0F a0, o)
w@) = [ ewl-F0an0, @
mlo) = [ ep(-sthdr), )
mols) = [ ewpl-sari), ©

where in general %(-) = 1 —1(-). Define the recurrent time
distribution from State 0 to 0 again by Hyo(t). Then the
LST of the recurrent time distribution is

h,o() (S)

/00 exp{—st}dHoo(t)

‘I([))l (8)q12(8)q20(s) + qo1 (3)413(3)1130(3)-7
Q)

Of our concern is the derivation of the transient probabil-
ity to stay in State j (j = 0, - - -, 3) at arbitrary time ¢ (> 0),
provided that the initial state at time ¢ = 0 is 0. Define the
transient probability from State 0 to 5 (j = 0,---,3) and
its LST by Py;(t) and poj(s) = [;° exp{—st}dPy;(t), re-
spectively. After some manipulations, we have

Poo(s) = Tp1(s)/hool(s), (8
po1(s) = qu(s) (612(5) - q13(3)) [hoo(s),  (9)
Po2(s) q01(8)q12(5)Ta0(5) /Poo (s), (10)
pos(s) = qo1(s)q13(8)Ts0(5)/hoo(s). (11)

In a fashion similar to Model 1, define the LST of the tran-
sition probability for Model 2 by

wm(s) = [ ep{-sidR), 12
m() = [ ew(-sF0dr 0, 03
w() = [ ewl-s)F0iEG, a4
wm(s) = [ ewl-st)ari) as)
mo(s) = [ ep{-sidr.). 16)

28

Also, the LST of the recurrent time distribution is

hoo(s)

01 (8)q12(5)g23(8)g30(s) + go1(s)

xq13(5)g30(s)- (17)
Then, we have
poo(s) = To1(s)/hoo(s), (18)
poi(s) = (101(3)(512(8)—Q13(5))/Ttoo(s), (19)
po2(s) = qo1(8)q12(8)Ta3(s)/Proo(s), (20)
pos(s) = {q01(5)a2 () ()0 () + dor ()3 (s)

xﬁ;;o(s)} [Fioo(s). @

Define the following cost components:

¢s (> 0): repair cost per unit time

¢p (> 0): rejuvenation cost per unit time.

Further, we make the following assumptions:
(A-1) po > pe
(A-2) ¢c5 > ¢p.

The assumption (A-1) means that the mean time to repair
is strictly larger than the mean time to complete software
rejuvenation. Also, the assumption (A-2) implies that the
costof repair is larger than the cost of software rejuvenation.
These assumptions are quite reasonable and intuitive.

Then, the expected cost per unit time in the steady-state
for Model 1 becomes

- Jim E[total cost during (0, t]]

t—00 t
Jim. {cspoz(t) + c,,Pog(t)}
tim —{c.poa(5) + ppos(s) }
cstaFy (to) + cpucF s (to)
po + paFy(to) + ncFy(to) + fo° Fr(t)dt
Vi(to)/S1(to)- (22)

Also, the expected cost per unit time in the steady-state for
Model 2 is

C1(to)

Cs)ufa.Ff (tO) + Cple
Ho + e + paFy(to) + [;° Fy(t)dt
Va(to)/S2(to)-

Ca (o)

Il

(23)

The problem is to derive the optimal software rejuvenation
schedule t5 which minimizes the expected cost per unit time
in the steady-state C;(to) (¢ = 1,2). The following results
give the optimal software rejuvenation schedule for Model
i(i=1,2).



Theorem 1: For Model 1, (1) suppose that the failure time
distribution is strictly IFR (increasing failure rate) under the
assumptions (A-1) and (A-2). Define the following non-
linear function:

a1 (to) (sppa — cppsc)ry(t0)S1(to)

~{ (1o = melrs (o) + 1}Vi(k0), @4

where r¢(t) = (dFy(t)/dt)/F ;(t) is the failure rate.

() If ¢:(0) < 0 and ¢;(00) > O, then there exists a finite
and unique optimal software rejuvenation schedule ¢;
(0 < t§ < o0) satisfying ¢1(t5) = 0, and the mini-
mum expected cost is

(Cspta — Cpl‘c)rf(ta)

G (ta) = (Ha - /J,C)Tf(ta) +1 '

(25)

(i) If ¢;(0) > 0, then the optimal software rejuvena-
tion schedule is t; = 0, i.e. it is optimal to start
the software rejuvenation just after entering the fail-
ure probable state, and the minimum expected cost is

C1(0) = cppic/(po + pic)-

(iii) If ¢;(00) < 0, then the optimal software rejuvenation
schedule is ¢j — o0, Le. it is optimal not to carry out
the software rejuvenation, and the minimum expected
costis C1(00) = (cstta)/ (Ko + Ha + Ag).

(2) Suppose that the failure time distribution is DFR (de-
creasing failure rate) under the assumptions (A-1) and (A-
2). Then, the expected cost function C;(tp) is a concave
function of ¢y, and the optimal software rejuvenation sched-
ule is tj = 0 or tj — oo.

Proof: Differentiating C' (to) with respect to ¢g and setting
it equal to O implies ¢; (o) = 0. Further differentiation
yields :

dgy(to) _
dto

drét((f()) [(caﬂa - Cpllc)Sl (tO)

~(Ha ~ P‘c)VI(tO)] .

If the term in the bracket of the right hand side in Eq.(26)
is negative, then ¢, + pe(cs — ¢p)/(tta — 1c) < Ci(to)
for all ¢ € [0,00). Since pe(cs — cp)/(fa — pe) > 0
from the assumptions (A-1) and (A-2), this contradicts the
probability law even if the repair occurs in the steady-state
with probability one. Hence, it follows from the reduction
argument that ¢; + fic(cs — ¢p)/(pa — 1) > Ci(to).

If 7¢(to) is strictly increasing, then the function ¢; (¢o)
is strictly increasing and the expected cost C1 (¢o) is strictly
convex in to. Further, if ¢; (0) < 0 and ¢;(c0) > 0, then
there exists a unique optimal software rejuvenation sched-
ule t) (0 < t§ < oo) satisfying ¢;(¢3) = 0. If ¢:(0) > 0

(26)

or g; (00)- < 0, then the expected cost is monotonically de-
creasing or increasing in ¢, and the optimal policy becomes
t; = 0 or tj — oco. On the other hand, if 7¢(to) is a de-
creasing function of ¢, then C' (¢o) is a concave function of
to, and the optimal software rejuvenation schedule is t§ = 0
or t5 — 0o. The proof is thus completed.

It is easy to check that the result above implies that in
Huang er. al [1], although they used the system downtime
and its associated cost as criteria of optimality. As is clear
from Theorem 1, when the failure time obeys the exponen-
tial distribution, the optimal software rejuvenation schedule
becomes t; = 0 or t; — oo. It means that the rejuvenation
should be performed as soon as the software enters the fail-
ure probable state (¢, = 0) or should not be performed at all
(to = o0). Therefore, the determination of the optimal re-
juvenation schedule based on the the expected cost is never
motivated in such a situation. Since for a software system
which ages it is more realistic to assume that failure time
distribution is strictly IFR, our general setting is plausible
and the result satisfies our intuition.

Similarly, consider Model 2. The result is given without
proof for brevity. ‘

Theorem 2: For Model 2, (1) suppose that the failure time

- distribution is strictly IFR. Define the following non-linear

29

function:

@:(i0) = coptars (t0)S2(to) — {pars(t0) +1}Va(to)-
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(i) If ¢2(0) < 0 and g3(00) > 0, then there exists a finite
and unique optimal software rejuvenation schedule ¢,
(0 < t§ < oo) satisfying g2(t5) = 0, and the mini-
mum expected cost is

CglhaT f (tB)

G @)+ T

(28)

(ii) If ¢2(0) > O, then the optimal software rejuvenation
schedule is ¢5 = 0, and the minimum expected cost is
C2(0) = cppe/ (10 + pe)-

(iii) If g2(c0) < 0, then the optimal software rejuvenation
schedule is ¢§ — o0, and the minimum expected cost
is Ca(00) = (Cspia + cphe) /(o + Lo + tic + Ay).

(2) Suppose that the failure time distribution is DFR. Then,
the expected cost C2 (o) is a concave function of ¢o, and the
optimal software rejuvenation schedule is £5 = 0 or t; —
0.

Notice that the assumptions (A-1) and (A-2) are not needed
for Model 2. It can be seen from the fact ¢, > Cy(to) for



all tg € [0, 0o) that the expected cost is convex (concave) in
to when the failure time distribution is IFR (DFR).

In this section, we derived the optimal software rejuvena-
tion schedules which minimize the expected costs per unit
time in the steady-state. It should be noted, however, that
the optimal software rejuvenation schedule has to be deter-
mined from model parameters; po, fc, Ha, €5 and ¢p and
the failure time distribution F(t). In other words, it is not
easy in general to specify the failure time distribution in the
software operational phase. In the following section, we de-
velop statistical non-parametric algorithms to estimate the
optimal software rejuvenation schedules, provided that the
complete (unsensored) sample data of failure times is given.

5. Statistical optimization algorithms

Before developing the statistical estimation algorithms
for the optimal software rejuvenation schedules, we trans-
late the underlying problems ming<¢o<oo Ci(to) (i = 1,2)
to graphical ones. Following Barlow and Campo [16], de-
fine the scaled total time on test (TTT) transform of the fail-
ure time distribution:

) F;‘(P) _
6(p) = (1/3) /0 Fy(t)dt, 29)

where

F7H(p) = inf{to; Fy(to) > p}, (0<p<1). (30)
It is well known [16] that F(t) is IFR (DFR) if and only
if ¢(p) is concave (convex) on p € [0, 1]. After a few alge-
braic manipulations, we have the following result.

Theorem 3: Suppose that the assumptions (A-1) and (A-2)
are satisfied. For Model ¢ (i = 1,2), obtaining the optimal
software rejuvenation schedule to* minimizing the expected
cost per unit time in the steady-state C;(tp) is equivalent to
obtaining p* (0 < p* < 1) such as

#(p) + o
—_— 31
0<p<1 p+p5; S
where
o = (cs = cp)psc(po + pa) 32)
)‘f (Csﬂa - Cp/‘c)
p o= —zke (33)
Cslha = Cplhc
@ = (cﬂ — CP)”C + csll'O’ (34)
CsAf
C
p = 2k (35)
Cslha
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Theorem 3 is the dual of Theorem 1 and Theorem 2.
From this result, it is seen that the optimal software rejuve-
nation schedule to* = F !(p*) is determined by calculat-
ing the optimal point p*(0 < p* < 1) maximizing the tan-
gent slope from the point (—3;, —a;) € (—00,0) x(~00,0)
to the curve (p, ¢(p)) € [0,1] x [0,1]. This idea is essen-
tially due to the statistical checkpointing algorithms in [17].

Next, suppose that the optimal software rejuvenation
schedule has to be estimated from an ordered complete (un-
sensored) observation 0 = 9 < zy < z3 < -+ < z, Of
the failure times from an absolutely continuous distribution
F¢, which is unknown. Then the scaled TTT statistics based
on this sample are defined by ¢,; = 1 /¢y, where

J
Y; =Y (n—k+1)(zx—zk1), (G=1,2,++,m; 9o = 0).

k=1
(36)
Since the empirical distribution function F, (z) correspond-
ing to the sample data z; ( = 0,1,2,--+,n) is

_Ji/n for =z <z <zjpy,

Fa(2) = { 1 for z,<z, @37
the resulting polygon by plotting the points (Fn (), ¢n;)
(G =0,1,2,.--,n) and connecting them by line segments

is called the scaled TTT plot. In other words, the scaled
TTT plot can be regarded as a numerical counter part of the
scaled TTT transform.

The following result gives non-parametric statistical es-
timation algorithms for the optimal software rejuvenation
schedules.

Theorem 4: (i) Suppose that the optimal software rejuvena-
tion schedule has to be estimated from n ordered complete
sample 0 = 2o < z; < 23 < -+ < z, of the failure
times from an absolutely continuous distribution F, which
is unknown. Then, a non-parametric estimator of the op-
timal software rejuvenation schedule £ which minimizes
Ci(to) (i = 1,2) is given by z;-, where

]*:{]! max ¢nj +ai}

0<i<n j/n + B;
and )y in Eqgs. (32) and (34) is replaced by > ;_; zx/n.
(i1) The estimator given in (i) is s&ongly consistent, i.e. ;-
converges to the optimal solution ¢p* uniformly with prob-
ability one as n — oo, if a unique optimal software rejuve-
nation schedule exists.

(38)

It is straightforward to prove the above result in (i) from
Theorem 3. The uniform convergence property in (ii) is due
to the Glivenko-Cantelli lemma [16] and the strong law of
large numbers. The graphical procedure proposed here has



an educational value for better understanding of the opti-
mization problem and it is convenient for performing sen-
sitivity analysis of the optimal software rejuvenation policy
when different values are assigned to the model parame-
ters. The special interest is, of course, to estimate the op-
timal schedule without specifying the failure time distribu-
tion. Although some typical theoretical distribution func-
tions such as the Weibull distribution and the gamma dis-
tribution are assumed in the reliability analysis, our non-
parametric estimation algorithm can generate the optimal
software rejuvenation schedule using the on-line knowledge
about the observed failure times.

G
1

P ——— /|

Figure 3. Estimation of the optimal soft-
ware rejuvenation schedule on the two-
dimensional graph (Model 1): § = 9.0 x 1071,
B = 40, uo = 2.0, po = 4.0 x 1072, p,
3.0x107%, ¢, =2.0x 1072, ¢, = 1.0 x 1072,

i
14

/

/o 1

Figure 4. Estimation of the optimal soft-
ware rejuvenation schedule on the two-
dimensional graph (Model 2): § = 9.0 x 107,
B = 40, uo = 2.0, g = 4.0 x 1072, p, =
30x107% ¢, =2.0%x 1072, ¢, =1.0 x 107%

i

Figures 3 and 4 show the estimation results of the opti-
mal software rejuvenation schedule for Model 1 and Model
2, respectively, where the failure time data is generated from
the Weibull distribution Fy (t) = 1 — e~ (#)” with shape pa-
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rameter 3 = 4.0 and scale parameter §# = 0.9. For 100
failure data points, we have j*/100 = 0.1170 in Fig.3.
The estimates of the optimal rejuvenation schedule and the
minimum expected cost are &5 = 0.401221 and C; ({3) =
0.000131508, respectively. On the other hand, in Model 2,
one estimates f5 = 0.30165 and C,(f5) = 0.000132982
from j* /100 = 0.0900 (see Fig.4).

In the following section, we compare two models numer-
ically in terms of cost minimization. Then, the dependence
of model parameters in the respective optimal rejuvenation
schedules is investigated in numerical examples. Also, we
examine asymptotic properties for the statistical estimation
algorithms using the simulation data.

6. Numerical examples
6.1. Performance comparison

In this section, we compare two cost models and carry
out the sensitivity analysis on the model parameters. Fig-
ures 5 and 6 show the behavior of the expected costs for
Model 1 and Model 2, respectively, where the failure time
distribution is the Weibull distribution in Figs. 3 and 4.
As the MTTF (A\y = 6T'(1 + 1/8), where ['(-) denotes
the standard gamma function) becomes larger for a fixed
shape parameter, the optimal software rejuvenation sched-
ule which minimizes the expected cost takes larger value for
each case. Also, dependences of MTTF on the optimal soft-
ware rejuvenation time and its associated cost value are in-
vestigated in Figs. 7 and 8, respectively. As the MTTF gets
larger, the rejuvenation schedule becomes monotonically
larger, but the minimum expected cost becomes smaller for
both models. In particular, it is found that the rejuvenation
time (expected cost) for Model 1 is always larger (smaller)
than that for Model 2. Intuitively, if restarting the system af-
ter repair requires rejuvenation as in Model 2 system down-
time due to a failure is higher than in the case without reju-
venation after repair (Model 1). Therefore, the rejuvenation
schedule should be set at a smaller value so that the system
stays in State O longer, and hence, the chance of a failure
becomes smaller.

Table 1 presents the dependence of cost ratio ¢, /cp on
the rejuvenation schedule. As the cost ratio ¢, /c, increases,
the rejuvenation time monotonically decreases, but the cost
value increases for both models. This monotone tendency
can be also observed for other parameters. In Table 2, we
examine the dependence of ratio yo/u. on the rejuvena-
tion schedule. If the mean repair time becomes larger for
fixed time to complete rejuvenation, the resulting optimal
rejuvenation schedule can take rather smaller value. The
final example in Table 3 presents the relationship between
Af/po and the optimal rejuvenation schedule. As Ay takes
larger value with respect to pg, i.e. the system tends to be
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Figure 7. Dependence of MTTF on the optimal
software rejuvenation time: ., = 0.6, u. = 0.3,
o = 2.4 x 102, B = 2.0, ¢; = 5.0 x 108, cp =

Figure 5. Behavior of expected cost in Modei
1 pg = 0.6, ue = 0.3, po = 2.4 x 10, B = 2.0,
cs =5.0x 10%, ¢, = 5.0 x 102,
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Figure 8. Dependence of MTTF in the mini-
mum expected cost: u, = 0.6, yu, = 0.3, po =
Figure 6. Behavior of expected cost in Model 2.4 % 10%, 8 =2.0, ¢, = 5.0 x 103, ¢, = 5.0 x 102
2: p, = 0.6, g = 0.3, po = 2.4 x 102, 8 = 2.0,

cs = 5.0 x 10%, ¢, = 5.0 x 10,

Table 2. Dependence of ratio u,/u. on the re-
juvenation schedule: . = 0.3, pg = 2.4 x 102,
B = 20, A\ = 216 x 10%, ¢, = 5.0 x 103,

Table 1. Dependence of cost ratio ¢, /c, on the ¢p = 5.0 x 102,
rejuvenation schedule: y, = 0.6, p. = 0.3, Model 1 Model 2
po = 24 x 10%, B = 2.0, Ay = 21.6 x 10%, ¢, = tallke ts C1(t3) t Co(t3)
O G M b
Model 1 Model 2 _ 1 21811 04295 21393 04321
e P s o o
3 120710 91828 101340 02047 7 13808 04843 137.38 04853
4 71556 02529  657.23 02655 g 12433 04960 123.04 04970
5 609.20 02767 568.87 0.2873 9 11255 05058 111.50 0.3067
6 53435 072968 504.44 03057 10 102.86 0.5142 10198 0.5150
7 47816 03139 45489 03216 11 94739 05215 93.999 0.5221
8 434.07 03288 415.35 0.3356
g B sl sy bl e bt
11 34367 03645 332.52 03694 6.2. Asymptotic behavior
Next, we examine the asymptotic properties of the esti-
mators developed in Section 5. Of the most important prob-
more reliable, t5 becomes larger and the optimistic preven- lem in practical applications is the speed of convergence of
tive maintenance should be carried out. the estimates for the optimal software rejuvenation sched-
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Table 3. Dependence of ratio \;/uo on the
rejuvenation schedule: u, = 0.6, y. = 0.3,
po = 2.4 x 10%, 8 2.0, ¢, = 5.0 x 103,

cp = 5.0 x 102,
Model 1 Model 2
As/ o [ Ci(tg) i Ca(ts)
2 30.23 0.5873 28.80 0.5889
3 63.82 0.5511 60.95 0.5540
4 105.42 0.5121 100.93 0.5160
5 152.51 0.4741 146.31 0.4788
6 203.34 0.4390 195.43 0.4408
7 256.78 0.4073 247.15 04126
8 312.08 0.3790 300.75 0.3844
9 368.74 0.3538 355.72 0.3593
10 426.41 0.3314 411.71 0.3368
11 484.85 0.3114 468.48 0.3167

ules. In other words, since a large number of sample failure
time data points are not available in the earlier operational
phase, it is significant to investigate the number of data at
which one can estimate the optimal software rejuvenation
schedule accurately without specifying the failure time dis-
tribution. Figures 9 and 10 illustrate the asymptotic behav-
ior of the estimates for the optimal software rejuvenation
schedule and its associated minimum expected cost, respec-
tively, in Model 1, where the failure time data are generated
from a Weibull distribution with shape parameter § = 4.0
and scale parameter § = 9.0 x 10~

In these figures, estimates of the optimal policy f{; and
the corresponding minimum cost value C; (£%) are calcu-
lated in accordance with the estimation algorithm in Theo-
rem 4, where the sample mean Ay = 3" _, @x/n changes
as the failure time data is observed, where the horizon-
tal line in the figures denotes the real optimal rejuvenation
schedule and the minimum cost value (5 = 0.401221 and
C1(t5) = 0.000131508). From Figs. 9 and 10, it is seen
that the estimate of the optimal rejuvenation schedule fluc-
tuates until the number of observations is about 50. On the
other hand, it is found that the expected cost per unit time in
the steady state can be estimated accurately after the num-
ber of observations becomes about 20. These results enable
us to use the non-parametric algorithm proposed here to es-
timate precisely the optimal software rejuvenation schedule
under the incomplete knowledge of the failure time distribu-
tion. In Figs. 11 and 12, asymptotic behavior in Model 2 are
presented, where the simulation data is based on the Weibull
distribution with 3 = 4.0 and § = 9.0 x 10~! and where the
real optima are ¢§ = 0.30165 and C,(t3) = 0.000132982.
The results are quite similar to Figs. 9 and 10.

7. Concluding remarks

In this paper, we have analyzed two generalized soft-
ware rejuvenation models and developed a statistical non-
parametric algorithms to estimate the optimal software re-
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Figure 9. Asymptotic behavior of the optimal
software rejuvenation schedule for Model 1:
0 =9.0x10"1, 3 = 4.0, po = 2.0, 4o = 4.0x1072,
pe=3.0x10"% ¢, =2.0x 1072, ¢, = 1.0x 1072,
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Figure 10. Asymptotic behavior of the mini-
mum expected cost for Model 1: § = 9.0x107%,
B 4.0, po = 2.0, po = 4.0 x 1072, p, =
3.0x1072,¢, =2.0x 1072, ¢, =1.0x 1072,

juvenation schedules which minimize the expected costs
per unit time in the steady-state. The resulting estimators
for the optimal software rejuvenation schedules have quite
nice convergence properties and are useful to apply to a
real software operation without specifying the underlying
failure time distribution. In fact, the measurement-based
approach [7, 8] to perform the effective software rejuve-
nation requires much effort to measure the physical char-
acteristics for the system. Also, the modeling-based ap-
proaches studied in the literature [10, 11, 12, 13, 14] can
not explain the software aging phenomenon completely,
since the underlying failure time distribution is unknown
in many cases. The statistical approach developed in this
paper is simple, but can guarantee the real optimal soft-
ware rejuvenation schedule if the number of failure time
data becomes large. Such an on-line estimation algorithm
should be applied to other complex software systems, as the
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Figure 11. Asymptotic behavior of the optimal
software rejuvenation schedule for Model 2:
6 =9.0x10"1, 8 = 4.0, o = 2.0, po = 4.0x1072,
pe=3.0x107% ¢, =2.0x 1072, ¢, = 1.0x 1072,
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Figure 12. Asymptotic behavior of the mini-
mum expected cost for Model 2: § = 9.0x 101,
B = 4.0, yo = 2.0, g, = 4.0 x 1072, u, =
3.0x107%,¢, =2.0x 1072, ¢, = 1.0 x 1072,

transaction-based software systems. In the future, we plan
to develop non-parametric estimation algorithms for other
fault-tolerant software systems with rejuvenation.
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