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Abstract

The paper presents a hierarchical modeling approach of
the N version programming in a real — time environment.
Themodel isconstructed inthreelayers. At thefirst layer we
distinguish the NVP structure fromits operational environ-
ment. The NVP structure submodel considers both failures
of functionality and failures of performance. The opera-
tional environment submodel is based on the concept of the
operational profile. The second layer consists of a per run
reliability and performance submodels. The first considers
per run failureprobabilities, while the second isresponsible
for modeling the series of successive runs over a mission.
The information contributed by the second layer constitutes
third layer models which support the evaluation of a per-
formability and reliability over mission. Thework presented
here generalizes our previous work as it considers general
distributions of the versions time to failure and execution
time. Also, in addition to the performability model, the third
layer includes a model aimed at reliability assessment over
amission period.

1. Introduction

In thispaper we analyze the software fault tolerancetech-
nique based on N version programming, first proposedin[2].
It relies on the application of design diversity: program ver-
sions are independently designed to meet the same system
requirements[1], [21]. A consistent set of inputsis supplied
to al N versions that are executed in parallel. A decision
mechanism must gather the available results from the ver-
sions and determine the result to be delivered to the user.
If adecision mechanism requires all N versions to produce
aresult, a slow or fail stop version will delay this process
indefinitely. In areal — time environment such a delay is
unacceptable, so a timing constraint is used to ensure that
results are delivered in atimely manner.

The experimental studies of NVP have introduced di-
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versity in the form of different specifications[1], [26], [21],
different programming languages[26], and for different dis-
tributions of test values over the input space [26]. All ver-
sions were devel oped independently, by different teams, in
some studies even by geographically distinct participants
[26], [7], [17], [24]. These experimentsreveal several char-
acteristics of NVP. First, they show that the assumption of
independence of failures between independently developed
programs does not hold. Next, coincident failures were ob-
served in every experiment conducted thus far. Also, the
failure behavior is very sensitive to the distribution of test
values over the input space [26].

Dependability models of software fault tolerance may
conveniently grouped into two classes. On one side, the
major goal for thefirst class is the modeling of the depend-
ability measures of the particular fault tolerant structure.
Methods of specifying the system structure include combi-
national [3], [28], discrete time Markov chain [15], contin-
uous time Markov process [10], [12], [11], fault trees and
Markov reward models [16], extended stochastic Petri net
and simulation [27], and generalized stochastic Petri nets
[22] model types. On the other side, the major goal of
second class models that are based on the ground breaking
work of Eckhardt and Lee's [8], is the precise meaning of
the independence referred to the failure behavior of the di-
verse program versions. The key idea is that the intensity
of coincident errors d(x) will generally take different val-
ues for different inputs z. The situation when ¢ vary not
only from one input to another, but from one devel opment
methodology to another is presented in [5]. Other contribu-
tionsin this class examine several methods for determining
the intensity distribution [29], [23].

In order to place certain constraints on how properties
affecting performance interact with those affecting depend-
ability, a unified measure caled performability has been
introduced [20]. Until the recently proposed performability
models of the NVP in [13] and [4] model based evaluation
of software fault tolerance techniques has been focused on
either separate eval uation of performance and dependability



[3],[25], or strict measures of dependability.
2. NVP model

With the benefit of this background, we have developed
a hierarchical modeling approach aimed at performability
and reliability assessment of the NVP. The model presented
in this paper generalizes our previous work reported in [13]
and [14] by considering general distributions of the time
to failure and execution time, by introducing two different
performability measures and by developing a new model
aimed at reliability assessment over amission.

Thefault tolerant software system investigated hereisfor
the real —time mission — critical applications. We consider
the systems for which it is not possible to perform arepair
during their mission. These systems are characterized by
high reliability requirements and stringent deadlines. The
acceptable probability of failure is very small, typically in
the range of 10~°to 10~° per hour. The real —time perfor-
mance requirements are also very demanding. For example,
advanced variable —cyclejet engines can blow up if correct
control outcomes are not applied every 20 — 50 millisec-
onds. The success of such asystem depends not only on its
logical correctness, but also on its timing correctness, that
isit must make correct responses to environmental changes
within specified time intervals or deadlines.

Inthereal —time mission critical systemsthe software pe-
riodically gets the inputs from the environment, updates its
internal states based on those inputs, and generates control
output. It means that a mission is composed of a series of
runsof fault tolerant software. If therun lastsbeyond apre—
set maximum duration, it is aborted by a watchdog timer.
The control stimulii are generated either by completing the
execution or by timers, that is the software periodically
checksto see if an event of the required type has occurred,
instead of passively waiting to be triggered by an event.

Our approach keepsthe solution efficient by using hierar-
chical decomposition wherein submodel srepresent different
parts of an object system and time scale distinctions. The
model is constructed in three layersas shown inFig. 1. The
arrows indicate the interaction between submodels and the
flow of information.

The first layer consists of NV P structure submodel and
operational environment submodel. Since the effects of de-
signfaultsaretypically quite sensitiveto just how asystemis
utilized, it is helpful to distinguish an object system (NVP)
from its environment (other systems, physical or human
which interact with the object system during its use).

The per run reliability submodel and performance sub-
model, that constitute the second layer, integrate the first
layer submodels. At this layer we made time and behav-
ior distinctions. The per run reliability submodel represents
failure and execution behavior of NVPand thetimeistreated
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Figure 1. Hierarchical model

locally measured from the beginning of arun. The perfor-
mance submode! Thissubmodel isresponsiblefor modeling
the series of runs over amission duration. It considers only
the execution behavior of NV P and treats time globally.

The information contributed by the second layer con-
stitutes the third layer which supports the assessment of a
performability and reliability over amission. The performa-
bility model considersthe collective effect of reliability and
performance attributes on the ability of NVP to complete a
certain amount of useful work over amission. The relia-
bility model accounts for performance requirements which
is particularly relevant for real — time applications because
failing to meet deadline have an adverse effect on system
reliability.

2.1. NVP structure submodel

The NV P structure submodel incorporates the basic con-
ceptsof softwarereliability theory, so aprecisethoughinfor-
mal definitions for a set of terms relating to software relia-
bility are given next. Afaultisthe defect inthe program that
executed under particular conditions causes failure. Thus,
a software failure is the event which occurs when the soft-
ware is subjected to an input condition such that, due to the
presence of one or more faults in code, the resultant output
will be different (in time or value) from the required output
according to design specifications[19]. Such ageneral def-
inition of failures enables usto combine functional failures,
where the output isincorrect, and timing failures, where the
output isnot produced on time. To the best of our knowledge
our approach is the only one allowing analytical modeling
of reliability that depends not only on the conventional con-
cept of reliability, based on failures of functionality, but also
reliability based on failures of performance. So far, thisis-



sue has been addressed only in the simulation based method
presented in [27].

For thisstudy we do not distinguish between detected and
undetected coincident failures, that iswe do not investigate
the error detection capabilities of NV P

In the NV P structure submodel thetimeistreated locally
measured from the beginning of a run. This submodel is
based on the following assumptions:

e The versions behavior are conditionally independent
given a particular input state.

e Timesto failure of program versions for given input
stateareidentically distributed random variableswith
pdf fr(t;v) depending on d dimensional parameter
vector v = (v1, ..., vq).

o Execution times of program versions for given input
stateareidentically distributed random variableswith
pdf fz(t; ) depending on b dimensional parameter
vector 1/} = (1/}]_, . 1/)5)

o Execution time of the voting algorithm is negligible
compared to the execution time of each version.

e Dueto areal —time constraint the system must make
correct responses within atimeinterval r > 0.

Duetothefirst assumptionthefirst stepisto model single
version behavior. If the version produces output within
specified time = with its contents corrupted then afunctional
failure occurs. If the output (either correct or incorrect) is
produced later than specified deadline = then the version is
saidto have suffered aperformance (timing) failure. In other
words, a potential failure of functionality could be masked
by a performance failure.

The distribution function Fr(¢; v) gives the probability
that a single version will fail before ¢ and it considers the
failures of functionality. Sincethe duration of the execution
timet isarandom variable with density fz(¢; ¢') weusethe
method that in [9] is described probabilistically as random-
ized time. It follows that the probability that single version
produces functionally incorrect result before r becomes

P(r;v0,¢) = /OT Fp(tiv)fe(t; ¢)dt @)

and the probability that a single version produces correct
result before T is given by

P.(r;v,¢) = /OT[l— Fp(t; )] fe(t;¥)dt. 2

1The distinction between detected and undetected failures has already
been considered in dependability models of software fault tolerant tech-
niques[12] and [11] that consider only the failures of functionality.

Thefailure of performance (timing failure) occursif asingle
version do not complete the execution until deadline =

Ppe(r;p) =1— /OT fe@t;¥)dt =1— Fg(r;¢) (3

Next, consider the system with n versions. Since there
are three distinct outcomes and due to the first assumption,
the probability that 1 versions produce functionally correct
result before 7, n, versions produce functionally incorrect
result before 7, and n3 = n — n1 — ny versions do not
complete the execution until 7 is given by
mpfl(ﬂ‘”:@P}LZ(T;UW)Pgﬁ(T;W 4
which ismultinomial pmf. Using the marginal pmf’s of the
distribution (4) we obtain the probabilities which charac-
terize NVP failure and execution behavior for given input
state. Thus, we define timing failure of N version system
(n = 2m — 1) for given input state to be the event that
majority of versions do not produce output intime < 7

n!

- n naf. ) n—ns
Pyri) =Y (1) Pz Pan(r)] T @
If the majority of versions have completed the execution
before r it is possible that there is:
amajority of incorrect results (functional failure)

- n n2 . . n—nz

Pes(rivnp)= Z: (nz) PrA(rvy) [1- Py (T30,9)] (6)
amajority of correct results (success)
Pok(T;'U,’l/)) = Z: (:1) Penl(T;Uﬂ/)) [1_Pe(7';v’1/;)] n—ni (7)

or thereis no majority of either correct or incorrect results
Pam(Ti0,0) = 1= Pop(139%) = Pop (T50,9) — Py s (Ti0,9).

2.2. Operational environment submodel

The concept of the operational environment is reviewed
next. We use the same notion as Musa did in [19] and
[18]. The operation of asoftwareisbroken down into series
of runs and each run performs mapping between a set of
input variables and a set of output variables and consumes
a certain amount of execution time. Usualy a run is a
quantity of work initiated by some input. Runs that are
identical repetitions of each other are said to form a run
type. Because the probabilities of occurrence of input states
are the natural way of representing the program usage in its
operational environment the operational profileisdefined as
aset of relative frequenciesof occurrence of therun types. If
therelative frequencies of run types sel ection have changed,
then the operational profile has changed and that will affect
the NV P behavior.



Developing this submodel we make the following addi-
tional assumptions:

e The environment is homogeneous (time invariant).

o Theoperational periodis sufficiently long sotheinput
state selection probabilities can be characterized by a
steady state.

e The input states occur randomly and independently
according to the operational profile.

Since the failure and execution behavior are quite sen-
sitive to just how a system is utilized we need to take
into consideration the change of the parameter vectors v
and v for different run types (input states). Therefore,
the parameter vectors v and v appear as random vec-
tors Yand W respectively. The pair of random vectors
(Y) = (Y 1,...,Yq,W1,...,¥;) may bethought of asan
event defined on asamplespace R 4+° with d+b dimensional
distributionfunction Hyy(v, v), whileb variate distribution
Hy(1) canbeviewed asbeing marginal distributionof d+b
variate distribution Hyw(v, ¥).

In order to obtain numerical resultsit is possible to make
assumptions and to use some theoretical distribution func-
tions. Instead, we choose to develop the user — oriented
model of operational environment. Therefore, we partition
the input space Q by grouping run types that exhibit as
nearly as possible homogeneous failure and execution be-
havior into run categories®. Suppose that input space Q is
partitionedintorun categories Ay, 1 <k <ry,1<j<rp
such that >, E]' Ar; = Q. Each run category Ayg; is
defined by parameter vectors Y= v ¥ and W = 7. In
the case the operational profile @@ gives the probabilities
P{Y¥=v ¥ W =i} = p;; = Q(As;) that successive
input states are chosen at random in run category Ay;.

2.3. Per run reliability submodel

The per run reliability submodel treats the time locally
measured from the beginning of arun and represents failure
and execution behavior of NVP. This submodel integrates
the NVP structure submodel and operational environment
submodel using the randomization approach called stratifi-
cation [9]. Therefore, we model parameter vectors v and
1 as random vectors ¥and W. The unconditional per run
probabilities of success, timing failure and functional failure
for randomly chosen input state become:

P,i(r) = /72d+b Pur(r|Ev,W=9¢)dH vy(v, ) (8)

2|t is reasonable to expect that failure and execution behavior relate to
the implemented function, the employed devel opment methodology, or the
capability of designer.

P(r) = [ Puy(rl¥ = o) ditu(w) ©

Pff(T):/RHb Pip(tEv,W=9)dH v(v,¢) (10)

WherePok(7-|\& v, W= 1/}), P tf(T|l-P = 1/}), Pff(T|\&
v, W =) aregivenin(7), (5), (6). Notethat, the Lebesgue
— Stieltjesintegral covers both discrete and continuous dis-
tribution functions for Hyw(v,¢) and Hyw(y). Distribu-
tion functions of form (8), (9), (10) are called mixtures
or compound distributions, while the distribution function
Hyw(v, ¢) iscalled mixing distribution[6], [9].

In the case of the user — oriented model of the operational
environment Mnd W take finite number of values, that is
Hyy(v, ¢) and Hy(v) arethediscrete distribution function
and the relations (8), (9), and (10) signify the following

Pu(r) = D D PulrEv ", W=yi)py  (12)
ko J

P(r) = Eptf(rw:w)pj (12)
J

Pis(r) =

SN Pl E W=y (13)
ko

wherep; = P{W =/} = 3", p; isamarginal distribu-
tion of adistributionp,; = P{¥v F W=y}

Methods that have been derived and used for estimating
the mixing proportions py,;, parameter vectors (v*, ¢7) and
the number of components of the finite mixture r = rqr;
could befound in [6].

Thereader isreferred to our previous papers[13] and [14]
for detail analysis of the correlation between versions. It is
shown that there is a correlation between versions behavior
for a single input whenever ¥and W vary for different run
categories. Our approach is more general and much more
realistic then previous ones since the arguments given in [8]
and [5] for existence of correlation between failures of in-
dependently devel oped versions apply to versions execution
times, aswell. Even more, the execution times of versions
are not likely to be independent of their producing erro-
neous or correct result. Our approach considers implicitly
this type of dependence since it is possible ¥and W to be
correlated random vectors, thus reflecting the influence of
failure behavior on execution behavior.

2.4. Performance submodel

The performance submodel considers only the execution
behavior of the NVP and the events are distinguished only
by their occurrences in time, independent of outcome re-
sult. Thissubmodel treats time globally and represents the
iterative nature of software's execution, that is the series of
runs during the mission duration. At each run, the software



accepts an input and produces an output that is a function
only of the most recently accepted input®.

For the performance submodel it suffices to consider a
renewal process {N(t),t > 0} where each run is repre-
sented by arenewal cycle. Let the time between successive
renewals be such that 7; istime elapsed from (i — 1)st run
until the occurrence of ith run. We derive the distribution
of the time between successive renewals 7; integrating the
information contributed by the NV P structure submodel and
operational environment submodel.

First, we derive the conditional distribution for a given
input state using the order statistics. Let X, Xo,..., X,
be the random variables that represent the execution time
of each version given a particular input state, each having
a distribution function Fg(¢;4), as assumed in the NVP
structure submodel. The probability that at least m of the
X,’slieintheinterval (0,t] isgiven by
rav =Y (7) ol - reior™ a4

I=m

Next, we obtain the unconditional probability distribu-
tion function of the time between successive renewals for
random input state using the randomization procedure called
stratification. Asin thereliability submodel wetreat the pa-
rameter vector ¢ as random vector W, so (14) signifies the
conditional probability distribution F'(¢|W). It follows that

F(t) = /R F(|W = ) dHy(¥). (15)

For the user oriented model of the operational environment
(15) becomes

:EF(HLPI 1/)j)pj. (16)
J

Finally, due to the real — time constraint, 7; is the time
upon the compl etion of the NV P execution or upon reaching
7, whichever occurs first. It means that the probability
distributionof 7; is

Fo) :{ F(t), fort<r

1 fort > r (17)

bl

with mean recurrencetime  m;, :/ [1— F(t)]dt (18)
0

and variance o2 = 2/ t[1— F(t)]dt — m2. (19)
0

The performance submodel is also responsible for sup-
plying the expected number of runs during the mission:

E[N@0)] = M(t) =Y FF (1) (20)

3Although this is a usual assumption in most software models and
software testing experiments, it is a simplification of areal life, as it does
not explicitly model the phenomena of failure clustering which typically
occurs when successive input states are related to one another.

where F'** denotes the k-fold convolution of F;.

We emphasize that the versions execution times are cor-
related for a single input whenever the parameter vector W
is not identical for al run categories. Considering the cor-
relation between execution times much more realistic than
the assumption of independence madein [4] and [25].

2.5. Reliability model

Thefirst of thethird layer model ssupportsthe assessment
of the NV P reliability over amission, that isthe distribution
of the time to failure as a function of globa time. This
is done by using the decomposition of a renewal process.
Consider arenewal process with distribution F'. (¢) defined
by performance submodel (17), and suppose that each event
is erased with probability p = P,x(7) computed by the
per run reliability submodel (11). The resulting sequence
of events constitutes a renewal process { N (t),¢ > 0} that
registers only the successive occurrences of NVP failures.
Its interval distribution is

Zﬁ

If the Lapl acetransformof F;(t) is B(s) thenthe L aplace
transform of the distribution of thetimeto failure F'(¢) is

(1—p) B(s)
Zp T 0B0) (22)

The expression B(s) in s — domain (22) can be inverted
numerically to obtain the solution in time domain for 7'(t),
which leads to non trivial conservative estimates.

If only a value of the mean time to failure MTTF (ex-
pected amount of time that software operates before failure)
isadesired solution, procedureistypically lesscomplex due
to the well known property of Laplace transform:

dB(s) . my
ds T 1-p

S

(1—p) FF*(2). (21)

(1—p) B*(s) =

MTTF = E[F(t)] = — (23)

2.6. Performability model

The performability model isthe second model at the third
level and it combines theinformation contributed by the per
run reliability and performance submodels. It is possible to
consider avariety of performability measures depending on
particular application. Similarly to the experimental study
[24] which examined two levels of granularity in counting
errors (so — called errors by time and errors by case) we
examine two performability measures:

1. number of successful runs over amission duration ¢

2. number of successful runs provided there are no fail-
ures over amission duration ¢



In the case of the first measure the failures are counted
only at the run in which they manifested themselves, which
means that al successful runs during the mission period
are beneficial. Asfor the second performability measure, if
NV Pfails(either by value or by time) at any runinamission
it isconsidered failed for thewhole mission. Inthiscase, no
run either prior or subsequent to such failure is beneficial.

For the first performability measure we associate with
the k-th renewal interval an indicator random variable 7,
which may be interpreted as reward rate

P {1 if the k-th run is successful
k:

0 otherwise. (24)

with expected value E[7;] = P,x(7) = p defined by (11).
The accumulated reward up to time ¢ is defined by the
cumulative process

N()+1

Wty= > Z. (25)
k=1

Conditioningon thetime 77 = « until the first renewal, and
examining the two possibilitiesz > ¢ and z < ¢, we secure
for A(t) = E[W ()] therenewal equation

Alt) = E[Z1) + /Ot At —x) dF; () (26)
which resulsin
EW(@)] = E[Z1] [1+ M ()] = Por(7) [14+ M(t)]. (27)

It isobvious that performability measure representsthe col-
lective effect of system attributes computed from the per run
reliability submodel P, (7) (11) and performance submodel
M(t) (20).

Since the mission duration ¢ is much greater then the
renewal interval times 7}, the asymptotic expansion of the
renewal function for larget [9] leadsto

. t
i A = Pacr) 14 ] 28)
where m,

The second performability measure is formulated in a
similar fashion to the "effectiveness' in [4], but it is even
more restrictive as it counts as one unit the successful runs
conditioned by the event that no run at all fails during the
period (O,¢]. To aid formulation of U(t) we define the
following intermediate lavel random variables:

SR; — number of successful runs during (0, ¢]

F F; — number of runsduring (0, ¢] which provideincorrect
outcome on time (functional failure)

TFy — number of runs during (0, ¢] which doesn’t provide
outcome on time (timing failure).

U (t) can be formulated interms of SR, F'Fy, and T'F; as

i) = { 0 otherwise. (29)
The moment generation function of the varigble U(?) is
E[esU(t)] — E[l— pN(t) +pN(t) 6sN(t)] (30)
and its expectation can be expressed as
sU(t)
swe)= P v @
s=0

The asymptotic behavior is determined by the fact that for
large ¢ the number N(¢) of renewal intervals is approxi-
mately normally distributed with mean ¢/m, and variance
to2/m3 [9]. If further, welet o = t/m,, 02 = to2/m3
and « = Inp we have

BU) = e |

/6

where®(z) = 1/v2r [° e=*% duisthenormal integral.

[ee]

(62 + ) 7% dD(x) (32

3. Numerical example

The presented model allows the use of general distri-
butions of the time to failure and execution time and nu-
merical solutions could be obtained using the evaluation
tools. Nevertheless, using exponential distributions (which
are the usual assumptions in most software reliability mod-
els) enable usto derive close form solutions. The numerical
example is based on assumptions that versions pdf of the
time to failure is fr(t;v) = A&~ ** and pdf of the execu-
tiontimeis fg(¢; ¢¥) = p€ #t. It means that the parameter
vectors consists of one component Y= (A) and W = (u).
Thisleadsto the operational profilewhich is defined by two
variate pmf py; = P{¥&= A 1, W = p; } that givesthe prob-
ability that a successive input states are chosen at random
in the run category defined by failure rate A;, and execution
rate ;. Thevaluesassigned to model parametersare shown
in Table 1.

Fig. 2 plots the MTTF for varying number of versions
and four different operational profiles. The operationa pro-
file P1 encounters inputs that result in the small versions
execution period compared to the time to failure (u > A)
and versions are uncorrelated since there is no variation of
the failure and execution rates over the input space. It is
evident that NVP substantially increases the MTTF. The
operational profile P2 also encounters inputs that result in
the small versions execution period compared to the time
to failure, but in this case the varsions failures and execu-
tion times are correlated. It is obvious that increasing the
number of versions still substantially increases the MTTF.
However, seven versions would be required to achieve the
same level of MTTF as in the case of 3 version system
under the assumptions of independence. The operational



A=[10"% 10" 10-% 1074 u=1[05 0.2 0.125] =30 t =36-10°
100 0999 0 0 0999 0 O 0999 0 O
M=o 00| "2=|o o o|™=|0 ooom|™ |0 oo
0 0O 0 0 0 0 00 0 0 0.001
Table 1. Parameter values
MTTE (hours)

Figure 2. Mean time to failure

profile P3 and P4 assign the same probability 0.001 as P2
to the worse program characteristics (higher failurerate and
smaller execution rate). As aresult, there is a decrease in
estimated MTTF over that exhibited for operational profile
P2. Note that, this choice of parameters implies a mean
recurrence time m. of the same order of magnitude, so the
variations of the MTTF due mostly to the variations of the
total per run failure probability 1 — p = 1 — P, (7). That
is, theincreased failure probability resultsin greater chance
to encounter unsuccessful run over amission.

Asindicated on Fig. 3the performability related measures
are also degraded by the operational profiles that encounter
inputs associated with worse program characteristics. How-
ever, increasing the number of versionsfor given operational
profile results in performability gain. Thefirst performabil-
ity measure E[WV (t)] islesssengitiveto the variationsin the
operational profile because the failures are counted only at
the run in which they manifested themselves. Comparing
the two parformability measures we observethat in the case
of the operational profiles that encounter inputs associated
with moderate to high per run failure probability (P3 and
P4) the reduction of U(t) is more dramatic. Thisis due to
thefact that in the case of the second performability measure
if NVPfailsat any runinamissionitisconsidered failed for
thewholemission, whichin turn resultsin no performability
gain.

Certain operational profiles, although higly unlikely, can
select inputs associated with even worse program charac-
teristics (1 ~ A) which result in highly unreliable system.
Accordingly, there will be more significant reduction of

E[W(®)]

Figure 3. Performability measures

E[W(t)]. Evenmore, MTTF and E[U ()], that arefar more
sensitiveto the variation of program characteristics over the
input spacethan E [ (t)], become exceedingly low and can
not be improved by any degree of fault tolerance.

4. Conclusions and futurewor k

This paper presents the modeling based study of the N
version fault tolerant softwarein areal - time environment.
Our modeling approach is systematic as opposed to the ad
hoc methods used in related works. Moreover, it is more
general and much more realistic than earlier models since it

e considers genera distributions of the time to failure
and execution time

¢ integrates the NV P structure and system usagein its
operational environment

e considersthecorrelation between versionsfailureand
execution behavior for a single input



e resultsin the mission reliability that accounts for per-

formance requirements

o considers two different performability measures that

reflect the collective effect of reliability and perfor-
mance attributes on the ability of NVP to complete a
certain amount of useful work over a mission.

The hierarchical decomposition keeps the solution effi-
cient and permits modifications to be flexibly made at a
specific level or in a specific submodel. There are severa
possible extensions that could be easily handled. First of
all, thenumerical evaluation for different timeto failureand
execution time distributions could be made using evalua-
tion tools or simulation. Next, the correlation of successive
input statesmight be considered at the second layer submaod-
els in order to model the phenomena of failure clustering.
Finally, the performance submodel could account for distri-
bution functions between renewals that also depend on the
outcome result, that is on the versions per run reliability.
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