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1 Introduction

In the publishedpaperson architecturebasedapproach
to softwarereliability modelinga large numberof variants
have beenproposedmostlyby adhocmethods Thesehave
frequentlytendedto obscurethe unifying structuralprop-
ertiescommonto mary suchvariants. The mathematical
treatmentindtherelationof thesemodelshecomesvident
oncetheir commonstructureis exhibited. In this paperwe
discusssomeof the existing architecturdasedsoftwarere-
liability modelsandtheirinterrelationships.

2 State-based modéds

State-basedodelsestimatesoftwarereliability analyt-
ically. They assumethat the transferof control between
moduleshasa Markov property that is, model software
architecturewith a discretetime Markov chain (DTMC),
continuoustime Markov chain (CTMC), or semi Markov
procesgSMP).Thereliability of softwareapplicationis es-
timatedeither by solving the compositemodel that com-
binessoftwarearchitecturewith failure behaior (compos-
ite method),or by superimposindailure behaior on the
solutionof thearchitecturamodel(hierarchicalmethod).

First,considethemodelsof applicationghatoperateon
demandfor which software runsthat correspondo termi-
nating executioncan be clearly identified. Thesemodels
assumehatthe controlflow graphhasa singleentryanda
singleexit node.Notethatthisis notafundamentatequire-
ment;themodelscaneasilybeextendedo covermultientry;
multiexit graphs.

Cheung model [1] describeghe architectureof the soft-
ware systemmadeup of n componentdy an absorbing
DTMC with a transition probability matrix P = [p;;],
wherep;; is the probabilityof transferof controlfrom com-
ponent; to componeny. Failurebehaior is definedby the
componensreliability R;. Thesolutionmethods compos-
ite; two absorbingstatesS and F' are added,representing
thecorrectoutputandfailurerespectrely andthetransition
probability matrix P is modifiedappropriately The origi-
nal transitionprobability p;; is modifiedinto R; p;;, which
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representtheprobabilitythatthecomponeni produceshe
correctresultandthecontrolis transferredo componeny.
Thefailureof component is modeledby creatingadirected
edgeto failure stateF" with transitionprobability (1 — R;).
The reliability of a programis expressedn termsof the
fundamentalmatrix of the compositemodel. Basically it
is equivalentto the sumof the reliabilities of all pathsthat
startatthe entrynodeandendat the exit nodesS, including
the possibility of infinite numberof pathsdueto the loops
thatmight exist betweertwo or morecomponents.

Kubat model [2] characterizesoftware architectureby
an SMP definedasfollows. Transitionsbetweencompo-
nentsfollow a DTMC with transitionprobability matrix P
and the sojourntime in statei haspdf g;(t). Assuming
constantfailure intensity A;, the reliability of component
iis estimatedasR; = [ e~*ig;(t) dt. Oncecomponent
reliabilities are estimatedhe solutionapproachreducego
the hierarchicaltreatmentof the Cheungmodel[1]. The
expectednumberof times component; is executeddur-
ing a single executionof a software,denotedby V;, is ob-
tainedfrom the DTMC andthe systemreliability becomes
R~IIL, Ry

Gokhale et al. model [3] describeshearchitecturéoy an
absorbingDTMC andusesa hierarchicalsolutionmethod.
However, it differsin the approachtaken to estimatethe
componenteliabilities. Given time-dependentailure in-
tensityA;(¢) andthecumulatve expectedime V;t; spentn
thecomponenperexecutionof theapplicationthereliabil-
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ity of component is estimatedas B; = e~ Jo (" dt,

Thus, the reliability of the overall application becomes
R =TT, R;. Notethat,thespecialcaseof thismodelthat

assumesonstantfailure intensities); is equialentto the

specialcaseof Kubatmodel[2] thatassumesleterministic
executiontimesg; (t) = t;.

Now, considerthe models of continuously operating
software applicationsthat describesoftware architecture
with anirreducible CTMC [4], [5]. For the sale of com-
parisonwe discusd_aprie model [5] sinceit consideronly
componenfailures.The parameterarethetransitionprob-
abilitiesp;;, themeanexecutiontime 1/-; andthe constant
failureintensity\; of eachcomponent. Solutionmethods
hierarchical basedon the assumptiorthatthe failure rates
aremuchsmallerthanthe executionrates\; < ~;. This



leadsto the asymptoticbehaior relative to the execution
process. As a consequenceahe systemfailure rate tends
to g = > i, mi\;, Wherer = [m;] is the the stationary
probabilityvectorof the executionprocesgyovernedby the
generatomatrix B’ with diagonalentriesequalto —v; and
off-diagonalentriesto p;;~;. Theprobabilitythattherewill
be nofailureup to time ¢, thatis, the systenreliability be-
comesR(t) me *st=¢" At

To comparethis modelwith the modelsof terminating
applicationsve needto partitiontherealizationof theirre-
ducibleCTMC with generatomatrix B’ to singlesoftware
runsthat are equivalentto realizationsfrom a fixed start-
ing stateto recurrencef startingstate.The executiontime
of assinglerunis arandomvariablewith expectationequal
tot =Y., Vi/vit. It canbe shavn thatthe expression
for R(t) is equivalentto the expressiorobtainedusingthe
hierarchicatreatmenbf Cheungmodel.

3 Path-based models

The approachtaken to combinethe software architec-
ture with the failure behaior by this classof modelscan
be describedas path-basedince the systemreliability is
computedconsideringthe possibleexecutionpathsof the
program. Thus, Shooman model [6] considergn different
pathsthatsoftwareexecutioncantake andassumeshatthe
frequeng f; with which pathi is runandits failure proba-
bility on eachrun ¢; areknown. The systemfailure proba-
bility onary runis givenby go = -7, fig;. Thefollowing
two papersdemonstratéwo differentapproachesor esti-
matingpathreliabilities.

Krishnamurthy and Mathur model [7] takes an expire-
mentalapproachto obtainpathreliability estimatesa se-
guenceof componentsalong different pathsare obsened
using the componentracescollectedduring testing. The
componentraceof a programP for a giventestcaset, de-
notedby M (P, t), is thesequencef components executed
whenP is executedagainstt which leadsto the pathrelia-
bility R: = Jlvsenr(py) fi- The reliability estimateof a
programwith respecto atestsetT is obtainedby averag-
ing pathreliabilitesR = >, . B¢/ |T|.

Yacoub, Cukic and Ammar model [8] takesan algorith-
mic approachto estimatepathreliabilities; a tree-traversal
algorithmexpandsall branche®f the graphthatrepresents
software architecture. The breadthexpansionsof the tree
aretranslatechsthe summatiorof reliabilitiesweightedby
thetransitionprobabilityalongeachpath. Thedepthof each
pathrepresentthesequentiaéxecutionof componentsand
is hencetranslatedto multiplication of reliabilities. The
depthexpansionof a path terminatesat the exit node (a
naturalend of an applicationexecution)or whenthe sum-
mationof executiontime of that path sumsto the average

1Again, it is straightforvard to generalizethis resultand computethe
expectedexecutiontime of a singlerunfor differentstartingstates.

executiontime of theapplication.Thelatterconditionguar
antiesthattheloopsbetweenwo or morecomponentslon’t
leadto a deadlock.

The differencein reliability predictionsof the state-
basedand path-basedapproachedbecomesevident only
when the control flow graphof the applicationcontains
loops. Thus, while state-basednodels analytically ac-
count for the potentially infinite numberof paths, path-
basednodelsrestrictthe numberof pathsto onesobsened
experimentallyduringthetesting[7] or terminatethedepth
traversalof eachpathusingthe averageexecutiontime of
theapplication[8].

4 Concluding remarks

Many architecturebased software reliability models
have beenproposedn the past,without an attemptto es-
tablish a relationshipamongthem. The aim of this short
paperis to fill the above gap. It builds on our earlierwork
[9] that containsan extensize surney on the underlyingas-
sumptionsyusefulnessndlimitations of architecturedbased
softwarereliability models.
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