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KaterinaGǒseva-PopstojanovaandSunilKamavaram
Lane Department of Computer Science and Electrical Engineering

West Virginia University, Morgantown, WV 26506-6109�
katerina, sunil � @csee.wvu.edu

1 Introduction
Many architecture– basedsoftwarereliability models

have beenproposedin the past[2]. Regardlessof the ac-
curacy of the mathematicalmodelusedto modelsoftware
reliability, if considerableuncertaintyin componentsfail-
uredataexists (asit usuallydoes)thena significantuncer-
tainty in calculatedsystemreliability exists. Therefore,the
traditionalapproachof computingthepointestimateof the
systemreliability by pluggingpointestimatesof component
reliabilitiesinto themodelis notappropriate.In orderto an-
swer the questionhow parametersuncertaintiespropagate
into overall systemreliability, uncertaintyanalysisis nec-
essary. Severalmethodsfor uncertaintyanalysisof system
characteristicsfrom uncertaintiesin componentcharacter-
isticsareavailable[4], [5], [6]. In this shortpaperwe use
themethodof momentsto quantify thepropagationof un-
certainties(i.e. propagationof errors)in softwarereliability.
Methodof momentsis anapproximateapproachthatallows
us to generatethe momentsof systemreliability from the
momentsof componentreliabilities.

2 Method of Moments
Architecture– basedsoftwarereliability modelscom-

bine softwarearchitecturewhich describesthe mannerin
which differentcomponentsinteractwith componentsfail-
urebehavior specifiedin termsof their reliabilitiesor fail-
ure rates. The methodof momentscan be appliedto any
architecture– basedsoftwarereliability model that hasa
closeform solution for the systemreliability. In this pa-
per we will usethe modelfirst presentedin [1] to obtain
therelationshipbetweensystemreliability � andthecom-
ponentreliabilities �������
	����
��������� given by the function�����������
���
	��
���
��������� . Theactualrelationshipbetween
systemreliability andcomponentsreliabilities dependson
the specificsoftwarearchitecture. If we treat eachcom-
ponentreliability on the right – handsideof this expres-
sionasa randomvariable,thenth systemreliability is also
a randomvariable. Let ��� ��� � be the meanvalue of the!
th componentreliability andlet "$#%� ��� � denoteits & th cen-

tral moment(or momentaboutthe mean). The methodof'
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momentsallows us to obtaintheestimatesof theexpected
value �(�)�*� and & th centralmoments"$#+�)�,� for systemre-
liability basedon (1) knowledge of the systemstructure�-�.�������
���
	����
���������/� and(2) dataon the components
reliabilities from which estimatesof �(�)� � � and " # �)� � � for! �102��34���
���5��6 canbeobtained.

Systemreliability momentsaregeneratedby expanding
thesystemfunction �7�8�������2���
	������
�����9�:� in amultivari-
ableTaylorseriesexpansionaboutthestatisticallyexpected
valuesof eachof the componentreliabilities �(�)�9�;� . We
have usedMathematica to derive thesystemreliability ex-
pression�<�-����� � ��� 	 ���
���=��� � � andits partial derivates
for theTaylor seriesexpansion.

Themethodof momentsis anapproximate,ratherthan
anexact, method,becauseof theomissionof higherorder
termsin the Taylor seriesexpansion.Thus,the first order
Taylor seriesexpansionis givenby
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where
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Then, the meanand the varianceof systemreliabil-

ity are given by �(�)�,�^>_? A and `
?:a4� �,�^�b"K	c�)�,�^>d ��[E � ? 	� `e?:a4�)� � � .
Theaccuracy of the �(�)�,� and `
?:a4�)�*� canbeimproved

by includinghigherordertermsin theTaylor seriesexpan-
sion. We have alsoderived the secondorderTaylor series
expansionand the expressionsfor the meanand the vari-
anceof systemreliability, but they areomittedheredueto
spacelimitation. Note that generatingthe meanand the
varianceof systemreliability from the secondorderTay-
lor seriesexpansionrequirestheknowledgeof thefirst four
centralmomentsof componentreliabilities.Evenmore,we
cangeneratethefirst four centralmomentsof thesystemre-
liability usingthefirst eightcentralmomentsof component
reliabilities. Then,the estimatesof the first four moments
maybeusedto selectanempiricaldistributionfrom which
thepercentilesof thesystemreliability distributionmaybe
obtained.

Next, we illustratethemethodof momemntson thecase
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First order Secondorder
Taylor series Taylor series

Mean 0.7601 0.7601
Versionf Variance 0.0068 0.0068g R 0.1085 0.1085

Mean 0.8782 0.8782
Versionh Variance 0.0035 0.0035g R 0.0671 0.0671
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First order Secondorder
Taylor series Taylor series

Mean 0.6261 0.6314
Version

g
Variance 0.0106 0.0101g R 0.1640 0.1589
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studypresentedin [3]. Thesoftwareapplicationconsisting
of 10,000linesof C codewasmodeledby fourstatediscrete
timeMarkov chainandtheexpressionfor systemreliability
wasderivedas

�8���M0CH�� �=	 �=� � B�� �=	 �M0CH�� 	M� �M� � � 	 B�� �=	 � 	M� � � � 	 � � �
In theempiricalstudy, two faulty versionsof this program
were obtainedusing fault injection: version f with two
faultycomponentsandversionh with only onefaulty com-
ponent.

Table1 comparesthevaluesobtainedfor themean,vari-
anceandcoefficient of variation

g R (a relative measureof
the spreadof the distribution) of the systemreliability for
versionsf and h usingfirst andsecondorderTaylor series
expansion.As expected,version h hashighermeanrelia-
bility thenversion f . In addition, the varianceis smaller
andthedistribution of thesystemreliability is lessspread.
Further, for this examplethe secondorderapproximation
doesnot improvetheaccuracy.

In general,higher order Taylor seriesexpansionwill
increaseaccuracy, as it can be seenform Table 2 which
presentsthe resultsobtainedfor the hypotheticalexample
from thesamepaper[3] (referredhereasVersion

g
).

Although the accuracy may be further increased,the
derivationof thethirdor higherorderapproximationswould
constitutea formidabletaskandrequirehighernumberof
centralmomentsfor componentreliabilities.Evenif theex-
pressionsfor the third (or higher)orderapproximationare
derived,it mighthappenthatthesamplingerrordueto lim-

ited numberof observationsavailablefor estimationof the
centralmomentsof thecomponentreliabilitieswill exceed
theerrorintroducedby theomissionof higherorderterms.

3 Concluding remarks
The generalgoal of this paperis to point out the need

for conductinguncertaintyanalysisin softwarereliability.
In particular, we have presentedthe methodof moments,
one of the several methodscollectively referredto as the
propagationof uncertainty. The methodof momentshas
severaladvantages.First, it requiresonly theknowledgeof
the momentsof componentsreliabilities, that is, no distri-
bution function mustbe specified. Second,generationof
randomnumbersis not required,thereforethereis no sam-
pling error. Finally, it couldbeappliedto dependentaswell
asindependentparameters,althoughtheexpressionsfor de-
pendentvariableswould be moredifficult to derive dueto
theircomplexity.

However, the methodis approximateanda finite error
is associatedwith theuseof only up to first (second)order
termsin theTaylor seriesexpansion.Further, theaccuracy
of this methodis not readily quantifiable. Therefore,if a
preciseaccuracy calculationsfor systemreliability arere-
quired to supportthe uncertaintyanalysis,the methodof
momentsmight not bea goodchoice.Ourcurrentresearch
is focusedonimplementingtheMonteCarlosimulationsfor
theuncertaintyanalysisandcomparingtheresultswith the
resultsfrom themethodof momentspresentedin thispaper.
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