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1 Introduction

Mary architecture— basedsoftwarereliability models
have beenproposedn the past[2]. Regardlessf the ac-
curay of the mathematicamodelusedto modelsoftware
reliability, if considerablaincertaintyin componentdgail-
ure dataexists (asit usuallydoes)thena significantuncer
tainty in calculatedsystenreliability exists. Thereforethe
traditionalapproactof computingthe point estimateof the
systenreliability by pluggingpointestimate®f component
reliabilitiesinto themodelis notappropriateln orderto an-
swerthe questionhow parametersincertaintiepropagate
into overall systemreliability, uncertaintyanalysisis nec-
essary Several methoddfor uncertaintyanalysisof system
characteristic§rom uncertaintiesn componentharacter
isticsareavailable[4], [5], [6]. In this shortpaperwe use
the methodof momentgo quantify the propagatiorof un-
certaintiegi.e. propagatiorof errors)in softwarereliability.
Methodof momentss anapproximatepproachhatallows
usto generatehe momentsof systemreliability from the
momentf componenteliabilities.

2 Method of Moments

Architecture— basedsoftwarereliability modelscom-
bine softwarearchitecturewhich describeghe mannerin
which differentcomponentsnteractwith componentgail-
ure behaior specifiedin termsof their reliabilities or fail-
ure rates. The methodof momentscan be appliedto ary
architecture- basedsoftwarereliability modelthat hasa
closeform solutionfor the systemreliability. In this pa-
per we will usethe modelfirst presentedn [1] to obtain
therelationshipbetweersystemreliability R andthe com-
ponentreliabilities Ry, Ro, ..., R, given by the function
R = f(Ra, Rz, ..., R,). Theactualrelationshipbetween
systemreliability and componentseliabilities dependson
the specificsoftwarearchitecture. If we treateachcom-
ponentreliability on the right — handside of this expres-
sionasarandomvariable,thenth systenreliability is also
arandomvariable. Let E[R;] be the meanvalue of the
ith componenteliability andlet x4 [R;] denoteits kth cen-
tral moment(or momentaboutthe mean). The methodof
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momentsallows us to obtainthe estimateof the expected
value F[R] and kth centralmomentsuy [R] for systemre-
liability basedon (1) knowledge of the systemstructure
R = f(Ri, R, ..., R,) and(2) dataon the components
reliabilities from which estimatef E[R;] anduy[R;] for
1=1,2,...,n canbeobtained.

Systenreliability momentsaregeneratedby expanding
thesystenfunctionR = f(R1, Rz, - .., R,) in amultivari-
ableTaylorseriesexpansioraboutthe statisticallyexpected
valuesof eachof the componentreliabilities E[R;]. We
have usedMathematica to derive the systemreliability ex-
pressionR = f(Ry, Rs,..., R,) andits partial derivates
for the Taylor seriesexpansion.

The methodof momentss an approximateratherthan
an exact, method,becausef the omissionof higherorder
termsin the Taylor seriesexpansion. Thus, the first order
Taylor seriesexpansionis givenby

RNCLo-}-ZCLi(RZ’ —E[RZ]) (1)
=1
where
ag = f(E[Rl], E[Rz], e E[Rn])
0 = OR
' ORip._pr,g for i=1,2,..m

Then, the meanand the varianceof systemreliabil-
ity aregiven by E[R] ~ ao andVar[R] = u3[R] ~
i1 aiVar[Rj.

Theaccurag of the F[R] andV ar[R] canbeimproved
by including higherordertermsin the Taylor seriesexpan-
sion. We have alsoderived the secondorder Taylor series
expansionand the expressiondor the meanand the vari-
anceof systemreliability, but they areomittedheredueto
spacelimitation. Note that generatingthe meanand the
varianceof systemreliability from the secondorder Tay-
lor seriesexpansionrequiresheknowledgeof thefirst four
centralmomentsf componenteliabilities. Evenmore,we
cangeneratehefirstfour centralmomentof thesystenre-
liability usingthefirst eightcentralmomentsof component
reliabilities. Then,the estimatesf the first four moments
may be usedto selectan empiricaldistribution from which
the percentilef the systemreliability distribution may be
obtained.

Next, weillustratethe methodof momemntonthecase



Firstorder | Secondrder

Taylorseries| Taylorseries
Mean 0.7601 0.7601
VersionA4 | Variance 0.0068 0.0068
Cgr 0.1085 0.1085
Mean 0.8782 0.8782
VersionB | Variance 0.0035 0.0035
Cgr 0.0671 0.0671

Table 1. Mean and variance of the system re-
liability for the case study presented in [3]

Firstorder | Secondorder

Taylorseries| Taylorseries
Mean 0.6261 0.6314
VersionC' | Variance 0.0106 0.0101
Cr 0.1640 0.1589

Table 2. Mean and variance of the system reli-
ability for the hypothetical example presented
in [3]

studypresentedn [3]. The softwareapplicationconsisting
of 10,000linesof C codewasmodeledby four statediscrete
time Markov chainandtheexpressiorfor systenreliability
wasderivedas

R = (1 — p12)R1 + p12(1 — p23) R1 Ry + p12p23R1 R Rs.

In the empirical study two faulty versionsof this program
were obtainedusing fault injection: version A with two
faulty componentandversionB with only onefaulty com-
ponent.

Table1 compareshevaluesobtainedor the meanyvari-
anceandcoeficient of variationCr (arelatve measureof
the spreadof the distribution) of the systemreliability for
versionsA and B usingfirstandsecondrderTaylor series
expansion.As expected,versionB hashighermeanrelia-
bility thenversionA. In addition,the varianceis smaller
andthe distribution of the systemreliability is lessspread.
Further for this examplethe secondorder approximation
doesnotimprove theaccurag.

In general, higher order Taylor seriesexpansionwill
increaseaccuray, asit canbe seenform Table 2 which
presentghe resultsobtainedfor the hypotheticalexample
from the samepapei[3] (referredhereasVersionC).

Although the accurag may be further increased the
derivationof thethird or higherorderapproximationsvould
constitutea formidabletask and requirehigher numberof
centralmomentdor componenteliabilities. Evenif theex-
pressiondor thethird (or higher)orderapproximationare
derived,it mighthapperthatthe samplingerrordueto lim-

ited numberof obsenationsavailablefor estimationof the
centralmomentsof the componenteliabilitieswill exceed
theerrorintroducedby theomissionof higherorderterms.

3 Concludingremarks

The generalgoal of this paperis to point out the need
for conductinguncertaintyanalysisin softwarereliability.
In particular we have presentedhe methodof moments,
one of the several methodscollectively referredto asthe
propagationof uncertainty The methodof momentshas
severaladwantageskFirst, it requiresonly the knowledgeof
the momentsof componentseliabilities, thatis, no distri-
bution function must be specified. Second,generationof
randomnumberds not required thereforethereis no sam-
pling error. Finally, it couldbeappliedto dependenaswell
asindependenparametersylthoughtheexpressiongor de-
pendentvariableswould be moredifficult to derive dueto
theircompleity.

However, the methodis approximateand a finite error
is associateavith the useof only up to first (second)rder
termsin the Taylor seriesexpansion.Further theaccurayg
of this methodis not readily quantifiable. Therefore,if a
preciseaccurag calculationsfor systemreliability arere-
quired to supportthe uncertaintyanalysis,the methodof
momentanight not bea goodchoice.Our currentresearch
is focusednimplementingheMonteCarlosimulationsor
the uncertaintyanalysisandcomparingthe resultswith the
resultsfrom themethodof momentgresentedh this paper
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