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Abstract
Messaging services in distributed systems act as an intermediary between suppliers
and consumers, relieving the burden on the supplier. Detailed performance models
for messaging services have been developed only recently. However, these models do
not include the effect of failures. In this paper we consider the expected loss rate as-
sociated with messaging services as a performability measure and derive approximate
closed-form expressions for three different quality of service settings.

1 Introduction

Messaging services are useful components in distributed systems that require scalable dis-
semination of messages (or events) from suppliers to consumers. Typically, they can be
configured to provide point-to-point reliable messaging or publish-subscribe paradigms.
Examples include the CORBA Notification Service and the Java Messaging Service (JMS).
These services act as an intermediary between suppliers and consumers and take care of
client registration and message propagation, relieving the burden on the supplier. Thus,
the supplier and consumer are not tied up in a client-server type of interaction, but rather
are “decoupled”. Literature exists on the performance analysis of client-server [4] and
producer-consumer [1] systems. Performability [5] has also been evaluated for client-server
systems [2, 7]. Recently performance models for the configurable delivery and discard
policies found in messaging services have been developed [9]. However, these models do
not include the effect of failures. In a distributed system, supplier, consumer, and mes-
saging services can fail independently leading to different consequences; thus, the effect of
partial failures needs to be analyzed as well. In this paper we consider the expected loss
rate associated with messaging services as a performability measure and derive approxi-
mate closed-form expressions for three different quality of service settings - “best effort”,
“persistent connections”, and “persistent connections and messages” [6].

2 Approximate closed-form solutions

In practical situations failure rates of the supplier, messaging service and consumer are very
low in comparison with the repair rates and especially in comparison with the message
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arrival and delivery rates. This observation allows us to use a hierarchical approach.
Using a hierarchical approach gives the modeling framework flexibility and helps us derive
approximate closed-form solutions to complex composite models. Since the failures are
rare, the queue within the messaging service can be approximated very well by its steady
state queue length distribution. Let N = Efzo 1xp; denote the expected number of messages
in the queue at steady state, where p; is the steady state probability that the queue has 7
messages, and py, is the probability of the queue being full [10]. The low failure rates also
allow us to ignore multiple failures.

The hierarchical approach makes use of the availabilities of the supplier, messaging
service, and the consumer denoted by Ag, Ay, and Ac respectively, which have to be
evaluated from detailed lower-level availability models. When steady state availability
measures are required, it is useful to reduce the models to two-state availability models [10]
and derive equivalent failure (7.,) and repair rates (7,). This reduction simplifies the
analyses.

The expected loss rates can now be written down for the three quality of service settings
as follows:

e Best effort (BE)

LRgr = loss rate when the messaging service crashes
+ loss rate when messaging service is down
+ loss rate when the consumer crashes
+ loss rate when the consumer is down -+ loss rate due to discards
= AsAnAc N + As(1 — Au)Ach + AsAuAcy (SN
+AsAM (1 — Ac)N+ As Ay AcApy. (1)

e Persistent connections (PC)

LRpc = loss rate when the messaging service crashes
+ loss rate when messaging service is down

+ loss rate when the consumer is down + loss rate due to discards
= ASAMAc’)/gIM)N + A5(1 - AM)Ac)\

k A k—i
+AsAm (1 — Ac))\z (m) pi + AsAnmAcApe. (2)

i=0 Teq
e Persistent connections and messages (PCM)

LRpcy = loss rate when messaging service is down

+ loss rate when the consumer is down + loss rate due to discards

k )\ k—1
= As(l1— Ap)Ach+ AsAn(1 —AC)/\Z ( (c)) pi
=0 )\ + Teq

We have considered that when the messaging service is down, since the supplier cannot
pass on messages to the messaging service, the loss rate is A\. With the BE quality of service
setting, the messaging service will not queue messages if the consumer is down. Hence the
loss rate is again X\. However, if the consumer is down and the PC or PCM quality of service



Figure 1: CTMC model of failure behavior - (a) Full model, (b) 2-state equivalent

setting is used, the messaging service continues to queue messages for the consumer. In

this case messages are lost only if the queue fills up before the consumer recovers. This
k—i

happens with the probability (ﬁ) , given that the queue had ¢ messages when the

consumer failed. When the supphelerq messaging service, and consumer are all up, with rate
’qu ) the messaging service can fail, leading to the loss of the entire queue (N messages on
average) when BE or PC quality of service setting is used. In addition, with the BE quality
of service setting, the entire queue is also lost when the consumer fails (at rate yéqc)). In
all three quality of service settings, messages are also lost when an incoming message sees

a full queue (with probability py).

3 Numerical illustration

To illustrate our approach, let us consider that the supplier, messaging service, and con-
sumer are running on seperate nodes and that their availabilities are modeled by the
continuous time Markov chain (CTMC) shown in Figure 1(a). As before, we should use
the superscript (S), (M), and (C) when referring to the rates of the supplier, messaging
service, and consumer, respectively. The availability model in Figure 1(a) considers two
types of failures; the process crashes with rate v, and the node hosting the process crashes
with rate ~,. If the process crashes, an attempt is made to restart the process. Restart
completes at rate 7, and succeeds with probability c. If the restart is unsuccessful (with
probability 1 — ¢), node repair that completes with rate 7, is attempted. The steady state
probabilities can be derived as:

-1

Yo, 1 L
St =t A=B)| T =TT Ty = — (Tt (L= %)y,

=11
e ’ " (4)

The availability is given by A =7,
The two-state equivalent availability model for Figure 1(a) is shown in Figure 1(b).
The equivalent failure and repair rates, ., and 7., and hence availability A can be derived
s [10]:

7 + TpwCTp + TypT, T
’qu — UP(’VP f}/n) — ’Yp+’7n, Teq = PF-'P NF n’ A= €q . (5)
Typ Tpr T Tap Yeq T Teq
For illustration we take the failure and repair rates to be the same for the supplier, messag-
ing service and the consumer. We assume that on the average processes fail once in 10 days,
and nodes fail once in 20 days. Average process restart time is 1 minute and node repair
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Figure 2: Effect of varying - (a) queue length k&, (b) input rate A

time is 30 minutes. The probability ¢ = 0.99. This gives v, = 1.7361e — 06, 7., = 0.0015,
and A = 0.9988.

Figure 2(a) shows the effect of varying the queue length k for different input rates,
taking the delivery rate to the consumer, p to be 430 messages/sec. In all plots the loss
rates for PC and PCM quality of service settings are practically identical. This is because
the relative contribution of the term ASAMAC%%W )N to the loss rate is negligible. With
a low input rate (A = 50), the probability of the queue being full at steady state is very
small. Hence the main reason for loss in this case is when the consumer is down. With
PC and PCM quality of service settings, as the queue size is increased the probability
of the queue being able to absorb incoming messages when the consumer is unavailable
increases. Hence the loss rates for PC and PCM are lower than for the BE quality of service
setting (although not very significantly). As the input rate is increased, the losses due to
a full queue start to dominate (A = 150). Eventually for high input rates (A = 300, 550)
the losses are almost entirely due to discards when messages arrive at a full queue, and
all three quality of service settings have the same loss rate. It is also interesting to note
that for a given consumer delivery rate (430 messages/sec. in this case) it is not useful to
increase the queue size beyond a point (around 25 in this case) since the probability of a
queue being full does not drop appreciably.

Figure 2(b) shows the effect of input rate for different queue sizes. Only the BE loss
rate is shown; the other two are almost identical. It can be seen that when the queue size
is larger than the optimal value (around 25 in this case), the loss rate starts to shoot up
at around A\ = 400 messages/sec. irrespective of the queue size. But when the queue size
is less than 25, the input rate should be lower to avoid a spurt in loss rate. This optimal
queue size, of course, also depends on the distribution (and hence variance) of message
arrival and delivery times. Markov Modulated Poisson Process (MMPP) can be used to
model variances higher than and r-stage Erlang approximations to model variances lower
than those associated with exponential distributions [8].
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Conclusions

We have provided closed-form expressions for the expected loss rates associated with dif-
ferent quality of service settings in messaging services. We have also provided a framework
to incorporate details such as application software and node failures into the availability
models of the components involved, without affecting the upper level closed-form loss rate
equations. The approach thus also illustrates an extension of software architecture-based
evaluation techniques [3] to the analysis of distributed systems.
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